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DESPITE PUSHBACK,
INTERNET FREEDOM DETERIORATES

By Sanja Ke]]]

In June 2013, revelations made by former contractor Edward Snowden about the U.S.
government’s secret surveillance activities took center stage in the American and international
media. As part of its antiterrorism effort, the U.S. National Security Agency (NSA) has been

collecting communications data on Americans and foreigners on a much

greater scale than previously thought. However, while the world’s
attention is focused on Snowden and U.S. surveillance—prompting Global internet
important discussions about the legitimacy and legality of such freedom has been in
decline for the three

consecutive years

measures—disconcerting efforts to both monitor and censor internet
activity have been taking place in other parts of the world with
increased frequency and sophistication. In fact, global internet freedom

tracked by this project.

has been in decline for the three consecutive years tracked by this

project, and the threats are becoming more widespread.

Of particular concern are the proliferation of laws, regulations, and directives to restrict online
speech; a dramatic increase in arrests of individuals for something they posted online; legal cases
and intimidation against social-media users; and a rise in surveillance. In authoritarian states, these
tools are often used to censor and punish users who engage in online speech that is deemed critical
of the government, royalty, or the dominant religion. In some countries, even blogging about

environmental pollution, posting a video of a cynical rap song, or tweeting

about the town mayor’s poor parking could draw the police to a user’s

In some countries, door. Although democratic states generally do not target political speech,
even posting a several have sought to implement disproportionate restrictions on content
video of a cynical they perceive as harmful or illegal, such as pornography, hate speech, and
rap song could pirated media.

draw the police to

a user’s door. Nonetheless, in a number of places around the world, growing efforts by

civic activists, technology companies, and everyday internet users have

been able to stall, at least in part, newly proposed restrictions, forcing
governments to either shelve their plans or modify some of the more problematic aspects of draft
legislation. In a handful of countries, governments have been increasingly open to engagement with
civil society, resulting in the passage of laws perceived to protect internet freedom. While such

Sanja Kelly directs the Freedom on the Net project at Freedom House.
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positive initiatives are significantly less common than government attempts to control the online
sphere, the expansion of this movement to protect internet freedom is one of the most important

developments of the past year.

To illuminate the nature of evolving threats in the rapidly changing global environment, and to
identify areas of opportunity for positive change, Freedom House has conducted a comprehensive
study of internet freedom in 60 countries around the world. This report is the fourth in its series

and focuses on developments that occurred between May 2012 and April

2013. The previous edition, covering 47 countries, was published in
Of the 60 countries September 2012. Freedom on the Net 2013 assesses a greater variety of

assessed, 34 have political systems than its predecessors, while tracing improvements and
experienced a declines in the countries examined in the previous editions. Over 70
negative trajectory researchers, nearly all based in the countries they analyzed, contributed to
since May 2012. the project by examining laws and practices relevant to the internet,

testing the accessibility of select websites, and interviewing a wide range

of sources.

Of the 60 countries assessed, 34 have experienced a negative trajectory since May 2012. Further
policy deterioration was seen in authoritarian states such as Vietnam and Ethiopia, where the
downgrades reflected new government measures to restrict free speech, new arrests, and harsh
prison sentences imposed on bloggers for posting articles that were critical of the authorities.
Pakistan’s downgrade reflected the blocking of thousands of websites and pronounced violence
against users of information and communication technologies (ICTs). In Venezuela, the decline was
caused by a substantial increase in censorship surrounding politically sensitive events: the death of
President Hugo Chavez and the presidential elections that preceded and followed it.

Deterioration was also observed in a number of democracies, often

as a result of struggles to balance freedom of expression with Deterioration was also

security. The most significant vear-on-year decline was seen in )
Y & Y Y observed in a number of

India, which suffered from deliberate interruptions of mobile and . ,
democracies, often as a
result of struggles to

balance freedom of

internet service to limit unrest, excessive blocks on content during
rioting in northeastern states, and an uptick in the filing of criminal
charges against ordinary users for posts on social-media sites. The . . '
United States experienced a significant decline as well, in large part expression with security.

due to reports of extensive surveillance tied to intelligence

gathering and counterterrorism. And in Brazil, declines resulted
from increasing limitations on online content, particularly in the context of the country’s stringent
electoral laws; cases of intermediary liability; and increasing violence against online journalists.

At the same time, 16 countries registered a positive trajectory over the past year. In Morocco,
which was analyzed for the first time in this edition of the report, the government has unblocked
previously censored websites as part of its post—Arab Spring reform effort, although it still
frequently punishes those who post controversial information. Burma’s continued improvement
included significant steps toward the lifting of internet censorship, which may allow the country to
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shed its history of repression and underdevelopment and create a more progressive media
environment. Tunisia’s gains are the result of the government’s sustained efforts to open up the
online sphere following years of repression under former president Zine el-Abidine Ben Ali, and
institute protections for journalists and bloggers, although there is still much to be done. And in
several countries like Georgia and Rwanda, improvements stemmed from a decline in the number
of negative incidents from the previous coverage period.

Despite the noted improvements, restrictions on internet

freedom continue to expand across a wide range of
) Over the past year, the global
countries. Over the past year, the global number of i ,
. . a1 . number of censored websites has

censored websites has increased, while internet users in _ d il 1 )
various countries have been arrested, tortured, and killed increasea, whitie internet users in

over the information they posted online. Iran, Cuba, and various countries have been

China remain among the most restrictive countries in the arrested, tortured, and killed over

world when it comes to internet freedom. In Iran, the the information they posted online.

government utilized more advanced methods for blocking

text messages, filtering content, and preventing the use of

circumvention tools in advance of the June 2013 election, while one blogger was found dead in
police custody after being arrested for criticizing the government online. In Cuba, the authorities
continued to require a special permit for anyone wishing to access the global internet; the permits
are generally granted to trusted party officials and those working in specific professions. And as in
previous years, China led the way in expanding and adapting an elaborate technological apparatus
for systemic internet censorship, while further increasing offline coercion and arrests to deter free

expression online.

Based on a close evaluation of each country, this study identifies the 10 most commonly used types
of internet control, most of which appear to have become more widespread over the past year:

Blocking and filtering:

Governments around the world are increasingly establishing mechanisms to block what they
deem to be undesirable information. In many cases, the censorship targets content involving
child pornography, illegal gambling, copyright infringement, or the incitement of violence.
However, a growing number of governments are also engaging in deliberate efforts to block
access to information related to politics, social issues, and human rights. Of the 60
countries evaluated this year, 29 have used blocking to suppress certain types of political
and social content. China, Iran, and Saudi Arabia possess some of the most comprehensive
blocking and filtering capabilities, effectively disabling access to thousands of websites, but
even some democratic countries like South Korea and India have at times blocked websites
of a political nature. Jordan and Russia, which previously blocked websites only
sporadically, are among the countries that have intensified their efforts over the past year.

OVERVIEW: DESPITE PUSHBACK, INTERNET FREEDOM DETERIORATES
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Cyberattacks against regime critics:

Some governments and their sympathizers are increasingly using technical attacks to disrupt
activists’ online networks, eavesdrop on their communications, and cripple their websites.
Over the past year, such attacks were reported in at least 31 of the countries covered in this
study. In Venezuela, for example, during the 2012 and 2013 presidential campaigns, the
websites of popular independent media—Noticiero Digital, Globovision, and La Patilla—
were repeatedly subject to distributed denial-of-service (DDoS) attacks, which increased on
election days and during the vote count. In countries ranging from Belarus to Vietnam to
Bahrain, opposition figures and activists are routinely targeted with malicious software that
is masked as important information about political developments or planned protests.
When downloaded, the malware can enable attackers to monitor the victims’ keystrokes
and eavesdrop on their personal communications. Although activists are increasingly aware
of this practice and have been taking steps to protect themselves, the attacks are becoming
more sophisticated and harder to detect.

New laws and arrests for political, religious, or social speech online:

Instead of merely blocking and filtering information that is deemed undesirable, an
increasing number of countries are passing new laws that criminalize certain types of
political, religious, or social speech, either explicitly or through vague wording that can be
interpreted in such a way. Consequently, more users are being arrested, tried, or
imprisoned for their posts on social networks, blogs, and websites. In fact, some
governments may prefer to institute strict punishments for people who post offending
content rather than actually blocking it, as this allows officials

to maintain the appearance of a free and open internet while _
. . . e f . It More users are being
Imposing  a strong mncentive tor wusers to practlce selr-

censorship. Even countries willing to invest in systematic arrested, prosecuted, or

filtering often find that criminal penalties remain an important imprisoned for their
deterrent. Turkey, Bangladesh, and Azerbaijan are among the ~ POSIs on social networks,
countries that have, over the past year, significantly stepped blogs, and websites.

up arrests of users for their online activism and posts.

Paid progovernment commentators manipulate online discussions:

Already evident in a number of countries assessed in the previous edition of Freedom of the
Net, the phenomenon of paid progovernment commentators has spread in the past two
years, appearing in 22 of the 60 countries examined in this study. The purpose of these
commentators—covertly hired by government officials, often by using public funds—is to
manipulate online discussions by trying to smear the reputation of government opponents,
spread propaganda, and defend government policies when the discourse becomes critical.
China, Bahrain, and Russia have been at the forefront of this practice for several years, but
countries like Malaysia, Belarus, and Ecuador are increasingly using the same tactics,
particularly surrounding politically sensitive events such as elections or major street
protests.

OVERVIEW: DESPITE PUSHBACK, INTERNET FREEDOM DETERIORATES
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Physical attacks and murder:

Governments and powerful nonstate actors are increasingly resorting to physical violence to
punish those who disseminate critical content, with sometimes fatal consequences. In 26 of
the 60 countries assessed, at least one blogger or internet user was attacked, beaten, or

tortured for something posted online. In 5 of those

countries, at least one activist or citizen ]ournahst was .
. ) o ) ' ] . In 5 countries, at least one
killed in retribution for information posted online, in most . .. . :
. . . . activist or citizen journallst

cases information that exposed human rlghts abuses. Syria i . o ,
. . was killed in retribution for

was the most dangerous place for online reporters, with :

approximately 20 killed over the past year. In Mexico, information posted online.

several online journalists were murdered after refusing to

stop writing exposés about drug trafficking and organized
crime. In Egypt, several Facebook group administrators were abducted and beaten, while
citizen journalists were allegedly targeted by the security forces during protests.

Surveillance:

Many governments are secking less visible means to infringe on internet freedom, often by
increasing their technical capacity or administrative authority to monitor individuals’ online
behavior or communications. Governments across the spectrum of democratic performance
have enhanced their surveillance capabilities in recent years or have announced their
intention to do so. Although some interception of communications may be necessary for

fighting crime or preventing terrorist attacks, surveillance powers are increasingly abused

for political ends. Governments in nearly two-thirds of

the countries examined upgraded their technical or legal
Governments across the . .
surveillance powers over the past year (see surveillance

spectr ' rati e g o
spectrum of democratic section in “Major Trends” below). It is important to note

performance have enhanced

that increased surveillance, particularly in authoritarian
their surveillance

countries where the rule of law is weak, often leads to
capabilities in recent years. increased self-censorship, as users become hesitant to risk

repercussions by criticizing the authorities online.

Takedown requests and forced deletion of content:

Instead of blocking objectionable websites, many governments opt to contact the content
hosts or social-media sites and request that the content be “taken down.” While takedown
notices can be a legitimate means of dealing with illegal content when the right safeguards
are in place, many governments and private actors are abusing the practice by threatening
legal action and forcing the removal of material without a proper court order. A more
nefarious activity, which is particularly common in authoritarian countries, involves
government officials informally contacting a content producer or host and requesting that
particular information be deleted. In some cases, individual bloggers or webmasters are
threatened with various reprisals should they refuse. In Russia and Azerbaijan, for example,
bloggers have reported deleting comments from their websites after being told that they
would be fired from their jobs, barred from universities, or detained if they did not comply.

OVERVIEW: DESPITE PUSHBACK, INTERNET FREEDOM DETERIORATES
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Blanket blocking of social media and other ICT platforms:

Given the increasing role that social media have played in political and social activism,
particularly after the events of the Arab Spring, some governments have been specifically
targeting sites like YouTube, Twitter, and Facebook in their censorship campaigns. In 19 of
the 60 countries examined, the authorities instituted a blanket ban on at least one blogging,
microblogging, video-sharing, social-networking, or live-streaming platform. However, as
their knowledge and sophistication grows, some governments are beginning to move
toward blocking access to individual pages or profiles on such services or requesting from
the companies to disable access to the offending content. These dynamics were particularly
evident surrounding protests that erupted after the anti-Islam video Innocence of Muslims
appeared on YouTube. Voice over Internet Protocol (VoIP) and free messaging services
such as Skype, Viber, and WhatsApp are also frequently targeted—in some countries due
to difficulties the authorities face in intercepting such communication tools, and in others
because the telecommunications industry perceives them as a threat to their own revenue.
Lebanon, Ethiopia, and Burma are among several countries where the use of VolP services

remained prohibited as of May 2013.

Holding intermediaries liable:

An increasing number of countries are introducing directives, passing laws, or interpreting
current legislation so as to make internet intermediaries—whether internet service
providers (ISPs), site hosting services, webmasters, or forum moderators—Iegally liable for
the content posted by others through their services and websites. As a consequence,
intermediaries in some countries are voluntarily taking down

or deleting potentially objectionable websites or comments

to avoid legal liability. In the most extreme example, Intermediaries in some
intermediary liability in China has resulted in private countries are voluntarily
companies maintaining whole divisions responsible for taking down or deleting
monitoring the content of social-media sites, search engines, potentially objectionable

and online forums, deleting tens of millions of messages a websites or comments to

avoid legal liability.

year based on administrators’ interpretation of both long—

standing taboos and daily directives from the ruling

Communist Party. In 22 of the 60 countries examined,
intermediaries were held to a disproportionate level of liability, either by laws that clearly
stipulate such rules or by court decisions with similar effects. In one recent example,
Brazilian authorities issued arrest warrants for two senior Google Brazil executives on the
grounds that the company failed to remove content that was prohibited under strict laws
governing electoral campaigns.

Throttling or shutting down internet and mobile service:

During particularly contentious events, a few governments have used their control over the
telecommunications infrastructure to cut off access to the internet or mobile phone service
in a town, a region, or the entire country. Egypt became the best-known case study in
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January 2011, when the authorities shut off the internet for five days as protesters pushed
for the ouster of longtime president Hosni Mubarak. However, a number of other countries
have also cut off access to the internet or mobile phone networks. In Syria, several such
shutdowns occurred over the past year. In Venezuela, the dominant ISP temporarily shut
off access during the presidential election in 2012, allegedly due to cyberattacks. India and
China disabled text messaging on mobile phones in particular regions during protests and
rioting. In addition to outright shutdowns, some countries have used throttling, the
deliberate slowing of connection speeds, to prevent users from uploading videos or viewing
particular websites without difficulty. Over the past year, however, there were fewer
instances of internet shutdowns and throttling than in the previous year, most likely because
countries affected by the Arab Spring in 2011 had moved past the point where such tactics
would be useful to the authorities.

Although many different types of internet control have been institutionalized in recent years, three
particular trends have been at the forefront of increased censorship efforts: increased surveillance,
new laws that restrict online speech, and arrests of users. Despite these threats, civic activism has
also been on the rise, providing grounds for hope that the future may bring more positive
developments.

Surveillance grows Considerably as countries upgrade their
monitoring technologies

Starting in June 2013, a series of leaks by former U.S. contractor Edward Snowden revealed that
the NSA was storing the personal communications metadata of Americans—such as the e-mail
addresses or phone numbers on each end, and the date and time of the communication—and
mining them for leads in antiterrorism investigations. Also exposed were details of the PRISM
program, through which, among other things, the NSA monitored communications of non-
Americans via products and services offered by U.S. technology companies. It then came to light
that several other democratic governments had their own surveillance programs aimed at tracking
national security threats and cooperating with the NSA. While there is no evidence that the NSA
surveillance programs were abused to suppress political speech, they have drawn strong
condemnations at home and abroad for their wide-reaching infringements on privacy. Since many
large technology companies—with millions of users around the world—are based in the United
States, the NSA was able to collect information on foreigners without having to go through the
legal channels of the countries in which the targeted users were located.

OVERVIEW: DESPITE PUSHBACK, INTERNET FREEDOM DETERIORATES
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Although the U.S. surveillance activities have taken the spotlight in recent months, this study
reveals that most countries around the world have enhanced their surveillance powers over the past

year. In 35 of the 60 countries examined in Freedom on the Net

2013, the government has either obtained more sophisticated

In 35 of the 60 countries

technology to conduct surveillance, increased the scope and
examined, the government has

number of people monitored, or passed a new law giving it

greater monitoring authority. There is a strong suspicion that obtained more sophisticated
many of the remaining 25 countries’ governments have also surveillance technology,
stepped up their surveillance activities, though some may be increased the scope of people
better than others at covering their tracks. monitored, or passed a new law

giving it greater monitoring
While democratic countries have often engaged in legally authority. Growing
dubious surveillance methods to combat and uncover terrorism surveillance is also suspected

threats, officials in many authoritarian countries also monitor in many of the remaining 25

the personal communications of their citizens for political countries, but they may be
reasons, with the goal of identifying and suppressing better at cove;‘ing their tracks
government critics and human rights activists. Such monitoring B

can have dire repercussions for the targeted individuals,
including imprisonment, torture, and even death. In Bahrain, Ethiopia, Azerbaijan, and elsewhere,
activists reported that their e-mail, text messages, or other communications were presented to
them during interrogations or used as evidence in politicized trials. In many of these countries, the
state owns the main telecommunications firms and ISPs, and it does not have to produce a warrant
from an impartial court to initiate surveillance against dissidents.

Russia has emerged as an important incubator of surveillance technologies and legal practices that
are emulated by other former Soviet republics. Russia itself has dramatically expanded its
surveillance apparatus in recent years, particularly following the events of the Arab Spring.
Moreover, in December 2012, the Russian Supreme Court upheld the legality of the government’s
hacking into the phone of an opposition activist. The court grounded its decision on the fact that the
activist had participated in antigovernment rallies, prompting fears that the case would be used as a
legal basis for even more extensive surveillance against opposition figures in the future. Belarus,
Uzbekistan, Kyrgyzstan, Kazakhstan, and Ukraine are among the countries that have implemented
the ICT monitoring system used by the Russians authorities (known by the acronym SORM) and
have either passed or considered legislation that would further expand their surveillance powers, in

some cases mirnicking the current legislation in Russia.

Until recently, only a handful of African countries had the means to

All 10 of the African

conduct widespread surveillance. However, this seems to be changing
countries examined in

rapidly as internet penetration increases and surveillance technologies

this report have become more readily available. All 10 of the African countries
stepped up their online  examined in this report have stepped up their online monitoring efforts
monitoring efforts in in the past year, cither by obtaining new technical capabilities or by
the past year. expanding the government’s legal authority. In Sudan, the

government’s ICT surveillance was particularly pronounced in 2012
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during a series of street protests, and it became dangerous for activists to use their mobile phones.
One activist switched off his phone for a few days to avoid arrest while hiding from the authorities.
When he turned it back on to call his family, officials quickly determined his location and arrested
him the same day.

In the Middle East and North Africa, where extralegal surveillance has long been rampant, the
authorities continue to use ICT monitoring against regime opponents. In Saudi Arabia, the
government has been proactively recruiting experts to work on intercepting encrypted data from
mobile applications such as Twitter, Viber, Vine, and WhatsApp. In Egypt, President Mohamed
Morsi’s advisers reportedly met with the Iranian spy chief in December 2012 to seek assistance in
building a surveillance apparatus that would be controlled by the office of the president and
operated outside of traditional security structures. Even in postrevolutionary Libya, reports
surfaced in mid-2012 that surveillance tools left over from the Qadhafi era had been restored,

apparently for use against suspected loyalists of the old regime.

Perhaps most worrisome is the fact that an increasing number of countries are using malware to
conduct surveillance when traditional methods are less effective. Opposition activists in the United
Arab Emirates, Bahrain, Malaysia, and more than a dozen other countries were targeted with
malware attacks over the past year, giving the attackers remote access to victims’ e-mail,
keystrokes, and voice communications. While it is difficult to know with a high degree of certainty,
there are strong suspicions that these activists’ respective governments were behind the attacks.
Some democratic governments—including in the United States and Germany—have used malware
to conduct surveillance in criminal investigations, but any such use typically must be approved by a
court order and narrowly confined to the scope of the investigation.

Censorship intensifies as countries pass new laws and directives to
restrict online speech

Until several years ago, very few countries had laws that specifically dealt with ICTs. As more
people started to communicate online—particularly via social media, which allow ordinary users to
share information on a large scale—an increasing number of governments have introduced new
laws or amended existing statutes to regulate speech and behavior in cyberspace. Since launching
Freedom on the Net in 2009, Freedom House has observed a proliferation of such legislative activity.

This trend accelerated over the past year, and since May 2012

alone, 24 countries have passed new laws or implemented new

regulations that could restrict free speech online, violate users’ 24 countries have passed new

privacy, or punish individuals who post certain types of content. laws or implemented new

regulations that could
Many authoritarian countries have used legitimate concerns about restrict free speech online,
cybercrime and online identity theft to introduce new legal violate users’ privacy, or
measures that criminalize critical political speech. In November punish individuals who post
2012, the government of the United Arab Emirates issued a new certain types of content.

cybercrime law that provides a sounder legal basis for combatting
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online fraud, money laundering, hacking, and other serious abuses. However, the law also contains
punishments for offending the state, its rulers, and its symbols, and for insulting Islam and other
religions. Those found guilty of calling for a change to the ruling system can face a sentence of life
in prison. In September 2012, Ethiopia’s government passed the Telecom Fraud Offenses law,
which is supposed to combat cybercrime but also includes provisions that toughen the ban on VolP,
require users to register all ICT equipment (including smartphones) and carry registration permits
with them, and apply penalties under an antiterrorism law to certain types of electronic
communications. Considering that free speech activists have already been tried under the
antiterrorism laws for criticism of the regime, the new legislation was met with significant concern.

Several countries have also passed new laws intended to block information that is perceived as
“extremist” or harmful to children. While such concerns have led to legitimate policy discussions in
a wide range of countries, some of the recent legislation is so broadly worded that it can easily be
misused or turned on political dissidents. For example, the Russian parliament in July 2012 passed
what is commonly known as the “internet blacklist law,” which allows blocking of any website with
content that is considered harmful to minors, such as child pornography and information related to
suicide techniques and illegal drug use. However, the law has also been used occasionally to block
other websites, such as a blog by an opposition figure (no official reason for blocking was provided)
or another blog that featured a photo-report on the self-immolation of a Tibetan independence
activist protesting the visit of the Chinese president (the official reason for blocking was that the
post promoted suicide). In Kyrgyzstan, a new law allows the government to order web hosting
services to shut down websites hosted in Kyrgyzstan, or the blocking of any sites hosted outside the
country, if officials recognize the content as “extremist,” which is very broadly defined.

In some countries, the authorities have decided to institute stricter regulations specifically aimed at
online news media. The traditional media in authoritarian states are typically controlled by the
government, and users often turn to online news outlets for independent information. The tighter
controls are designed to help rein in this alternative news source. A new law in Jordan requires any
electronic outlet that publishes domestic or international news, press releases, or comments to
register with the government; it places conditions on who can be the editor in chief of such outlets;
and it prohibits foreign investment in news media. The penalties for violations include fines and
blocking, and in May 2013 the government proceeded to block over 200 websites that failed to
comply with the new rules. Similarly, in Sri Lanka, online news outlets are now required to obtain
a license, which can be denied or withdrawn at any time.

More users are arrested, and face harsher penalties, for posts on
social media

Laws that restrict free speech are increasingly forcing internet users into courts or behind bars.
Over the past year alone, in 28 of the 60 countries examined, at least one user was arrested or
imprisoned for posting certain types of political, social, or religious content online. In fact, a
growing number of governments seem to exert control over the internet not through blocking and
filtering, but by arresting people after the posts are published online. In addition, courts in some
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countries have allowed higher penalties for online speech than

In 28 of the 60 countries for equivalent speech offline, arguably because of the internet’s

examined, at least one user was wider reach.
arrested or imprisoned for

. . . As more people around the world utilize social media to

posting political, social, or o _ _

. . express their opinions and communicate with others, there has

religious content online. o ) .
been a dramatic increase in arrests for posts on sites such as

Twitter, Facebook, and YouTube. In at least 26 of the
examined countries, users were arrested for politically or

socially relevant statements on social-media sites. Although political activists are targeted most
frequently, more and more ordinary, apolitical users have found themselves in legal trouble after
casually posting their opinions and jokes. Unlike large media companies and professional journalists
with an understanding of the legal environment, many users of this kind may be unaware that their

writings could land them in jail.

Last year in India, for example, at least eleven users were charged under the so-called IT Act for
posting or “liking” posts on Facebook. In one of the best-known cases, police arrested a woman for
complaining on Facebook about widespread traffic and service disruptions in her town to mark the
death of the leader of a right-wing Hindu nationalist party. The woman’s friend, who “liked” the
comment, was also arrested. The detentions were widely criticized, both on social media and by

public figures, and the charges were later dropped. In Ethiopia, a student

was arrested and charged with criminal defamation after he posted a

. . ) . A woman in India
comment on his Facebook page that criticized the “rampant corruption” at

another local university. was arres_[edf or
“liking”" a friend’s
Users are most often detained and tried for simply criticizing or mocking status on Facebook.
the authorities. At least 10 users were arrested in Bahrain over the past

year and charged with “insulting the king on Twitter,” and several

ultimately received prison sentences ranging from one to four months. In Morocco, an 18-year-old
student was sentenced to 18 months in prison for “attacking the nation’s sacred values” after he
allegedly ridiculed the king in a Facebook post, and a 25-year-old activist received an even harsher
sentence for criticizing the king in a YouTube video. In Vietnam, several bloggers were sentenced
to between 8 and 13 years in prison on charges that included “defaming state institutions” and

“misuse of democratic freedoms to attack state interests.”

In addition to criticism of political leaders, speech that might offend religious sensitivities is landing
a growing number of users in jail. This is most prevalent in the Middle East, but it has occurred
elsewhere in the world. In Saudi Arabia, any discussion that questions the official interpretation of
Islam commonly leads to arrest. Prominent writer Turki al-Hamad was arrested in December 2012
after tweeting that “we need someone to rectify the doctrine of [the prophet] Muhammad;” he was
held in detention for five months. In April 2013, a Tunisian court upheld a prison sentence of seven
and a half years for a man who published cartoons depicting the prophet Muhammad on his
Facebook page. And earlier this year in Bangladesh, several bloggers were charged with “harming
religious sentiments” under the country’s ICT Act for openly atheist posts that criticized Islam. The

OVERVIEW: DESPITE PUSHBACK, INTERNET FREEDOM DETERIORATES
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charges carried a prison sentence of up to 10 years, though in August 2013 the law was amended to
increase the maximum penalty to 14 years.

Some regimes have also shown very little tolerance for humor that may cast them or the country’s
religious authorities in a negative light, leading to more arrests and prosecutions. For instance, in
June 2012, a popular Turkish composer and pianist was charged with offending Muslims with his
posts on Twitter, including one in which he joked about a call to prayer that lasted only 22 seconds,
suggesting that the religious authorities had been in a hurry to get back to their drinking and
mistresses. He was charged with inciting hatred and insulting “religious values,” and received a
suspended sentence of 10 months in prison. In another example, in India, a 25-year-old cartoonist
was arrested on a charge of sedition—which carries a life sentence—and for violating laws against
insulting national honor through his online anticorruption cartoons, one of which depicted the
national parliament as a toilet. He was released on bail after the sedition charge was dropped.

Growing activism stalls negative proposals and promotes positive
change

Although threats to internet freedom have continued to grow, the study’s findings also reveal a
significant uptick in citizen activism online. While it has not always produced legislative changes—
in fact, negative developments in the past year vastly outnumber positive developments—there is a
rising public consciousness about internet freedom and freedom of expression issues. Citizens’
groups are able to more rapidly disseminate information about negative proposals and put pressure
on the authorities. In addition, ICTs have started to play an important role in advocacy for positive
change on other policy topics, from corruption to women’s rights, enabling activists and citizens to
more effectively organize, lobby, and hold their governments accountable.

This emergent online activism has taken several forms. In 11 countries, negative laws were
deterred as a result of civic mobilization and pressure by activists, lawyers, the business sector,
reform-minded politicians, and the international community. In the Philippines, after the passage of
the restrictive Cybercrime Prevention Act, online protests and

campaigns ran for several months. Individuals blacked out their
profile pictures on social networks, and 15 petitions were filed  n /1 countries, negative laws
with the Supreme Court, which eventually put a restraining were deterred as a result of
order on the law, deeming it inapplicable in practice. In civic mobilization and

Kyrgyzstan, the government proposed a law on protection of pressure by activists, lawyers,

children—modeled on the similar law in Russia—that activists the business sector, reform-

feared would be used as a tool for internet censorship, as it . .
) _ - minded politicians, and the

allowed the government to close sites without a court decision. ) , )
. . international community.

The proposal sparked public outrage, spurring local advocacy

efforts that eventually compelled parliament to postpone the bill
until it could be amended.

In a select few countries, civic activists were able to form coalitions and proactively lobby
governments to pass laws that protect internet freedom or amend previously restrictive legislation.

OVERVIEW: DESPITE PUSHBACK, INTERNET FREEDOM DETERIORATES
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In Mexico, for example, following a public campaign by 17 civil society organizations that joined
forces in early 2013, freedom of access to the internet in now guaranteed in Article 6 of the
constitution. Although the Mexican government has not introduced any secondary legislation that
would specify how the new right will be protected in practice, the constitutional amendment is
seen as a significant victory. In the United Kingdom, the government passed a law to revise the
Defamation Act, discouraging the practice of “libel tourism” and limiting intermediary liability for
user-generated content of defamatory nature. Civil society has also been increasingly active on the
global stage, lobbying for greater transparency and inclusion in advance of the World Conference
on International Telecommunications (WCIT-12) in Dubai, and in some instances placing pressure
on their national delegations.

ICTs have also been an important tool for mobilization on issues other than internet freedom,
leading to important changes. In Morocco, online activism contributed to a national debate on
Article 475 of the penal code, which allows rapists to avoid prosecution if they agree to marry their
victims. Although women’s rights advocates have been lobbying for years to alter this law, the
necessary momentum was created only after a 16-year-old girl committed suicide, having been
forced to wed her alleged rapist. Women’s rights activists successfully used social media and online
news platforms to counter arguments made by state-controlled radio and television outlets, rallying
popular support for reforms. In January 2013, the government announced plans to revise the article
in question. In other countries—including many authoritarian states like China, Saudi Arabia, and
Bahrain—citizen journalists’ exposes of corruption, police abuse, pollution, and land grabs forced
the authorities to at least acknowledge the problem and in some cases punish the perpetrators.

In addition to activism by groups, citizens, and other stakeholders, the judiciary has played an
important role as protector of internet freedom, particularly in more democratic countries where
the courts operate with a greater degree of independence. Since May 2012, the courts in at least 9
countries have issued decisions that may have a positive impact on internet freedom. In South
Korea, the Constitutional Court overturned a notorious law that required all users to register with
their real names when commenting on large websites. In Italy, a court issued a ruling to clarify that
blogs cannot be considered illegal “clandestine press” under an outdated law stipulating that anyone
providing a news service must be a “chartered” journalist. In practice this rule had led some
bloggers and internet users to collaborate with registered journalists when publishing online in

order to protect themselves from legal action.
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KEY INTERNET CONTROLS BY COUNTRY
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CHARTS AND GRAPHS OF KEY FINDINGS

Freedom on the Net measures the level of internet and digital media freedom in 60 countries. Each
country receives a numerical score from 0 (the most free) to 100 (the least free), which serves as
the basis for an internet freedom status designation of FREE (0-30 points), PARTLY FREE (31-60
points), or NOT FREE (61-100 points).

Ratings are determined through an examination of three broad categories:

A. OBSTACLES TO ACCESS: assesses infrastructural and economic barriers to access;
governmental efforts to block specific applications or technologies; and legal, regulatory,
and ownership control over internet and mobile phone access providers.

B. LIMITS ON CONTENT: examines filtering and blocking of websites; other forms of
censorship and self-censorship; manipulation of content; the diversity of online news media;
and usage of digital media for social and political activism.

C. VIOLATIONS OF USER RIGHTS: measures legal protections and restrictions on online
activity; surveillance; privacy; and repercussions for online activity, such as legal
prosecution, imprisonment, physical attacks, or other forms of harassment.

FREEDOM ON THE NET 2013: GLOBAL SCORES

FREEDOM ON FREEDOM ON A. SUBTOTAL: B. SUBTOTAL: C. SUBTOTAL:

GETTE THE NET THE NET 2013  OBSTACLES TO LimiTs ON VIOLATIONS OF
2013 ToTAL ACCESS CONTENT USER RIGHTS
STATUS 0-100 Points 0-25 Points 0-35 Points 0-40 Points
ICELAND Free 6 1 1 4
ESTONIA Free 9 1 3 5
GERMANY Free 17 4 4 9
UNITED STATES Free 17 4 1 12
AUSTRALIA Free 18 2 5 11
FRANCE Free 20 4 4 12
JAPAN Free 22 4 7 11
HUNGARY Free 23 5 8 10
ITALY Free 23 5 6 12
UNITED KINGDOM Free 24 2 6 16

CHARTS AND GRAPHS OF KEY FINDINGS



FREEDOM ON FREEDOMON  A.SUBTOTAL: B.SuBTOTAL: C. SUBTOTAL:
T THE NET THE NET 2013  OBSTACLES TO LimITS ON VIOLATIONS OF
2013 ToTAL ACCESS CONTENT USER RIGHTS
STATUS 0-100 Points 0-25 Points 0-35 Points 0-40 Points

PHILIPPINES Free 25 10 5 10
GEORGIA Free 26 8 7 11
SOUTH AFRICA Free 26 7 8 11
ARGENTINA Free 27 8 10 9
KENYA Free 28 9 7 12
UKRAINE Free 28 7 7 14
ARMENIA Free 29 8 9 12
NIGERIA Partly Free 31 10 8 13
BrAzZIL Partly Free 32 7 8 17
SOUTH KOREA Partly Free 32 3 13 16
ANGOLA Partly Free 34 15 6 13
UGANDA Partly Free 34 11 8 15
KYRGYZSTAN Partly Free 35 12 10 13
ECUADOR Partly Free 37 10 11 16
MEXIco Partly Free 38 11 10 17
INDONESIA Partly Free 41 11 11 19
TUNISIA Partly Free 41 12 8 21
MALAWI Partly Free 42 16 11 15
MoRrocco Partly Free 42 11 7 24
MALAYSIA Partly Free a4 9 15 20
LEBANON Partly Free 45 14 10 21
LIBYA Partly Free 45 17 9 19
JORDAN Partly Free 46 13 13 20
CAMBODIA Partly Free a7 14 15 18
INDIA Partly Free 47 15 12 20

CHARTS AND GRAPHS OF KEY FINDINGS



FREEDOM ON FREEDOMON  A.SUBTOTAL: B.SuBTOTAL: C. SUBTOTAL:
T THE NET THE NET 2013  OBSTACLES TO LimITS ON VIOLATIONS OF
2013 ToTAL ACCESS CONTENT USER RIGHTS
STATUS 0-100 Points 0-25 Points 0-35 Points 0-40 Points

RWANDA Partly Free 48 12 18 18
BANGLADESH Partly Free 49 13 12 24
TURKEY Partly Free 49 12 18 19
AZERBAIJAN Partly Free 52 13 17 22
VENEZUELA Partly Free 53 16 16 21
RussIA Partly Free 54 10 19 25
ZIMBABWE Partly Free 54 16 14 24
SRI LANKA Partly Free 58 15 20 23
KAZAKHSTAN Partly Free 59 15 23 21
EGYPT Partly Free 60 15 12 33
THAILAND Partly Free 60 10 21 29
BURMA Not Free 62 20 16 26
SUDAN Not Free 63 17 19 27
FTD AraR Not Free 66 13 22 31
BELARUS Not Free 67 16 22 29
PAKISTAN Not Free 67 20 20 27
SAUDI ARABIA Not Free 70 14 24 32
BAHRAIN Not Free 72 11 26 35
VIETNAM Not Free 75 14 28 33
UZBEKISTAN Not Free 78 20 28 30
ETHIOPIA Not Free 79 22 28 29
SYRIA Not Free 85 24 25 36
CHINA (PRC) Not Free 86 19 29 38
Cusa Not Free 86 24 29 33
IRAN Not Free 91 22 32 37

CHARTS AND GRAPHS OF KEY FINDINGS



60 COUNTRY SCORE COMPARISON (0 = Most Free, 100 = Least Free)
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FREEDOM ON THE NET 2013

A GLOBAL ASSESSMENT OF INTERNET AND DIGITAL MEDIA

COUNTRY NOT
ASSESSED IN 2013

PARTLY FREE

Freedom on the Net 2013 assessed 60 countries around the globe.
The project is expected to expand to more countries in the future.
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REGIONAL GRAPHS

ASIA (0 = Most Free, 100 = Least Free)

0 10 20 30 40 50 60 70 80 90 100

Japan 22 ' '
Philippines 25

South Korea 32

I FREE

PARTLY FREE

Indonesia
I NoT FREE

Malaysia

Cambodia
India
49

Bangladesh
Sri Lanka 58
Thailand 60

Burma 62
Pakistan 67
Vietnam 75

China (PRC) 86

EURASIA (0 = Most Free, 100 = Least Free)

o

10 20 30 40 50 60 70 80 90 100

Georgia 26
Ukraine 28

Armenia 29

Kyrgyzstan 35

Turkey 49

Russia

| |

) | |
Azerbaijan | | 52
54

| |

Kazakhstan 59

Belarus 67

Uzbekistan 78

CHARTS AND GRAPHS OF KEY FINDINGS



22

AUSTRALIA , EU, ICELAND & UNITED STATES (0 = Most Free, 100 = Least Free)
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MIDDLE EAST & NORTH AFRICA (0 = Most Free, 100 = Least Free)
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SCORE CHANGES: FREEDOM ON THE NET 2012 vs. 2013

SCORE IMPROVEMENTS
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Twelve countries registered positive score changes between the 2012 and 2013 editions of Freedom

on the Net. In some countries—such as Tunisia and Burma—the improvements reflect government

efforts to open up the online sphere. In several countries, however, the improvements registered

mainly because of a decrease in the number of negative incidents from the previous coverage

period, at times because the authorities had less need to utilize certain types of internet control.

FOTN

FOTN

FOTN

FOTN

COUNTRY 0.5 5013 TrRAJECTORY* | COUNTRY Pl TRAJECTORY*
Estonia 10 9 Slight AN Nigeria 33 31 Slight AN
Indonesia 42 41 Slight A\ South Korea 34 32 Slight AN
Kenya 29 28 Slight /AN Rwanda 51 48 Notable A\
Saudi Arabia | 71 70 Slight AN Georgia 30 26 Notable A\
Thailand 61 60 Slight /AN Tunisia 46 41 | Significant A\
Belarus 69 67 Slight AN Burma 75 62 | significant A\

*A Freedom on the Net score decrease represents a positive trajectory (/N) for internet freedom.

CHARTS AND GRAPHS OF KEY FINDINGS



FREEDOM ON THE NET 2013 &

SCORE DECLINES
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FOTN 2012-2013 Score Change

8 - BN NOT FREE .

COUNTRY fenly e TRAJECTORY* | COUNTRY N TRAJECTORY*
| 2012 2013 2012 2013

India 39 47 | Significant W Syria 83 85 Slight W
Brazil 27 32 | Significant WV Vietnam 73 75 Slight W
United States | 12 17 | Significant W Argentina 26 27 Slight W
Venezuela 48 53 | Significant W Australia 17 18 Slight W
Ethiopia 75 79 Notable W Bahrain 71 72 Slight W
Hungary 19 23 Notable W China (PRC) 85 86 Slight W
Pakistan 63 67 Notable W Egypt 59 60 Slight W
Sri Lanka 55 58 Notable W Iran 90 91 Slight W
Turkey 46 49 Notable W Jordan 45 46 Slight W
Azerbaijan 50 52 Slight v Kazakhstan 58 59 Slight W
Germany 15 17 Slight W Malaysia 43 44 Slight W
Libya 43 45 Slight W Mexico 37 38 Slight W
Philippines 23 25 Slight W Ukraine 27 28 Slight W
Russia 52 54 Slight W Uzbekistan 77 78 Slight W

*A Freedom on the Net score increase represents a negative trajectory (W) for internet freedom.
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INTERNET FREEDOM VS. PRESS FREEDOM

Digital media in several of the 60 countries covered was relatively unobstructed when compared to
the more repressive or dangerous environment for traditional media. This difference is evident
from the comparison between a country’s score on Freedom House’s Freedom on the Net 2013 and

Freedom of the Press 2013 assessments.

The figure below shows the 35 countries in this edition with a score difference of 10 points or
greater. The bar graph characterizes a country’s Freedom on the Net 2013 score, while the scatterplot
(M) represents the country’s score in Freedom of the Press 2013, which measures media freedom in
the broadcast, radio, and print domains. This difference is cause for concern. Pressures that
constrain expression in print or broadcast formats have the potential to exert a negative impact, in

the short or long term, on the space for online expression.

100

90
80 ‘l‘—‘ A‘,AA

70 A."

60 .

50 T T

40 T T S S N U S S S S

30 I IR IE R I T AN AR R AR N A

20

Freedom on the Net 2013 and Freedom of the Press 2013 scores

10

o
Hungary | ———

$ 8T CUEOEOOC5Q0FQMLEEO®TC T DO TCTCYOCC
c¥Ec55sr o282 58e2382c2Esc58¢c¢8
a0 c e & Wm0l P S@@POITIEITO0O NI gOESS2Ic 2
Q_mq,;:éxE-— o > 5 > — (o] B-me_o_'xcﬂ‘/’m<m¥
2 c Z < O=ZFZ=9oC =€ p - o ]
=0 ™ D< :)CLIDU_, s s o S €T © = 0 5
05 s S R8s E&wm T R
a p4 < > N v g o]

(%]

. FRree (0-20) PARTLY FREE (31-60) B NOT FREE (61-100)

CHARTS AND GRAPHS OF KEY FINDINGS



FREEDOM ON THE NET 2013
INTERNET FREEDOM VS. INTERNET PENETRATION

The figure below depicts the relationship between internet penetration rates and the level of digital
media freedom in Freedom on the Net 2013. Each point reflects a country’s internet penetration rate,
as well as its overall performance in the rest of the survey.

The PARTLY FREE countries in the middle are particularly noteworthy. As digital access increases,
they have a choice—to move right, and join the countries that are high-tech but NOT FREE; or left,
with the FREE countries that better protect expression.
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ANGOLA

2012 2013

PopuLATION: 21 million
PARTLY

INTERNET FREEDOM STATUS N/A FREE INTERNET PENETRATION 2012: 17 percent

SociAL MEDIA/ICT Aprps BLOCKED: No
Obstacles to Access (0-25) n/a 15

— POLITICAL/SOCIAL CONTENT BLOCKED: No

Limits on Content (0_35) n/a 6 BLOGGERS/ICT USERS ARRESTED: Yes
Violations of User Rights (0-40)| n/a 13 PRESS FREEDOM 2013 STATUS: Not Free
Total (0—100) n/a 34

* 0=most free, 100=least free

ANGOLA

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

Parliamentary elections held in August 2012 saw the innovative and widespread use of
digital media tools that aimed to advance electoral transparency (see LIMITS ON
CONTENT).

An investigative report conducted by an exile news outlet revealed in April 2013 that
the Angolan state security services may be planning to implement an electronic
monitoring system that could track e-mail and other digital communications, with
assistance from Germany (see VIOLATIONS OF USER RIGHTS).

A journalist for the online radio news outlet, Voice of America, was assaulted in
December 2012 for his reporting on human rights issues, political violence, and
corruption in Angola. The journalist’s e-mail was also hacked (see VIOLATIONS OF
USER RIGHTS).

A targeted malware attack was launched against a prominent Angolan writer and

blogger in early 2013, purportedly to compromise his communications during an
ongoing defamation lawsuit lodged against him (see VIOLATIONS OF USER RIGHTS).

FREEDOM ON THE NET 2013
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Since the end of the Angolan Civil War in 2002 that ravaged the country from its start in 1975,
access to information and communication technologies (ICTs) has improved dramatically.
Throughout the war, the country’s telecommunications were run primarily by the state under the
ruling People’s Movement for the Liberation of Angola—Labour Party (MPLA), with the party’s
Angola Telecom holding a monopoly of the sector. Toward the end of hostilities in 2001, the
government began adopting regulations to liberalize the telecom industry, which enabled private
investments to revitalize the country’s ICT infrastructure that had been severely damaged by the
decades-long conflict. Today, Angola has one of the largest mobile telecom markets in sub-Saharan

Africa and internet access is growing steadily.

Despite such improvements that have occurred in tandem with Angola’s phenomenal economic
growth since 2002,' political rights and civil liberties remain tightly controlled and restricted by the
MPLA under President Jose Eduardo dos Santos, who has been in power for over 34 years. Recent
parliamentary elections in August 2012 led to a highly flawed vote that kept dos Santos in power,2
in spite of the unprecedented flurry of social media activity and use of innovative digital media tools
that endeavored to combat electoral fraud. Nevertheless, such use of ICTs illustrated the
empowering ability of the internet and social media for journalists, activists, and opposition parties
who are increasingly turning to digital platforms as a means to sidestep the country’s longstanding
restrictions on traditional media.

While there are no administrative or systematic restrictions on ICT content in Angola, the
government has indicated its intent to limit internet freedom through legal measures, such as the
alarming draft “Law to Combat Crime in the Area of Information Technologies and
Communication” introduced by the National Assembly in March 2011. Often referred to as the
cybercrime bill, the draft law was ultimately withdrawn in May 2011 as a result of international
pressure and vocal objections from civil society. If enacted, however, the new law would have
legally empowered the authorities with the ability intercept information from private devices
without a warrant and imposed harsh penalties for objectionable speech expressed via ICTs and on
social media platforms, among other restrictions.

In 2012 and early 2013, internet freedom in Angola was limited primarily by increasing violations
of user rights. For example, in April 2013, a news report revealed that the Angolan intelligence
services may be planning to implement an electronic monitoring system that could track e-mail and
other digital communications. Violence against journalists typically experienced within the
traditional media sphere seeped into the online sphere in December 2012 when a journalist for the
online radio news outlet, Voice of America, was assaulted for his reporting on human rights issues,
political violence, and corruption in Angola. Meanwhile, technical attacks against independent and

critical news websites, blogs, and opposition voices are common.

! Characterized by an average annual GDP growth rate of nearly 12 percent. See, Estefania Jover et al., “Angola, Private Sector
Country Profile,” African Development Bank, September 2012, http://bit.ly/14Y27HZ.
% Freedom House, “Angola,” Freedom in the World 2013, http://www.freedomhouse.org/report/freedom-world/2013/angola.
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OBSTACLES TO ACCESS

Access to ICTs in Angola has improved markedly with increasing investments in the
telecommunications sector since the end of the country’s civil war in 2002. First introduced in
1996,° the internet in Angola reached a penetration rate of 17 percent in 2012, up from just over 3
percent in 2007, according to the International Telecommunications Union (ITU).* Fixed-line
broadband subscriptions, however, remain low with a penetration rate of only 0.16 percent in
2012, and are largely concentrated in the capital city, Luanda, due to the country’s high poverty
rate and poor infrastructure in rural areas. By contrast, access to mobile phones is much higher with
a penetration rate of 49 percent in 201 2.6

In addition to infrastructural limitations and widespread poverty characterized by more than 36
percent of Angolans living on less than $2 a day,7 access to ICTs is further hindered by the
country’s fractured electricity system that serves only 30 percent of the population. In rural areas,
where more than 58 percent of the poor population lives,® less than 10 percent have regular access
to electricity.9 Consequently, radio, television, and print outlets—which are subject to high levels
of government interference—remain the primary sources of information for the majority of
Angolans.

Luanda is reputed to be the second most expensive city in the world,"’ and for those able to access
the internet in urban areas, internet subscriptions start at $50 per month but can cost as high as
$100 per month for connections via satellite or WiMax. Unlimited internet subscriptions cost an
average of $140, while USB dong]e devices that provide wireless access cost between $50 and $60.
Mobile internet packages come at a monthly cost of about $45. 1" Already expensive for the vast
majority of Angolans, voice and data services in rural areas can be twice as expensive and of much
poorer quality, subject to frequent cuts and extremely slow connection speeds. According to the
ITU, Angola’s mobile-cellular sub-basket of prices at purchasing power parity (PPP)—which
“expresses the price of goods in terms of buying power and adjusts exchange rates to facilitate

? Silvio Cabral Almada and Haymee Perez Cogle, “Internet Development in Angola, Our contribution,” Network Startup
Resource Center, http://nsrc.org/AFRICA/AO/20060300-Internet-Development-in-Angola.pdf.

* International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2012,”
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

® International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2012.”

® International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2012.”

? “Angola,” African Economic Outlook, 2013,
http://www.africaneconomicoutlook.org/fileadmin/uploads/aeo/2013/PDF/Angola%20-
%20African%20Economic%200utlook.pdf.

8 “Angola,” African Economic Outlook, 2013.

9 “Angola,” U.S. Energy Information Administration, last revised January 8, 2013,
http://www.eia.gov/countries/analysisbriefs/Angola/angola.pdf.

10 Ami Sedghi, “Which is the World’s Most Expensive City? Cost of living survey 2012,” Guardian, June 12, 2012,
http://www.theguardian.com/news/datablog/2012/jun/12/city-cost-of-living-2012-tokyo.

" Interview with a source based in Angola.
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international comparisons”—was $28 in 2011, while the fixed-broadband sub-basket at PPP was
$74."2 Due to these high prices, most internet users log online at their workplaces.

Angola’s domestic backbone is currently comprised of microwave, VSAT, and fiber-optic cables,
while the government’s Master Plan for ICT development envisions connecting the country’s 18
provinces through a national fiber optic-backbone. Connection to the international internet goes
through the South Atlantic 3 (SAT-3) cable, over which the state-owned Angola Telecom has a
monopoly. Angola is also looking to connect to the Africa Coast to Europe (ACE) cable and the
West Africa Cable System (WACS) in the future, in addition to establishing a submarine cable
between Northeastern Brazil and Luanda to reduce the bandwidth costs associated with the distance

that internet traffic currently has to travel from Europe and the United States. '’

According to the telecoms regulator, the Angolan National Institute of Telecommunication
(INACOM), there are currently five fixed-line operators in Angola—the state-owned Angola
Telecom, Mercury (owned by the state-owned petroleum company, Sonangol), Nexus, Mundo
Startel, and Wezacom—while Angola Telecom’s Multitel and a number of smaller private ISPs
provide internet services.

Mobile services are provided by two private operators—Movicel and Unitel." Portugal Telecom
and state-owned Sonangol each have a 25 percent stake in Unitel. Investigative reports have
revealed that the president’s daughter, Isabel Dos Santos, also holds a 25 percent stake in Unitel, in
addition to sitting on the telecom provider’s board. ® Meanwhile, as of 2009, 80 percent of Movicel
is split between four private Angolan companies—Portmill Investimentos e Telecomunicagdes
(with 40 percent), Modus Comunicare (19 percent), Ipang—Indastria de Papel e Derivados (10
percent), Lambda (6 percent), and Novatel (5 percent)—while the remainder of Movicel’s capital
is held by two state enterprises, Angola Telecom and Empresa Nacional de Correios e Telegrafos
de Angola, with 18 percent and 2 percent, respectively.16

An ITU profile of the Angolan ICT sector characterizes competition in the international gateway,
wireless local loop, and fixed-wired broadband markets as monopolistic; by contrast, it describes
the markets for mobile, internet, and DSL services as competitive.'’ Based on research conducted
by an independent analyst, however, no real competition exists in the provision of mobile and
internet services as most of the companies have shares belonging to senior government officials."

12 |nternational Telecommunication Union, “Measuring the Information Society,” 2012, http://www.itu.int/en/ITU-
D/Statistics/Documents/publications/mis2012/MIS2012 without Annex 4.pdf.

13 Estefania Jover et al., “Angola, Private Sector Country Profile.”

% |ntituto Angolano das Comunicacoes “Sector Telecom,” accessed August 30, 2013,

http://www.inacom.og.ao/lnacom home page.htm.

1 Kerry A. Dolan, “Isabel Dos Santos, Daughter Of Angola’s President, Is Africa’s First Woman Billionaire,” Forbes, January 23,
2013, http://www.forbes.com/sites/kerryadolan/2013/01/23/isabel-dos-santos-daughter-of-angolas-president-is-africas-first-
woman-billionaire/.

18 Rafael Marques de Morais, “The Angolan Presidency: The Epicentre of Corruption,” Maka Angola (blog), accessed August 30,
2013, https://wikileaks.org/gifiles/attach/169/169476 A0100805.pdf.

7 |nternational Telecommunication Union, “Angola Profile (Latest data available: 2012),” ICT Eye, accessed August 30, 2013,
http://www.itu.int/net4/itu-d/icteye/CountryProfile.aspx.

18 Rafael Marques de Morais, “The Angolan Presidency: The Epicentre of Corruption.”
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Similar to other countries in sub-Saharan Africa, China has emerged as a key investor and
contractor in Angola’s telecommunications sector. In 2008, the Angolan government contracted
the Chinese telecom ZTE to head the operations of the previously state-owned Movicel," which
makes the country’s second largest mobile network highly vulnerable to government interception
and interference without oversight, particularly given China’s own reputation for such ICT
abuses.” Other research accounts report that ZTE has been involved with assisting with the
Angolan military’s telecommunication,?' though in what capacity is unknown. More recently in
March 2012, ZTE and Huawei, another major Chinese telecom, were both contracted to develop
4G and LTE networks for Movicel.”

Meanwhile in June 2012, the country’s other private mobile operator, Unitel, launched a project in
partnership with the education ministry and Huawei to provide free access to the internet for
secondary school students in both public and private schools across the country’s 18 provinces.
Known as “E-Net,” the project aims to benefit over 18,000 students with computers supplied by

Huawei and internet access provided by Unitel >

The Ministry of Post and Telecommunications (MCT) is responsible for oversight of the ICT
sector, while the Angolan Institute for Communications (INACOM), established in 1999, serves as
the sector’s regulatory body. Reporting to the MCT, INACOM determines the sector’s regulations
and policies, sets prices for telecommunications services, and issues licenses. The regulatory body
was set up as an independent public institution with both financial and administrative autonomy
from the rninistry,24 though in practice, it has a limited measure of autonomy. According to reports
by the ITU and the World Bank, INACOM is not autonomous in its decision making process,” in
part due to the ministerial appointment of the director general who can be dismissed for any
reason. In addition, the MCT has been known to influence staff appointments, while other
ministries are often involved in sector policy, leading to politically influenced regulatory

d .. 26
€c1s10ns.

19 “Angola: China’s ZTE Takes on Operational Management of Movicel,” Macauhub, October 30, 2008,
http://www.macauhub.com.mo/en/2008/10/30/5992/.

2 john Reed, “Africa’s Big Brother lives in Beijing,” Foreign Policy, July 30, 2013,
http://www.foreignpolicy.com/articles/2013/07/30/africas_big brother lives in beijing huawei china surveillance.

2 Roselyn Hseuh and Michael Byron Nelson, “Who Wins? China Wires Africa: The Cases of Angola and Nigeria,” paper prepared
for presentation at NYU/Giessen Development Finance Conference, NYU School of Law, April 9, 2013,
http://iilj.org/newsandevents/documents/hsueh.pdf.

2 Michael Malakata, “Angola’s Movicel launches LTE,” Computer World Zambia, April 23,2012,
http://www.pcadvisor.co.uk/news/network-wifi/3353225/angolas-movicel-launches-Ite/; Egon Cossou, “High-speed Internet:
Angola’s big 4G leap,” Africa Review, May 1, 2012, http://www.africareview.com/Business+++Finance/Angolas+big+4G+leap/-
/979184/1397314/-/bnmay/-/index.html.

2 “MED, Unitel Design Internet Access Project,” ANGOP, June 7, 2012, http://bit.ly/17jusc).

24 Russell Southwood, “The Case for ‘Open Access’ Communications Infrastructure in Africa: The SAT-3/WASC cable — Angola
case study,” Association for Progressive Communications, accessed August 30, 2013,
http://www.apc.org/en/system/files/APC SAT3Angola 20080523.pdf: 5.

% International Telecommunication Union, “Angola Profile.”

% “private Solutions for Infrastructure in Angola: A Country Framework Report,” Public-Private Infrastructure Advisory Facility
and the World Bank Group, 2005, http://www.ppiaf.org/sites/ppiaf.org/files/publication/Angola-CFR.pdf: 92.
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To date, there have been no known incidents of the government blocking or filtering ICT content
in Angola, and there are no restrictions on the type of information that can be exchanged through
digital media technologies, aside from child pornography and copyrighted material.”” Social media
and communications apps such as YouTube, Facebook, Twitter and international blog-hosting
services are freely available. In addition, there have been no reported issues of intermediary liability
for service or content providers, nor have there been known instances of take-down notices issued
for the removal of online content. Nevertheless, according to an independent analyst, the
government has been known to deliberately take down its own content when the authorities have
wanted to prevent the public from accessing certain government information, such as specific

laws.?®

While there has been no evidence of government efforts to interfere with or manipulate online
content, censorship of news and information in the traditional media sphere is common, leading to
worries that similar efforts to control the information landscape will eventually affect the internet.
The president and members of the ruling MPLA party own and tightly control the most of the
country’s media outlets, including those that are the most widely disseminated and accessed. Of the
dozen or so privately owned newspapers, most are held by individuals connected to the
government.

Self-censorship is commonly practiced by journalists in both state-run and private print outlets. As
a result of the limited space for Angola’s independent voices in the traditional media, many writers
and readers are increasingly distributing and reading news online.” In addition, journalists,
bloggers, and internet users have been generally less fearful expressing themselves and discussing
controversial topics online than they might be offline. There is more open criticism of the president
and ruling party circulating on blogs and social media pla‘cforrns,30 though taboo topics related to
land grabs, police brutality, and demolitions are often avoided.

Due to the concentration of internet access and use in urban areas and the limited space for critical
voices in Angola’s general media sphere, the online information landscape is still lacking in diversity
and unable to represent a variety of groups and viewpoints throughout the country. Independent
news outlets critical of the government do exist, with Folha8 and Agora being the most prominent,
though their audiences are reached primarily through their print publications. Moreover, the
economic viability of independent outlets, both online and print, is constrained by the lack of

z “Angola, Country Profile,” Global Resource & Information Directory, last updated July 16, 2012,

http://www.fosigrid.org/africa/angola.

8 |nterview with a Freedom House consultant.

2 Danny O’Brien, “Using Internet ‘Crime’ Laws, Authorities Ensnare Journalists,” Attacks on the Press in 2011, (New York:
Committee to Project Journalists, February 2012), http://cpj.org/2012/02/attacks-on-the-press-in-2011-regulating-the-
intern.php.

% ouise Redvers, “Angola Victory for Cyber Activists?” BBC News, May 27, 2011, http://www.bbc.co.uk/news/world-africa-
13569129.
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advertising revenue from both state and private sources, since it is often denied to news outlets that

publish critical stories. 31

In recent years, citizens have increasingly taken to the internet as a platform for political debate, to
express discontent with the country’s current state of affairs, and to launch digital activism
initiatives. Similar to many other African countries, the Angolan youth have embraced social media
tools and used them to fuel protest movements across the coun‘tlry.32 The positive impact of digital
media tools in Angola was particularly pronounced during the August 2012 parliamentary elections
when ICTs were used in innovative ways to advance electoral transparency. For example, citizens
were able to report electoral irregularities in real time on the monitoring website Elei¢des Angola
2012,* while the National Electoral Commission used the internet and iPads to scan voter
registration cards.** A Gallup poll cited by the African Media Initiative found that the internet and
smartphones had eroded the government’s control over news and information, with only 16
percent of polled Angolans giving the president a thumbs-up rating.35 Nevertheless, the president’s
ruling MPLA party still swept the elections with over 70 percent of votes.*®

VIOLATIONS OF USER RIGHTS

In the past year, concerns over state surveillance of ICTs increased when an investigative news
report published in April 2013 said that the Angolan intelligence services were planning to
implement an electronic monitoring system that could track e-mail and other digital
communications, with equipment and expertize from Germany. One case of violence against a
journalist for the online news radio site, Voice of America, was assaulted for his critical reporting,
while the prominent writer and blogger Rafael Marques de Morais had his personal computer
attacked with malware in a purported attempt to compromise his communications during an
ongoing defamation lawsuit lodged against him in early 2013.

The Angolan constitution provides for freedom of expression and the press, and in 2006, Angola
became one of the first African countries to enact a freedom of information law. In practice,
however, accessing government information remains extremely difficult. The judiciary is subject to
considerable political influence, with Supreme Court justices appointed to life terms by the
president and without legislative oversight; nevertheless, the courts have been known to rule
against the government on occasion, including most recently in May 2012 when the court rejected

31 Freedom House, “Angola,” Freedom of the Press 2013, http://www.freedomhouse.org/report/freedom-press/2013/angola.
2 sara Moreira, “Year of Change in Angola, But Everything Stays the Same,” Global Voices, December 29, 2012,
http://globalvoicesonline.org/2012/12/29/angola-2012-year-of-change-everything-stays-the-same/.

33 EleicBes Angola 2012: http://eleicoesangola2012.com/

3 “Angolans Vote in Booths Armed with iPads,” news24, August 31, 2012, http://www.news24.com/Africa/News/Angolans-
vote-in-booths-armed-with-iPads-20120831.

* African Media Ini., Twitter post, August 31, 2012, 7:21am, https://twitter.com/African _Media/status/241480901308063744.
3% “Angola’s Ruling Party Declared Election Winner,” CNN, September 3, 2012,
http://www.cnn.com/2012/09/02/world/africa/angola-elections.
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the appointment of the MPLA-favored candidate to head the National Electoral Commission in

advance of the August parliamentary elections.’’

Meanwhile, stringent laws regarding state security and insult run counter to constitutional
guarantees and hamper media freedom, such as the Article 26 state security law passed in 2010
known as that allows for the detention of individuals who insult the country or president in “public
meetings or by disseminating words, images, writings, or sound.”® Politicians, on the other hand,
are immune. Defamation and libel are crimes punishable by imprisonment. In recent years, a
number of journalists in the traditional media sphere have been prosecuted for criminal defamation
in lawsuits initiated by government officials,® though such actions have not been taken against

online journalists or internet users as of yet.

In August 2011, a new Law on Electronic Communications and Services of the Information Society
was enacted, which delineated citizens’ rights to privacy and security online, among other
provisions related to regulating the telecommunications sector. Despite these acknowledgments,
the Angolan government has become increasingly keen on limiting internet freedom through legal
measures, as indicated by the alarming Law to Combat Crime in the Area of Information
Technologies and Communication introduced by the National Assembly in March 2011. Often
referred to as the cybercrime bill, the law was ultimately withdrawn in May 2011 as a result of
international pressure and vocal objections from civil society. The new law aimed to limit freedom
of expression more harshly online than offline by increasing penalties prescribed for offenses laid
out under Angola’s criminal code committed through electronic media. For example, Article 16 of
the cybercrime bill increased the penalty for defamation, libel, and slander conducted online over
the penalty defined in the criminal code by a third. "

If passed, the law also would have empowered the authorities with the ability to intercept
information from private devices without a warrant™ and prosecute individuals for objectionable
speech expressed using electronic media tools and on social media platforms. Sending an electronic
message interpreted as an effort to “endanger the integrity of national independence or to destroy
or influence the functionality of state institutions” would have yielded a penalty of two to eight
years in prisons, in addition to fines. The law would have further criminalized the dissemination of
any “recordings, pictures and video” of an individual without the subject’s consent,” even if
produced lawfully, which could have impeded journalists’ ability to report on public protests or

37 “Angola Court Removes ‘MPLA’ Election Head Susana Ingles,” BBC News, May 18, 2012, http://www.bbc.co.uk/news/world-
africa-18117413.

38 “Angola: Revise New Security Law, Free Prisoners in Cabinda,” Human Rights Watch, December 9, 2010,
http://www.hrw.org/news/2010/12/08/angola-revise-new-security-law-free-prisoners-cabinda.

39 “Angola: Defamation Laws Silence Journalists,” Human Rights Watch, August 12, 2013,
http://www.hrw.org/news/2013/08/12/angola-defamation-laws-silence-journalists.

0 AVM Advogados, “News from Angola,” newsletter, August 2011, http://www.avm-
advogados.com/newsletter/2011.08/2011-08 avm-newsletter eng.html#NFA-01.

M “Angola: Withdraw Cybercrime Bill,” Human Rights Watch, May 13, 2011, http://www.hrw.org/news/2011/05/13/angola-
withdraw-cybercrime-bill.

42 “Angola Clamps Down on Internet, Social Media,” Journalism, April 15, 2011, http://www.journalism.co.za/index.php/news-
and-insight/news130/165-media-freedom1/4034-angola-clamps-down-on-internet-social-media.html.

3 Committee to Protect Journalists, “Angola,” Attacks on the Press in 2011, February 2012, http://cpj.org/2012/02/attacks-on-
the-press-in-2011-angola.php.
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instances of police brutality using digital tools. The bill additionally prescribed penalties between 8
and 12 years in prison for espionage and whistle blowing activities, which would have included the
act of seeking access to classified information on an electronic system “in order to reveal such
information or to help others to do so.” The same penalty was provided for accessing unclassified
information that could be deemed as endangering state securi‘ty.44

In an unexpected move, the Angolan government in May 2011 decided to remove the proposed
cybercrime legislation from parliament moments before it was due to be voted into law, in large
part as a result of widespread opposition and pressure from civil society.45 However, a government
minister publicly stated the same year that special clauses regarding cybercrimes would instead be
incorporated into an ongoing revision of the penal code, leaving open the possibility of internet-
specific restrictions coming into force in future.

There are no restrictions on anonymous communication such as website or SIM card registration
requirements, and to date, there is little evidence that the state illegally monitors and intercepts the
electronic communications of its citizens. Nevertheless, an investigative report conducted by the
exile news and information outlet Club-K revealed in April 2013 that intelligence and state security
services were planning to implement an electronic monitoring system that could track e-mail and
other digital communications. According to Club-K, the sophisticated monitoring equipment was
imported from Germany and included German technicians who assisted in the system’s installation
on a military base in Cape Ledo.* The details of Club-K’s findings could not be corroborated as of
August 2013.

Meanwhile, there is no concrete evidence of whether or to what extent ICT service providers are
required to assist the government in monitoring the communications of their users, though the
strong presence of the state in the ownership structure of Angola’s telecoms, particularly of mobile
phone operators, suggests that the authorities are likely able to wield their influence over service
providers if desired. Cybercafes, however, are not known to be subject to such requirements.

Attacks and extralegal violence against journalists in the traditional media sphere are unfortunately
common in Angola,47 and these actions may become more common against online journalists and
social media users as the internet increasingly becomes an empowering tool for citizens to vocalize
discontent and mobilize against the government. One case of violence against Antonio
Capalandanda, a journalist for the online news and radio site Voice of America, was reported in
May 2012, when the journalist was approached by an individual who identified himself as a state
security agent and threatened to harm Capalandanda if he continued to report on topics the

a “Angola: Withdraw Cybercrime Bill,” Human Rights Watch.

** Louise Redvers, “Angola Victory for Cyber Activists?”

* “plem3es montam sistema de escuta em Angola” [Germans assemble listening system in Angola], Club-K, April 23, 2012,
http://www.club-k.net/index.php?option=com content&view=article&id=14932:alemaes-montam-sistema-de-escuta-em-
angola&catid=11:foco-do-dia&Iltemid=130.

47 According to the Committee to Protect Journalists, at least 10 journalists have been killed in Angola since 1992. See, “10
Journalists Killed in Angola since 1992/Motive Confirmed”, Committee to Protect Journalists, accessed August 2013,
http://www.cpj.org/killed/africa/angola/. ; “Angola: Stop Stifling Free Speech,” Human Rights Watch, August 1, 2012,
http://www.hrw.org/news/2012/08/01/angola-stop-stifling-free-speech.
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government deemed objectionable. Known for his reporting on human rights issues, political
violence, and corruption in Angola, Capalandanda was later assaulted in December 2012 by two
unidentified assailants who also stole his camera, voice recorder, and notepads. In January 2013,
Capalandanda’s e-mail account was hacked by an unknown entity.48

Independent and exile news websites have also been subject to technical violence such as hacking
and denial-of-service (DDoS) attacks, particularly during periods of political contestation. For
example, at the height of anti-government protests in February 2011, the website of the
independent outlet Club-K was met with frequent interruptions to the point of temporary
disablement. The popular blog Maka Angola, produced by the renowned critical writer Rafael
Marques de Morais, was also subject to a number of targeted DDoS attacks in 2011.* More
recently in early 2013, Morais’s personal computer was attacked with customized malware,
purportedly to compromise his communications during an ongoing defamation lawsuit lodged
against him for his 2011 book, Blood Diamonds: Corruption and Torture in Angola.”

a8 “Angola: Continued Threats, Acts of Intimidation and Surveillance of Journalist Mr Antonio Capalandanda,” Frontline
Defenders, January 8, 2013, http://www.frontlinedefenders.org/node/21235.

* candido Teixeira, “So This is Democracy, 2011 — National Overview Angola 2011,” Media Institute of Southern Africa, 2011,
http://www.misa.org/downloads/2011/Angola STID2011.pdf.

30 “Angola: Defamation Laws Silence Journalists,” Human Rights Watch.
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2012 2013

PopruLATION: 40.8 million
INTERNET FREEDOM STATUS FREE | FREE INTERNET PENETRATION 2012: 60 percent
SociAL MEDIA/ICT Aprps BLOCKED: No
Obstacles to Access (0-25) 9 8
— POLITICAL/SOCIAL CONTENT BLOCKED: No
Limits on Content (0_35) 9 10 BLOGGERS/ICT USERS ARRESTED: No
Violations of User Rights (0-40)| 8 o PRESS FREEDOM 2013 STATUS: Partly Free
Total (0—100) 26 27

* 0=most free, 100=least free

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

Cases of intermediary liability were on the rise in 2012 and early 2013, with companies
such as Google and Yahoo facing take down requests and facing fines should they
choose not to comply with court orders (see LIMITS ON CONTENT).

Argentines utilized social media to mobilize thousands of people for 8N, the largest an

antigovernment protest movement in Argentina in over a decade, which took issue
with corruption, violent crime, and inflation (see LIMITS ON CONTENT).

In November 2012, a pilot cybercrimes unit was created to combat rising incidents of
hacking in Argentina (see VIOLATIONS OF USER RIGHTS).
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INTRODUCTION

Although it has been the focus of academic study since the 1980s, the internet was first used for
commercial purposes in Argentina in 1991." Internet penetration has steadily increased since, and
Argentina is now home to one of the largest contingents of internet users in South America. In
2009, access began accelerating, due in part to government policies aimed at improving services and
expanding broadband connections throughout the country.

Argentina has an active legal environment, especially regarding free speech and the internet. The
country’s legal framework has generally protected online freedom of expression and Argentines
have free access to a wide array of online information. During 2012, multiple legal initiatives were
presented in Congress regarding matters of intermediary liability, internet neutrality, and network
surveillance.

Several court judgments between 2010 and 2013 restricted access to websites on claims of
defamation or intellectual property rights violations, with one ruling leading to the accidental
blocking of an entire blog-hosting platform. A series of injunctions against search engines in 2012
also imposed intermediary liability and forced companies to delete links from results presented to
users. Although some of these rulings threaten internet freedom, due process was generally
followed in each case and parties were given the chance to appear before the court to dispute the
charges filed against them.

The majority of injunctions filed in 2012 were brought by celebrities regarding content they
deemed damaging to their reputations. Although some intermediaries were subsequently ordered
to remove links and those individuals who posted the questionable material were ordered to
provide plaintiffs with monetary compensation, the Court of Appeals overturned some of these
rulings after receiving criticism from freedom of expression advocates as well as international
technology cornpanies.2 In 2012, Argentina also witnessed several instances of retaliation against
online journalists, including violence, breaches of privacy, and the exposure of bloggers’ personal
information.

During the December 2012 World Conference on International Communications,’ Argentina
signed the International Telecommunications Regulations a “binding global treaty designed to
facilitate international interconnection and interoperability of information and communication

! Jorge Amodio, “Historia y Evolucion de Internet en Argentina” [History and Evolution of the Internet in Argentina], Internet
Argentina (blog), May 16, 2010, http://blog.internet-argentina.net/p/indice.html.

% The BLUVOL case is particularly relevant. Following a decision regarding defamatory content posted as a comment in a blog
hosted on blogspot, a Buenos Aires Court of Appeal ordered Google to pay 10,000 Argentine pesos (USS$ 2,300) plus court costs
for damages suffered by the claimant. For case details, see: http://www.diariojudicial.com.ar/documentos/2013-

Marzo/Bluvol ¢ Googlex daxos por blog.doc

® The landmark WCIT conference was convened by ITU in Dubai in December 2012. See: ITU, World Conference on International
Telecommunications (WCIT-12): http://www.itu.int/en/wcit-12/Pages/default.aspx.
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services.”* Despite its status as a signatory, Argentina maintained reservations about being bound by
the regulations, wanting to safeguard the ability to take any measures necessary to protect its
national interests.’ Civil society organizations in Argentina remained heavily involved in the
meeting and expressed continued interest in its outcome.®

OBSTACLES TO ACCESS

|

Internet penetration in Argentina has improved consistently over the past decade, reaching 55.8
percent as of 2012.7 Mobile web connectivity has also increased in recent years, as cellular phones
have continued to grow in popularity.8 The expansion of Argentina’s information and
communications technology (ICT) sector has been facilitated by increased government investment in
telecommunications infrastructure and equipment over the past three years. According to
government figures, by September 2012, the number of internet subscriptions in Argentina had
reached 12.2 million, with 10.3 million residential connections and 1.9 million commercial
connections. As compared to data from 2011, these figures depict an increase of approximately 38
percent in the residential sector and 100 percent in the commercial sector.’ Broadband connections,
offering an average speed of 3 Mbps, have proliferated in recent years, accounting for more than 99
percent of the internet market by late 2012. 10

Although access is growing across the country, the national Statistics institute,Instituto Nacional de
Estadisticas y Censos, reports a stark gap between large urban areas (such as the capital Buenos Aires,
Cordoba, and Santa Fe) and rural provinces; the former account for over 60 percent of home
internet connections in the country.11 In addition to socioeconomic disparities and price

* Anahi Aradas, “Los Lationamericanos y el Control de Internet” [Latin Americans and Control over the Internet], BBC Mundo
Tecnologia online, December 14, 2012,

http://www.bbc.co.uk/mundo/noticias/2012/12/121214 tecnologia gobernanza internet dubai aa.shtml.

o Argentina Firmo con Reservas la Propuesta para una Nueva Regulacion de Internet” [Argentina Signed the Proposal for
New Internet Regulation with Reservations], Infotechnology, December 14, 2012, http://www.infotechnology.com/internet/La-
Argentina-firmo-con-reservas-la-propuesta-para-una-nueva-regulacion-de-Internet-20121214-0001.html.

® Hisham Almiraat, “What Happened at the WCIT-12: Interview with Beatriz Busaniche,” Global Voices Advocacy, December 15,
2012, http://advocacy.globalvoicesonline.org/2012/12/15/what-happened-at-the-wcit-12-interview-with-beatriz-busaniche;
Enrique A. Chaparro, “Después de la WCIT, y Mds Allg” [After the WCIT, and Beyond], Fundacion Via Libre, December 19, 2012,
http://www.vialibre.org.ar/2012/12/19/despues-de-la-wcit-y-mas-alla/.

7 International Telecommunication Union, “Percentage of Individuals Using the Internet, Fixed (Wired) Internet Subscriptions,
Fixed (Wired)-broadband Aubscriptions,” 2006 & 2011, http://www.itu.int/ITU-D/ICTEYE/Indicators/Indicators.aspx#;
International Telecommunication Union, “Statistics: Percentage of Individuals Using the Internet, 2000-2012,” June 17, 2013,
http://www.itu.int/en/ITU-D/Statistics/Documents/statistics/2013/Individuals Internet 2000-2012.xls.

8| Tribuno, “ElTribuno, con el Presidente de Google en Argentind” [The Tribune with the President of Google Argentinal, E/ Tribuno
online, November 22, 2012, http://bit.ly/1dSs6Db.

® National Institute of Statistics and Censuses, “Accesos a Internet” [Press Reports on Access to Internet, Third Quarter of 2012],
Ministry of Economics and Public Finances, Institute of Statistics and Censuses, accessed March 18, 2013,
http://www.indec.gov.ar/nuevaweb/cuadros/14/internet 12 12.pdf.

®ahoo, “La Argentina estd Fuera del Podio de Velocidad de Internet en América Latina” [Argentina is Outside the Podium of
Internet Speed in Latin America], Yahoo News, May 30, 2012, http://ar.noticias.yahoo.com/argentina-podio-velocidad-internet-
am%C3%A9rica-latina-181000405.html.

" National Institute of Statistics and Censuses, “Accesos a Internet” [Press Reports on Access to Internet, Third Quarter of
2012], Ministry of Economics and Public Finances, Institute of Statistics and Censuses, accessed March 18, 2013,
http://www.indec.gov.ar/nuevaweb/cuadros/14/internet 12 12.pdf.
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differences, National access points in geographically remote areas such as Patagonia and the
Northwest contribute to this urban-rural divide.'”” The average broadband plan costs 115 pesos
(US$23) per month for the first twelve months, compared to a minimum monthly wage of 2,875
pesos (US$560). While some studies indicate that the average cost of a broadband plan could be
almost twice the aforementioned figure, such cost disparity is likely the result of differing scopes of
analysis—if only the initial price of service is analyzed, a lower cost estimate results; if cost is based

. . . . . . 1
on average prices for the first two years of service, a higher cost estimate is seen. ’

In recent years, the Argentine government has accelerated its efforts to promote internet access via a
number of progressive policies. These include: the Digital Agenda of 2009, which established a
national plan for ICTs to connect citizens with government institutions in order to create a
“knowledge society;” the Argentina Connected Plan of 2010, a five-year initiative to expand
infrastructure and telecommunications services to the entire country; and the Equal Connection Plan
of 2010, which led to the provision of internet connections at all public secondary schools and laptop
computers for students throughout the country. Although universal service obligations have been in
place since 2001, the Universal Service Trust Fund, a government initiative predicated on the
enforcement of access commitments, was not enacted until November 2010."*

As of 2013, these policies have resulted in increasing internet access in rural areas, schools, parks,
and public spaces.15 Some provinces have also made arrangements with the national government to
build a wider fiber-optic network. In certain areas, rural cooperatives are responsible for the
installation of the network, resulting in significant growth in local penetration rates, and allowing
provincial governments to plan for future triple play service.'® Considering the national
government’s share of the mobile spectrum, discussions have arisen regarding the availability of tetra
play service (a bundled service package of broadband internet, television and telephone along with
wireless service provisions) in the near future. Should the federal government decide to move

2 |nterview with employee of the Library of the National Communications Commission,, February 18, 2012.

¥ Hernan Galperin, “Prices and Quality of Broadband in Latin America: Benchmarking and Trends,” Center for Technology and
Society, University of San Andrés, August 2012, http://www.udesa.edu.ar/files/AdmTecySociedad/12 ENG.pdf.

% The Universal Serice Trust Fund reinvests one percent of profits from ICT telecommunications companies’ profits to narrow
the gap in access to broadband services across provinces.

1 “Inclusion Digital fue Eje de las Politicas Llevadas Adelante,” [Digital Inclusion was the Center of the Policies], Terra Noticias,
December 19, 2012, http://noticias.terra.com.ar/inclusion-digital-fue-eje-de-las-politicas-llevadas-
adelante,474e7ceb0e2bb310VgnCLD2000000ec6eb0aRCRD.html; “,” [The Equal Connection Plan Continues its Success in 2013],
AE Tecno,, December 24, 2012, http://tecno.americaeconomia.com/noticias/programa-argentino-conectar-igualdad-continua-
con-exito-hacia-el-2013; “Rural Schools and Islands Will Connect to Internet Through Satellite Antennas,” Diario Victoria,
August 3, 2012, http://www.diariovictoria.com.ar/2012/08/escuelas-rurales-y-de-islas-contaran-con-conexion-a-internet-a-
traves-de-antenas-satelitales/; “Escuelas Rirales y de Islas Contardn con Conexién a Internet a Través de Antenas Satelitales”
[Island and Rural Schools will have Internet Connection via Satellite Dishes], July 30, 2012,
http://www.argentinaconectada.gob.ar/notas/3266-avanza-la-instalacin-internet-satelital-escuelas-rurales-y-frontera; Angeles
Castro, “Ochenta Plazas Tendrdan Acceso a Internet” [Eighty Parks will have Internet Access], La Nacion, July 2, 2012,
http://www.lanacion.com.ar/1486839-ochenta-plazas-tendran-acceso-a-internet.

18 “£1 91% de los Neuquinos Tiene Acceso a Banda Ancha en su Casa” [91% of Neuquen People Have Broadband Access at
Home] La Mafiana Neuquen, January 21, 2013, http://www.Imneuguen.com.ar/noticias/2013/1/21/el-91-de-los-neuquinos-
tiene-acceso-a-banda-ancha-en-su-casa 175489; “Cooperativas Instalaron Fibra Optica en el Sur Cordobes” [Cooperatives
Installed Fiber Optics in the South of Cordobal, E/ Comercial, December 27, 2012, http://bit.ly/GzrS8W; “Provinces Will Offer
their Version of Triple Play Hand in Hand with the Equal Connection Plan”, iProfesional, February 2, 2013, http://bit.ly/13ljpo3;
“Implementation of the Network that will Bring Internet to the Whole Province Goes Forward”, El Esquit, January 28, 2013,
http://www.elesquiu.com/notas/2013/1/28/sociedad-269839.asp.
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forward with such offerings, partnerships may be formed with local governments allowing for
federal assistance in the form of necessary infrastructure. It is in this context that the government has
deemed the Federal Wireless Network an issue of public interest, a classification which will
prioritize the expansion of national internet access.'” In keeping with its expanding ICT investment,
the Argentine government is now building the first three communications satellites in the country’s

history. 18

The aforementioned government initiatives have resulted in a surge of data traffic over the national
network. "’ Although this is a boon to projects dedicated to increasing internet access, in some cases,
such occurrences have been detrimental to quality of service.” Despite new installations of network
access points designed to improve the user experience, the regional landscape has resulted in small
businesses being provided with lower quality than residential users.’! The government has spent
substantial time and money improving the national network, however connection gaps remain in
some provinces, where penetration rates remain as low as 25 percent.22

When the telecommunications industry was privatized in the 1980s, the former state-owned
operator was split into two companies: Telecom Argentina, which covers the Northern region of the
country, and Telefonica de Argentina, which covers the South. Some 300 other companies have

since been granted licenses to operate as internet service providers (ISPs).”’

Many of these
enterprises are regional providers and serve as provincial subsidiaries of the aforementioned
umbrella companies or other large firms such as Fibertel (of Grupo Clarin), which also controls a

notable share of the broadband market.’*

To date, the State has not interfered with international internet connectivity. However, as part of
the Argentina Connected Plan, the government has begun work on an internal state-sponsored fiber-
optic cable backbone, to be managed by a government-owned firm upon its completion, which is

Y “Declaran de interés publico la Red Federal Inalambrica” [Federal Wireless Network Declared A Public Interest], Ambito,
December 17, 2012, http://ambito.com/noticia.asp?id=667793.

'8 “por Primera Vez Argentina Construird Tres Satélites de Comunicaciones" [For the First Time Argentina Will Build Three
Communications Satellites], Ambito, September 10, 2012, http://www.ambito.com/noticia.asp?id=653735.

19 canal AR, “En un Afio Se Cuadruplicé el Trdfico de Datos en la Red Nacional de NAP” [In One Year the Data Traffic of the NAP
National Network Quadrupled], Canal AR, September 13, 2012, http://www.canal-ar.com.ar/nota.asp?ld=17758.

0 “Argentina Ocupa el 38 Lugar en la Calidad del Acceso a Internet” [Argentina Ranks 38" on Internet Quality], El Esquiu,
September 7, 2012, http://www.elesquiu.com/notas/2012/9/7/tecnologia-253616.asp.

2L «Center in La Plata will Improve Internet Connection”, Bureau de Presna, June 7, 2012,
http://www.bureaudeprensa.com/comunicados/view.php?bn=bureaudeprensa_inte&key=1339083712; “Brasil y Argentina
Lideran el Ranking de Centros de Interconexion a Internet” [Brazil and Argentina Lead the Ranking of Internet Interconnection
Centers”, CABASE, December 18, 2012, http://www.cabase.org.ar/wordpress/brasil-y-argentina-lideran-el-ranking-de-centros-
de-interconexion-a-internet/; Jorge Gustavo, “Las Pymes Reciben Peor Servicio de Banda Ancha que el Segmento Residencial”
[Small Businesses Have Worst Internet Quality than ResidentialSegment], Cronista, January 28, 2013, http://bit.ly/123ngzN.

2 «prSat Invest 830 Million Dollars on Telecommunications,” Prensario Internacional, July 17, 2012; “Conectar “Desigualdad”:
Mads del 75% de los Hogares de Jujuy No Poseen Acceso a Internet” [‘Unequal’Connection:75% of the Homes in Jujuy Lack
Internet Access,” Jujuy al Dia, January 9, 2013, http://www.jujuyaldia.com.ar/2013/01/09/conectar-desigualdad-mas-del-75-
de-los-hogares-de-jujuy-no-poseen-acceso-a-internet/; National Institute of Statistics and Censuses, “Encuesta Nacional sobre
Acceso y Uso de Tecnologias de lainformacion y la Comunicacion (ENTIC)” [National Inquiry on Access and Use of TICs],
December 11, 2012, http://www.indec.gob.ar/nuevaweb/cuadros/novedades/entic 11 12 12.pdf.

3 “Informacion de las Empresas” [Business Information], National Communications Commission, accessed March 20, 2012,
http://www.cnc.gob.ar/ciudadanos/internet/empresas.asp?offset=0.

2 “Argentina Broadband Overview,” Point-Topic.
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currently scheduled for 2015.%° It remains to be seen whether or not this project will result in

greater centralization — and greater government control — of the backbone.

Mobile phone penetration in Argentina is significantly higher than internet usage, with 59 million
lines active as of late 2012, or 143 cellular telephone subscriptions per 100 inhabitants.”” The
mobile phone market in Argentina is dominated by three providers: Telefonica’s Movistar,
Telecom’s Personal, and Claro, owned by Mexican billionaire and world’s richest man Carlos Slim
Helu.” Each provider covers approximately one third of the market; all offer 3G services.

Following a 2004 agreement that permitted Telefonica to buy Movicom, a cell phone company that
was utilizing 850MHz and 1900 MHz cellular frequencies, the government has restricted the use of
those specific bands.”” In accordance with the purchase agreement for Movicom, Telefonica was
required to relinquish the frequencies to the state free of charge in order to avoid concentration of
the radio-electric spectrum in the hands of a few. After repeated postponement of auctions for the
frequency bands in 2012, the situation was finally resolved by the federal government. President
Fernandez de Kirchner announced that Libre.ar, a branch of government-owned corporation ArSat,
would administer the frequencies, offering cellular phone services through small businesses and
telephone cooperatives.30 This decision, implemented via Resolution 71/2012 of the
Communication Secretariat,’ (and justified with the rationale that only one of the companies
bidding for the bands met necessary requirements related to future investment and development™)
allows the government to regain control over the mobile sector.’® To date, such control has not
extended to the government overtaking ICTs.

The Argentine government planned to launch its proprietary mobile service in March 2013, through
an arrangement with Movistar, Personal, and Claro that allows the three providers to use state-
owned frequencies. As of publication, however, the government’s mobile service had not yet been
launched. When implemented, the agreement will allow some telephone cooperatives and small

» Government-owned corporation AR-SAT would manage the network. AR-SAT began operating in July 2006. Its stated purpose
is to promote the Argentine space industry and increase satellite services to different parts of the country. AR-SAT Company
website: http://www.arsat.com.ar.

%6 National Institute of Statistics and Censuses, “Historic Series of Communications: Active Cellphones,” National
Communications Commission, accessed June 5, 2012, http://www.indec.gob.ar/nuevaweb/cuadros/14/sh comunicac2.xls

7 International Telecommunication Union, “Statistics: Mobile-Cellular Subscriptions, 2000-2012,” June 17, 2013,
http://www.itu.int/en/ITU-D/Statistics/Documents/statistics/2013/Individuals Internet 2000-2012.xls.

8 «The Richest People on the Planet 2013,” Forbes, April 4, 2013, http://www.forbes.com/billionaires/.

2 Gekkye, “Argentina Licita Frecuencias de Telefonia Celular” [Argentina Bids Cellular Telephony Frequencies], Geekye online,
June 6, 2012, http://geekye.infonews.com/2012/06/06/tecnologia-23977-argentina-licita-frecuencias-de-telefonia-celular.php.
3% Marcelo Canton, “Ponen en Marcha la Empresa Estatal de Celulares” [Libre.ar, The State Mobile Company Started Working],
Clarin, December 14, 2012, http://www.clarin.com/politica/Ponen-empresa-estatal-celulares-Librear 0 828517184.html; Juan
Pedro Tomas, “Nuevamente Retrasan Licitacion de Espectro Movil” [Once More, Bid for the Mobile Spectrum is Delayed,” BN
Americas, June 8, 2012, http://bit.ly/1eUxPvl.

31 Resolution 71/2012, Communications Secretariat, Contabilis, http://contablis.com.ar/legislacion/resoluciones/resolucion-71-
2012-sec-comunicaciones.

32 “Planificacion Anuncio que ARSAT Explotard Frecuencias para Telefonia Celular” [It was Announced that ArSat Will Exploit
Cellular Phone Frequncies], TELAM, September 9, 2012, http://www.telam.com.ar/nota/37042/.

33 “Estado Administrard 25% del Espectro para Servicios Mdviles con ARSAT’[The State will Administer 25% of the Mobile
Services Specter], Media Telecom, December 14, 2012, http://bit.ly/15FOVvO.
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businesses to resell these services,** a development viewed by the cooperatives as an opportunity to
gain recognition in the mobile services arena.’” The new plan is also attractive to foreign investors
looking to enter Latin America’s mobile services market, such as Chinese telecommunications firm
Datang Mobile, which views Argentina as the most profitable point of entry due to its large number
of cellphones and potential to embrace 4G services.*

The government’s proposed mobile service has the potential to catalyze positive change in the
industry, especially given that mobile providers currently face harsh criticism related to poor
performance and high prices.”’ Accordingly, all three major providers have stated their plans to
invest in infrastructure during 2013 in order to expand and improve fixed line and mobile
networks.*® Another positive development in this field concerns a debate currently before the Senate
over a law that obligates companies to commercialize cell phones for people with hypoacusis, or
partial hearing loss.*” If passed, this law would define the provision of mobile phones as a public
service, a classification which has been subject to national debate, but which would ameliorate the
high prices that telecommunications companies currently charge.40

Private companies wishing to operate as ISPs must first obtain a license from the communications
commission, Comision Nacional de Comunicaciones (CNC).*' The CNC functions under the
communications secretariat, Secretaria de Comunicaciones, as a decentralized entity. Both operate

3 Alejandro Alfie, “El Gobierno Profundiza su Acuerdo con las Telefonicas” [The Government deepens the agreement with the Cell Phone
Companies], Clarin, January 4, 2013, http://www.clarin.com/politica/Gobierno-profundiza-acuerdo-

telefonicas 0 841115952.html.

s “Expectativa Entre las Cooperativas Para Poder Dar Servicio de Telefonia Movil” [Expectations from the Telephone
Cooperatives for the Possibility of Rendering the Mobile Service], Telam, September 9, 2012,
http://www.telam.com.ar/nota/38902/.

36 gy Negocio de las Telecomunicaciones Atrae el Interés Chino” [Chinese Interest in National Telecommunications], Telam,
October 7, 2012, http://www.telam.com.ar/nota/40165/.

37«1 os Celulares Van al Tope del Ranking de Reclamos” [Mobile Services Rank First on Complaints] E/ Dia, November 5, 2012,
http://www.eldia.com.ar/edis/20121105/los-celulares-van-tope-del-ranking-reclamos-laciudad7.htm; “Argentina Paga la
Telefonia Celular Mds Cara del Mundo” [Argentina Pays Most Expensive Mobile Service in the World], La Capital, November 1,
2012, http://www.lacapital.com.ar/informacion-gral/Argentina-paga-la-telefonia-celular-mas-cara-del-mundo-20121101-
0042.html; Martin Grosz, “Celulares: Hablar con Tarjeta Cuesta Hasta 6 Veces Mads que el Abono Fijo” [Pre-Paid Plans Are 6 Times More
Expensive than Normal Plans], Clarin, December 28, 2012, http://www.clarin.com/sociedad/Celulares-hablar-tarjeta-cuesta-
abono 0 836916401.html.

38 «personal Avanza con un Plan de Reconversion Tecnologica” [Personal Plans a Technologic Rationalization], Terra Noticias,
January 13, 2013, http://noticias.terra.com.ar/personal-avanza-con-un-plan-de-reconversion-
tecnologica,ade598cele34c310VgnCLD2000000ec6eb0aRCRD.html“Telefonica Invertird 2,045 Mdd en Argentina” [Telefonica
Will Invest 2,045 Million Dollars in Argentinal, Reuters via E/ Economista, December 18, 2012,
http://eleconomista.com.mx/industria-global/2012/12/18/telefonica-invertira-2045-mdd-argentina; José Crettaz, “Claro
Anuncié una Inversién de USS 400 Millones en su Red Mdvil, Unilever Invierte S 1500 Millones” [Claro Announces a $400 Million
Investment in its Mobile Network, Unilever Invests 1.5 Billion], La Nacion, November 8, 2012, http://bit.ly/Z3gHCv.

39 wE| Senado Aprobo Ampliar el Acceso a la Telefonia Movil para Personas Hipoacusicas” [Senate Approved Access to Mobile
Network of Persons with Hypoacusis], Diario Victoria, November 29, 2012, http://www.diariovictoria.com.ar/2012/11/el-
senado-aprobo-ampliar-el-acceso-a-la-telefonia-movil-para-personas-hipoacusicas/.

0 “Giustiniani y la Cruzada para que el Celular Sea Servicio Publico” [Giustiniani and the Crusade for the Cellular Telephone as a
Public Service], La Capital, July 2, 2012, http://www.lacapital.com.ar/la-ciudad/Giustiniani-y-la-cruzada-para-que-el-celular-sea-
servicio-publico-20120702-0048.html.

1 National Communications Commission, , “Decree 764/2000 Annex 1” [in Spanish], accessed March 20, 2012,
http://www.cnc.gov.ar/normativa/Dec764 00-Anexol.pdf.

ARGENTINA



FREEDOM ON THE NET 2013

under the authority of the Ministry of Federal Planning, Public Investment, and Services.* Upon
receipt of an application, the CNC refers the submission to the Secretariat of Communications,
which makes the final decision to grant a license. The applicant is required to pay a relatively modest
sum of 5,000 Argentine pesos ($1,100) at the time of submission.*’ The licensing process for mobile
phone providers is similar; once approved, no additional fees are charged, however providers are
required to pay special taxes, such as those specified under the Universal Service Trust Fund.
Cybercafe licenses are processed like those of any other small business; no additional approvals are
required.

Although the statutory composition of the CNC offers some degree of independence, per
Presidential Decree 521, the executive branch has run the body since 2002 in order to increase
efficiency.” The decree provides for an ad hoc administrator (interventor) appointed by the president,
—who fulfills the functions of the CNC president and board of directors and also appoints other
commission members at his or her discretion. This arrangement has detracted from the
independence of the institution, but there have been few complaints about corruption or unfairness
in the CNC’s operations. Since 2010, controversy and accusations of political bias have emerged
surrounding one case, Fibertel’s ISP license, indicating a degree of public mistrust of the regulator.45
A case relating to these charges has been pending before a federal court since March 2013.

LIMITS ON CONTENT

Argentine internet users have access to a wide array of online content, including international and
local news outlets, websites of political parties, and civil society initiatives. The government does
not impose automated filtering or restrictions on politically oriented information. However,
websites related to pornography are blocked in educational institutions, libraries, and other public
locations in Buenos Aires in accordance with Law 2974.* In recent years, controversy has emerged
over the blocking of allegedly defamatory material, copyright protected content, and injunctions
that invoke intermediary liability. A few projects related to these issues were recently taken up in
Congress.

Various social media tools, such as the social networking site Facebook, the video-sharing platform
YouTube, and the microblogging service Twitter are freely available in Argentina. In August 2011,
however, Google’s blog-hosting platform Blogger was blocked for nearly one week following a

2 Ministry of Federal Planning, “Organization Chart” [in Spanish], Public Investment and Services, accessed June 6, 2012,

http://institucional.minplan.gov.ar/html/organigrama/.

3 National Communications Commission, “Guide for License Applications,” accessed March 20, 2012,

http://www.cnc.gob.ar/infotecnica/archivos/Guide Licence%20Application[eng].pdf.

4 National Communications Commission, Presidential Decree N° 521/2002 [in Spanish], March 20, 2002,

http://www.cnc.gov.ar/institucional/biblioteca/buscador/Normativa/pdf/Decreto-521 02.pdf.

% “pressed: Argentina’s Media,” The Economist, August 25, 2010,

http://www.economist.com/blogs/americasview/2010/08/argentinas media; “Federal Judge Freezes Order to Cancel Fibertel’s

License, Govt to Appeal,” Business News Americas, September 27, 2010,

http://www.bnamericas.com/news/telecommunications/Federal judge freezes order to cancel Fibertel*s license, govt to
appeal.

% Argentine Federal Government, Law No. 2974, CEDOM; http://www.cedom.gov.ar/es/legislacion/normas/leyes/ley2974.html
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court decision to restrict access to two URLs for websites titled Leaky Mails functioning as local
spinoffs of WikiLeaks, one hosted on Blogspot, a Blogger service which provides domain names. "’
These websites had published the correspondence of government officials, politicians, journalists,
and other public figures. Much of the content on the sites appeared to be personal in nature and
irrelevant to both public policy and the exposition of malfeasance and corruption.48 ISPs complied
with the court order and blocked access to the IP addresses of the two pages, effectively blocking the
entire Blogger platform, including over one million blogs not specified in the judicial order. After
criticism from the public and Google, the block was lifted within one week and ISPs shifted to a
more precise filtering technique.49 As of May 2013, the Leaky Mails blog remains inaccessible. The

Blogger domain has not had any additional site-wide disruptions.

The judicial action taken against the Cuevana website in 2011 and 2012 also garnered public
attention. Launched in 2009, the website, which catalogues and connects users to sites that enable
the free streaming of movies and television programs, quickly became one of the most visited
websites in Argentina and the largest of its kind in Latin America. Since late 2011, various
international content producers, including HBO, Turner Argentina, 20" Century Fox, and Disney
Enterprises, have filed lawsuits against the site alleging infringement of intellectual property
rights.50 In November 2011, the National Court of First Instance issued a directive requiring ISPs to
block certain programs on Cuevana’s website.’' In March 2012, prosecutors opened a criminal case
against the site’s administrator, alleging that the site had profited from copyrighted materials via
financial donations. The administrator denied the charges, claiming that donations were largely
voluntary and that profits had been reinvested.’” If he is found guilty, the administrator could face
up to six years in prison. In January 2013, the Buenos Aires Federal Criminal Court of Appeals
rejected a request by HBO Ole Partners to completely block the site.”’ The court determined that
the measure was disproportionately broad, especially given that no suspect had been formally
identified (the administrator was the only person mentioned in the suit) and that the location of the
server was still unknown. It has not yet been determined whether Cuevana is an indexation site

" National Communications Commission, “A Todos los Licenciatarios de Telecomunicaciones que Brindan Servicios de Acceso a
Internet” [All Telecom licensees providing Internet Access services], accessed March 20, 2012,
http://www.cnc.gov.ar/noticia_detalle.asp?idnoticia=106.
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http://www.clarin.com/internet/mundo_web/titulo 0 659334165.html; “Cuevana: Abren Causa Penal Contra los Duefios del
Sitio en Argentina” [Cuevana: Open Criminal Case Against the Owners of the Site in Argentinal, La Tercera, March 16, 2012,
http://bit.ly/zjw8g3.

*1 Juan Pablo De Sa ntis, “La Justicia Pidié Bloquear el Acceso a Series en Cuevana” [Justice Blocks Access to TV Shows in
Cuevanal, La Nacion, November 30, 2011, http://bit.ly/GzsTxc.

%2 Gonzalo Larrea, “Argentina Opens Criminal Case Against Cuevana,” TTV Media News,
http://www.ttvmedianews.com/scripts/templates/estilo _nota.asp?nota=eng%2FTech%2FInternet%2F2012%2F03 Marzo%2F1
6 justicia vs cuevana; Pablo Sirven, “Inician Causa Penal Contra Cuevana” [Criminal Proceedings Initiated Against Cuevanal, La
Nacion, March 16, 2012, http://www.lanacion.com.ar/1456828-inician-causa-penal-contra-cuevana.

%3 “| g Justicia Rechazé Bloquear Acceso a Cuevana” [Justice rejects the blocking of Cuevanal, InfoBae, February 6, 2013,
http://www.infobae.com/notas/695159-La-Justicia-rechazo-bloquear-el-acceso-a-Cuevana.html.
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controlled by users, or if there are identifiable persons responsible for running the site. The name
of the administrator, however, was allegedly in the public domain.

To date, there is no legislation which pertains specifically to intermediary liability in Argentina. As
such, cases are decided individually and court decisions tend not to be uniform. In the absence of
specific regulations adjudicating liability to intermediaries for illegal content posted by third parties,
the courts generally apply broad rules pulled from the procedural law and the civil code.
Injunctions ordering takedown of content are also based on general rules.

By the end of 2012, multiple cases regarding intermediary liability were presented before the
courts,”* resulting in rulings against Google and Yahoo requiring the removal of sensitive material.
The individuals responsible for posting the material in question were in some cases ordered to pay
damages to the prominent public figures that had brought the charges. Actress Paola Krum and
model Barbara Lorenzo were among the plaintiffs awarded monetary compensation. Court orders
also resulted in Google and Yahoo removing the sensitive material from their search results and
blocking illicit images of both Krum and Lorenzo. In a more recent case, search engines were asked
to block a pornographic video made by well-known actress Florencia Pefia before the video was
even uploaded. If found guilty of non-compliance, Google and Yahoo could be fined up to half a
million pesos (approximately $41,000 USD).>’

Another controversial case regarding the blocking of indecent material surrounds the death of
Jazmin De Grazia, a model who drowned in a hot tub in February 2012 due to an alleged drug
overdose.”® Immediately following the incident, photographs of De Grazia’s dead body were
published by a newspaper and spread over the Internet. In September 2012, a Federal Court of
Appeals asked De Grazia's parents to identify the webpages that had published the photos,
indicating to Google those sites which search engines were required to have blocked. The judge
subsequently issued a ruling that web pages containing information about the model were protected

by the right to freedom of speech, and could not be blocked by law.*’

According to Google’s Transparency Report, from July to December 2012, the Argentine
government submitted 51 court orders for content removal encompassing 160 items. Google

** Cll, “Ordenan a Google y Yahoo! Eliminar Resultados de Busqueda Vinculados a la Actriz Paola Krum” [Justice Orders Google
and Yahoo! to Block Search Results Related to Actress Paola Krum], September 5, 2012, http://www.cij.gov.ar/nota-9778-
Ordenan-a-Google-y-Yahoo--eliminar-resultados-de-busqueda-vinculados-a-la-actriz-Paola-Krum.html; “LaJusticia Ordend que
Google le Pague a una Modelo Cuya Imagen Aparece en Pdginas Poro” [Google Condemned to Pay a Model for Photographs in Porn
Webpages], Clarin online, September 7, 2012, http://www.clarin.com/internet/Justicia-Google-imagen-aparece-

paginas 0 769723247.html.

%5 «| g Justicia Fallé a Favor de Florencia Pefia” [Court rules on behalf of Florencia Peia], Los Andes Estilo, January 23, 2013,
http://www.losandes.com.ar/notas/2013/1/23/justicia-fallo-favor-florencia-pena-692789.asp.

56 “Confirman que Jazmin de Grazia Murié Ahogada” [Jazmin de Grazia Drowned], La Nacion, February 6, 2012,
http://www.lanacion.com.ar/1446380-investigan-las-causas-de-la-sorpresiva-muerte-de-jazmin-de-grazia.
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complied—at least in part—with 82 percent of the requests.” Google’s breakdown indicates that
the majority of content was related to defamation (62 percent of the cases), followed by privacy
and security (18 percent), hate speech (4 percent), and national security (2 percent), with the

remainder of requests uncategorized.

In this context, many legal initiatives arose in 2012 and 2013. Senator Maria Eugenia Estenssoro led
a project concerning net neutrality, which incorporated a variety of civil society demands and
international standards followed by organizations such as the OAS and the UN. It applied not only
to ISPs, but rather to all telecommunication service providers, both public and private.”” Other
initiatives, however, have been met with reproach from civil society due to lack of clear terms.
Representative Julian Obiglio’s proposed project relating to intermediary responsibility, 8070-D-
2012, faced criticism for disregarding international standards when allowing third parties and

administrative bodies to ask ISPs to remove content without judicial order.*

Two other projects, 728/12,°" and 1892-D-12,° seek to monitor the web for certain
discriminatory and violent content, by surveilling social networks, e-mails and text messages, and
requiring businesses to install detection and filtering programs of content unfit for underage
persons.®’ Neither of these initiatives has been signed into law. In May 2013, the Senate Freedom of
Expression and Technology Commission hosted a session to discuss net neutrality problems and
other projects. Initiatives discussed in this session have not yet been made public.

Self-censorship among bloggers and online users is not widespread, and Argentines express a
diverse array of views online. Nevertheless, in the interior of the country where the rule of law is
weaker than in the capital district, some online journalists and bloggers are cautious about writing
about powerful local officials or mining companies due to the possibility of jeopardizing their
relationship with private advertisers. Given Argentina’s polarized political environment, some
writers may adjust their reporting based on the partisan affiliation of their publication.

In fact, the Argentine federal and local governments are known for their discriminatory allocation
of official advertising—excluding news outlets whose reporting has been critical of the government
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http://www.google.com/transparencyreport/removals/government/AR/?by=product&p=2012-12.

59 Argentine Senate. File 3618/12,
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Debate], La Nacion, November 30, 2012, http://www.lanacion.com.ar/1532025-responsabilidad-de-intermediarios-de-internet-
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and rewarding those who publish supportive media.®* This phenomenon has had a negative impact
on freedom of expression, particularly in the print and broadcast media sectors.®® While funds
allocated to internet activities represent only three percent of the federal advertising budget, during
the first semester of 2012, 42 percent of that sum was assigned to only 10 beneficiaries, all with
clear ties to the federal government.66 In March 2011, the Supreme Court ruled unanimously that
the government must utilize equitable measures in its distribution of state advertising.67 Due to the
government’s non-compliance, the Federal Court of Appeals issued a new request in August 2012
urging the state to abide by the law.®® To date, the government has faced no penalties for non-
compliance.

There are no restrictions on access to national or foreign news sources, and Argentines are able to
express themselves freely online. According to some observers, the vigor of the pro-government
blogosphere has increased since 2009, although other oppositional political parties have also started
to gain ground.69 A wide range of views are shared online, including those related to potentially
sensitive topics such as the recent designation of Pope Francisco despite allegations that he was
complicit in abuses carried out by the Argentine Government in 1976. Opinions regarding the
controversial Argentina-Iran agreement—which concerns the 1990s terrorist attack of a Jewish
Association in Buenos Aires—are also voiced online.”" Despite such vigorous discussion, journalists
have complained about a lack of access to government representatives and a dearth of official press
conferences. In 2009, an online portal called Mejor Democracia (“Better Democracy”), which
provided the public with government-related information, was shut down. When it later reopened,
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accessed March 20, 2012, http://poderciudadano.org/wp/wp-content/uploads/2011/12/Informaci%C3%B3n-preliminar-PO-
Poder-Ciudadano.pdf; Asociacion por los Derechos Civiles and Open Society Justice Initiative, “Buying the News: A report on
Financial and Indirect Censorship in Argentina,” Open Society Institute (2005),
http://www.censuraindirecta.org.ar/advf/documentos/48ee57ee263549.92961213.pdf.
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http://www.cnn.com/2013/03/14/world/americas/argentina-pope-profile; Luis Majul, “Francisco le Gana a CFK en Todos los
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it did so with reduced transparency, offering notably less information than in its previous
incarnation.” This is true to the present day.

Most civil society organizations also maintain their own websites, although user engagement in
sociopolitical movements is relatively low. Mobile phones, meanwhile, are increasingly being used
as a tool for activism; such devices will likely play decisive roles in future political movements.”’
Mobile phone users have also utilized social media in order to protest poor quality of service by
orchestrating cellular blackouts, or periods of time when large groups of users refuse to use their
cellphones. Such measures have also been applied to social networks such as Twitter (#14N) and

Facebook (Apagén Celular de Facebook, also known as the Cell Blackout Facebook Group).™

The popularity of social media tools has grown overall in recent years. By April 2012, Argentina
had over 20 million registered Facebook users, representing almost 50 percent of the population,75
as well as approximately 1.6 million Twitter users.”® In late 2012, a major antigovernment protest
known as 8N (November 8) was mobilized using social media. The movement, which culminated
in thousands of people taking to the streets of Buenos Aires, Mendoza, Cordoba, and other cities to
protest corruption, violent crime, diminishing freedom of expression, and inflation, was organized
over Twitter (#8N) and Facebook. Throughout the protest, photos, videos, and opinions appeared
on Twitter, both in support of the movement (#8NYoVoyPorQue, “I go because”) and against it
(#8NYoNoVoyPorQue, “I don’t go because”). Even those not in favor of protesting were largely in
agreement over the problems Argentina is facing, and saw the movement as a catalyst to make use
of social media to call for change through various avenues such as reform and voting.77 The scope of
the campaign, which began informally on social networks, was so large that shadow protests
occurred outside Argentine embassies in locations as far flung as Rome and Sydney.78 8N was the
largest protest in Argentina in over a decade, mobilizing at least 30,000 people in Buenos Aires
according to local police, a figure which regional media placed closer to 100,000.”
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The Argentine Constitution and human rights treaties incorporated into the Constitution in 1994
guarantee freedom of expression.80 Additional laws ensure that citizens have the liberty to express
their views without fear of censorship or reprisal. In 2005, constitutional protections were
explicitly extended to “the search, reception and dissemination of ideas and information of all kinds
via internet services” under Law 26032.%

The Argentine judiciary is generally seen as independent, particularly in its higher echelons, such as
the Supreme Court of Justice. The Supreme Court has issued several rulings supportive of freedom
of expression in recent years. Among these are the aforementioned 2011 decision regarding
discriminatory allocation of government advertising, as well as the 2009 suspension of a
requirement mandating that service providers retain user data for ten years.82 The government has
also been responsive to decisions of the Inter-American Court of Human Rights and the
recommendations of the Inter-American Commission on Human Rights. These procedures have
helped accelerate reform of the criminal code’s provisions on insult (desacato) and defamation. In
November 2009, the legislature decriminalized defamatory statements referring to matters of
public interest.®

No specific laws criminalize online expression related to political or social issues. The 2008 Law on
Cybercrime (Law 26388) amended the Argentine Criminal Code to cover offenses such as hacking,
dissemination of child pornography, and other online crimes.* Some of the amendments have been
criticized as overly vague and imprecise in their wording, which could open the door to broad
interpretations. Lawyers and human rights groups have also expressed concern over the country’s
antiterrorism law, arguing that the definition of terrorism provided is overly broad and could
therefore be employed to punish legitimate political dissent, social protests, or economic analysis.85
So far, neither of these laws has been used in practice to punish online expression. As of May 2013,
no bloggers, online journalists, or ordinary users were imprisoned for the expression of their views
in online forums or via private communications. One website administrator, however, was facing
criminal charges and a possible jail term over allegations of profiting from copyrighted material.

& see Article 14, “Argentine Constitution,” Senate of the Argentine Nation, accessed March 20, 2012,
http://www.senado.gov.ar/web/interes/constitucion/english.php. The constitution was amended in 1994, and Article 75 (22)
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Although violence against online journalists occurs sporadically, it is not nearly as frequent as
violence against those working for traditional media outlets. Local press freedom watchdogs
recorded approximately 70 cases of physical and verbal attacks against journalists during the first
half of 2012. Most attacks were attributed to non-state actors in inland regions against those
working for traditional media outlets.’ However, in some cases, the targeted journalists also
maintained websites or contributed to online news outlets. Another report by The Argentine
Journalists Forum, known as FOPEA, recorded 172 attacks on reporters during 2012; 11 percent
of attacks were against people working for digital media outlets.®’

In one incident from April 2012, Jorge Pefa, a city council president in Candelaria, punched TV
journalist and news website editor Daniel Luna, who was arguing against being denied access to
cover a city council session; the council president was subsequently charged for injuring the
reporter. 8 Shortly after, in May 2012, the city council rejected Pefia’s request for restitution. In
the same session, Rodrigo Castillo, another online news journalist, was attacked while trying to
obtain photographs of a city council member. When alerted about this event, the police disregarded
the accusation and made no effort to detain the aggressors.89

During 2012, some journalists were also subject to defamatory campaigns and privacy breaches
extending to the unauthorized disclosure of their personal information on public websites. Gustavo
Sylvestre, a political analyst, journalist, and blogger was targeted with such a smear campaign. His
business, family, and tax information, as well as the phone numbers and addresses of his personal
contacts, were published online. Days later, a derogatory article was published about him.”
Sylvestre’s work, which is highly political in nature, seems likely to have been the motive behind
the virtual attack. Although concerning, as of May 2013, such incidents did not appear to be

widespread or on the rise.

There are no restrictions on anonymity for internet users, nor are there restrictions on the use of
encryption. Users are able to freely post anonymous comments in a variety of online forums, and
neither bloggers nor website owners are required to register with the government. When
purchasing a mobile phone or prepaid SIM card, however, users must provide identifying

& Committee to Protect Journalists, “Argentina,” in Attacks on the Press 2011, (New York: February 2012),
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information.” In December 2011, the Argentine Network Information Center (NIC.ar) was placed
directly under the oversight of the Executive branch of the government. *

In late 2012, incidents of domain name denials emerged in cases where the names related in some
way to President Cristina Fernandez de Kirchner or to the progovernment youth group La
Campora. In such cases, applications were either denied by NIC.ar or applicants were asked to
modify their proposed domain names. The sole mention of the President’s first or last name was
reportedly reason enough for an application to be called into question.%’ Accordingly, domains such
as cristinacorazon.com.ar, enlacampora.com.ar, and kirchnerismopasion.com.ar were rejected
immediately. Upon asking for clarification, Argentine newspaper Perfil was told that such domains
were forbidden due to their potential to “affect the morale of the person” in question.94 Such broad
restrictions impact sites critical of the administration as well as those which support the
government, complicating efforts to develop online platforms dedicated to discussions of national

leadership.

In Argentina, a court order is officially required to intercept private communications, even in cases
related to national security.95 It is believed that these procedures are generally followed in practice,
although the government does not publish figures on how many interceptions are implemented
annually. According to Google’s Transparency Report, between July and December 2012 the
Argentine authorities made 114 requests for user data covering 175 accounts; Google complied
with the release of some data in 38 percent of cases.”® Microsoft’s 2012 Law Enforcement Request
Report states a total number of 769 requests for user data covering 1,279 accounts. Microsoft
complied with 85.7 percent of requests and found no system data for the remaining 14.3 percent.
All requests were determined to satisfy relevant legal requirements.97

Over the past decade, there have been several scandals involving officials on both sides of the
political spectrum engaging in illegal surveillance of opponents’ telephone communications. In one
high-profile scandal, evidence surfaced of navy personnel monitoring former President Nestor
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34999/31922/texact.htm;: Law25.520 [in Spanish] (2001), “Law of National Intelligence,” Documentation and Information
Center, http://infoleg.mecon.gov.ar/infoleginternet/anexos/70000-74999/70496/norma.htm.

% “Google Transparency Report, Argentina.”.

%7 Microsoft, Microsoft Law Enforcement Requests Report 2012, http://download.microsoft.com/download/F/3/8/F38AF681-
EB3A-4645-A9C4-D4F31B8BA8F2/MSFT Reporting Data.pdf.
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Kirchner for decades.”® In another incident, the mayor of Buenos Aires, an opposition politician,
and the city’s police chief are alleged to have illegally wiretapped civic leaders, politicians, and
trade union activists.” Most such incidents occurred in 2007 or earlier and there is no clear
evidence that such violations of privacy continue. Meanwhile, related prosecutions continue to
make their way through the courts.

Cybercrime is perceived as a growing problem in Argentina and new cybercrime legislation has
emerged in response to recent news indicating that technical attacks might be more common than
typical statistics indicate.'® In November 2012 the General Prosecutor of Ciudad Auténoma de
Buenos Aires activated a one-year pilot project in which he assigned a team of prosecutors to the
task of investigating crimes aimed at hacking informational systems and programs, as well as the
spreading of pornographic content.'®" Such measures and protocols do not yet appear to exist on
the national level.'® Should such incidents occur, those responsible would be liable for prosecution
under the criminal code, as amended by the aforementioned Law 26388.

% «Fernandez Shakes Up Argentine Military,” UPI, January 6, 2012,

http://www.upi.com/Top News/Special/2012/01/06/Fernandez-shakes-up-Argentine-military/UP1-92341325853530/

% Nic Pollock, “Wiretapping Case Continues as Judge Oyarbide Closes Investigation Stage,” Argentina Independent, May 16,
2012, http://www.argentinaindependent.com/currentaffairs/wiretapping-case-continues-as-judge-oyarbide-closes-
investigation-stage/; Maria Magro, “Two Clarin Journalists Testify in Buenos Aires Wiretapping Scandal,” Journalism in the
Americas (blog), November 18, 2010, http://knightcenter.utexas.edu/blog/two-clarin-journalists-testify-buenos-aires-
wiretapping-scandal.

100 Virginia Messi, “Robos y Estafas: Crecen los Delitos en la Web y las Leyes no se Actualizan” [Thefts and Cons: Crimes on the Web Go Up
and There is No Law Actualization,” Clarin, February 3, 2012, http://www.clarin.com/policiales/Crecen-delitos-Web-leyes-
actualizan 0 859114221.html.

to1 Project authorized by Resolution 501/12 of the General Prosecutor’s Office, http://www.mpf.jusbaires.gov.ar/wp-
content/uploads/resolucion-fg-nc2ba-501-12-equipo-fiscal-a-uf-este-delitos-y-contravenciones-informaticas-sin-act-int.pdf.
102 «yng Fiscalia Dedicada a los Delitos Informdticos” [A Prosecutor’s Office Dedicated to Cyber-Crime], Clarin, February 3, 2012,
http://www.clarin.com/policiales/fiscalia-dedicada-delitos-informaticos 0 859114224.html.
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FREEDOM ON THE NET 2013

2012 2013

INTERNET FREEDOM STATUS N/A | FREE
Obstacles to Access (0-25) n/a 8
Limits on Content (0-35) n/a 9
Violations of User Rights (0-40) [ n/a 12
Total (0-100) n/a 29

* 0=most free, 100=least free

POPULATION: 3.3 million
INTERNET PENETRATION 2012: 39 percent
SociAL MEDIA/ICT Aprps BLOCKED: No

POLITICAL/SOCIAL CONTENT BLOCKED: No
BLOGGERS/ICT USERS ARRESTED: No
PRESS FREEDOM 2013 STATUS: Not Free

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

® Internet access in Armenia significantly increased over the past few years due to

decreased cost of connectivity and improved network coverage, though internet use

remains somewhat low in comparison to other countries in the region (see OBSTACLES

TO ACCESS).

New amendments to the Law on Electronic Communication removed the requirement

for internet and mobile phone service providers to obtain a license from the regulatory
authority before operating (see OBSTACLES TO ACCESS).

Crowdsourcing websites such as iDitord.org were used to monitor election violations
during the 2012 parliamentary elections (see LIMITS ON CONTENT).
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Access to the internet in Armenia has significantly improved over the past few years, with the
internet penetration rate increasing from approximately 6 percent in 2007 to 39 percent in 2012.
At the same time, however, there have been minimal efforts to improve community access to the
internet and digital literacy remains somewhat low, with television remaining the predominant
source by which people receive news and information.

In the wake of riots and protests after the 2008 disputed presidential election, the government
declared a state of emergency and imposed a media blackout, forcing the removal of the domain
name registration of several websites hosted within Armenia, including several opposition sites and
independent news outlets. Since this one incident in 2008, however, the government has engaged
in minimal blocking or deletion of online content.

In May 2010, the Armenian National Assembly passed amendments to the administrative and penal
code to decriminalize defamation, including libel and insult. The initial result was an increase in
civil cases of defamation, often with large fines as penalties. In November 2011, the Constitutional
Court ruled that courts should avoid imposing large fines on media outlets in defamation cases,
resulting in a subsequent decrease in the number of defamation cases.

OBSTACLES TO ACCESS

|

Internet access in Armenia has increased substantially, particularly in the past few years. According
to the International Telecommunication Union, the internet penetration rate in Armenia stood at
39.2 percent in 2012, compared to 32 percent in 2011 and just 6 percent in 2007." From 2005 to
2007, the Armenian government undertook radical steps toward the liberalization of the
information and communications technology (ICT) sector, which involved introducing a new
regulatory framework that eliminated the existing telecommunication company’s monopoly over
the market. Today, the telecommunications sector in Armenia is relatively liberal, but still not
mature enough to meet the market demands and communication needs of the entire population. A
primary obstacle is the absence of diverse services available in rural areas and small cities, due to
operators’ lack of interest in the development of unprofitable areas. Nevertheless, access to mobile
broadband is available throughout the majority of the country and is affordable for much of the
population. Mobile broadband tariffs limitations’ and less reliable wireless connectivity (compared
with landline services) are also problems in the telecommunication infrastructure in Armenia,
though to a lesser degree. Landline broadband access provided using ADSL technology is available
in most cities and some villages.

! International Telecommunication Union (ITU), “Percentage of individuals using the Internet,” 2006, 2011 & 2012, accessed
June 25, 2013, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

2 Known as fair use policy: widely used by mobile operators and provides guaranteed speed for limited data volume (usually
1GB — 10GB) and reduced speed (usually 14.4 Kbit/sec) after exceeding the limit.
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The market for internet access in Armenia is concentrated in the capital city of Yerevan, which
contains one third of the country’s population. ISPs offer bandwidth connections with speeds
varying from 512 Kbps to 50 Mbps.® All three mobile operators offer 2G and 3G networks (EDGE,
UMTS/WCDMA) and one operator offers 4G network services (LTE), but only in the capital city.
In contrast to Yerevan’s diverse market, only one or two mobile broadband services are usually
available in villages and approximately 60 percent of rural towns are covered by landline
broadband. According to official information from mobile operators,4 3G services are available to
almost 90 percent of the population, covering 85 percent of the country. The total number of
mobile broadband subscribers in Armenia is about 210,000, in addition to 195,000 landline
connections, accounting for approximately 45 percent of households or 13 percent of the
population.5 The number of dial-up connections in Armenia has rapidly decreased during the last
five years and by the end of 2012 there were fewer than 2,500 users.

Strong competition among the three primary mobile service providers and internet service
providers in Armenia has resulted in fair market prices for both wireless and landline broadband
services. ADSL connections with speeds of 1Mbps are available for $11 per month and the price for
a minimal volume (3GB) package of mobile broadband service costs $15 per month. Internet costs
are relatively high when compared to the minimum salary in Armenia, which is $§80 per month. At
the same time, considering that the average public utilities bill can vary from $50 to $100 in the
summer and $100 to $200 in the winter, the cost of internet access is affordable for the majority of
the population, whose average income is approximately $600 per month. Additionally, the
availability of free access points in the capital and almost all major cities makes internet services
accessible for the majority of the urban population.

From 2005 to 2010, a number of nonprofit and community organizations implemented a series of
projects aimed at establishing free public internet access centers. In particular, Project Harmony
connected all Armenian schools to the internet with financial support from the U.S. State
Department, Open Society Institute, and later from the World Bank.® Currently, this project is
funded from the state budget. Another large-scale internet connectivity project has been
implemented by the UNDP mission in Armenia. Recently, the municipality of Yerevan launched
free public internet access points that are available throughout a significant portion of the city, in
addition to universities and schools. Mobile operators also provide limited access in public spaces
such as cafes and public transportation. Public access centers have now been launched in 11 cities,
the centers of each of the Armenia’s administrative districts (marzes).’

In practice, the Armenian government and the telecommunication regulatory authority, the Public
Services Regulation Commission (PSRC), do not interfere with or try to influence the planning of

3 MTS, “Internet Express Tariff Plans,” accessed July 30, 2013, http://mts.am/en/individual-customers/internet-and-tv/internet-
express-%284g%29/-internet-express-tariff-plan.

* This information was derived from reports published on several mobile operators’ websites, including MTS
(http://www.mts.am), Beeline (http://www.beeline.am), and Orange Armenia (http://www.orangearmenia.am).

® This number indicates only large screen (notebooks, netbooks, computers and tablets) service packages and does not include
small screen (mobile phones and smart phones) users of broadband connectivity.

6 Project Harmony, “Armenia School Connectivity Program,” accessed July 30, 2013, http://www.ph-int.org/what _we/pr58/.

” Armenian territorial divisions include 10 marzes and Yerevan, the capital of Armenia, which also has a status of marz.
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network topology. Operators plan and develop their networks without any coordination with
cither the government or the regulatory authority. Moreover, the regulatory authority requires
service providers to indicate any technological restrictions in their public offers. Armenian internet
users enjoy access to internet resources without limitation, including peer-to-peer networks, voice
and instant messaging services such as Skype and Google Talk, and popular social networks such as
Facebook, YouTube, and LiveJournal.

The regulatory authorities in Armenia primarily focus on companies with significant market power.
Armenia was one of the first post-Soviet countries to privatize telecommunication companies. In
1997, the incumbent Armenian operator was sold to a Greek state-owned company with a 13-year
monopoly on basic telephone and international data transmission services, including internet. In
2005, however, the Armenian government revised the incumbent’s license and granted a second
GSM license; by 2007, all exclusive rights of the incumbent had been abolished. Since then,
Armenian users can choose from three mobile service operators and more than 100 ISPs, though
analysis of service providers’ official reports shows that the five leading operators together control
approximately 90 percent of the internet market.

Armenian legislation requires that providers obtain a license for either the provision of internet
services or the operation of a telecommunication network.® Procedures for obtaining licenses
differ: a service license is obtained through a simplified licensing procedure (purchased for an
amount equivalent to approximately $250), while a network operation license requires verifying
the professional and technical capacity of the company and is issued six months after filing the
application with the regulatory authority. In 2012, the Armenian government undertook radical
reforms of the telecommunication regulatory framework to simplify the market entry procedures
of both network operation and services. According to the recently adopted Amendments to the
Law on Electronic Communication, service providers will no longer be required to obtain a license
but will simply need to notify the regulatory authority.9

Public access points such as cafes, libraries, schools, universities, and community centers are not
required to obtain a license for offering internet access unless they offer services for a fee. In
general, according to the Licensing Law, nonprofit entities are not required to obtain a license for
the provision of internet services regardless of their legal status.'® It is worth noting that both for-
profit and nonprofit service providers in Armenia enjoy free use of the low-energy Wi-Fi spectrum:
use of 2.4 GHz frequency does not require permission unless it exceeds 0.1 watts of power.
However, the use of 2.4 GHz for more powerful devices requires permission granted without
auction or tender, but taking into account electromagnetic compatibility with other devices in
range.

8 Article 15 of Law of the Republic of Armenia on Electronic Communication, adopted by the national assembly on July 8, 2005.
Public Services Regulatory Commission of the Republic of Armenia, “Law on Electronic Communication,”
http://psrc.am/en/?nid=69.

® Law of the Republic of Armenia on Changes and Amendments to the Law on Electronic Communication. Adopted on April 29,
2013, entered into the legal force on June 15, 2013. Official Bulletin No 05/29(969), June 5, 2013.

19 Article 43 of the Law of the Republic of Armenia on Licensing. Adopted by the National Assembly of the Republic of Armenia
on May 30, 2001 with several amendments from 2002-2012.

ARMENIA



FREEDOM ON THE NET 2013 m

Mobile telecommunication companies are granted a license through regular network operation
licensing procedures, but are also required to obtain permission for the use of radio frequencies,
which is usually granted through an open auction. An exception can be made if no alternative
applicant is interested in a particular frequency, or for frequencies and equipment that do not
interfere with other operators’ activities (such as radio relay communication). For cases in which an
entity applies for a non-auctioned frequency, the service provider is required to carry out a test for
electromagnetic compatibility.

The concept of an independent regulatory authority was implemented in Armenia in 2006 with the
adoption of the Law on Electronic Communication, which was developed with substantial expert
contribution from the World Bank, as well from U.S. and European Union consultants. Armenia
has chosen a multi-sector regulatory model in which there is one body, the PSRC, which is in
charge of the regulation of energy, water supply, and telecommunications services. The PSRC’s
authority, mechanisms of commissioners’ appointments, and budgeting principles are defined
under the Law on State Commission for the Regulation of Public Services.''

The members or commissioners of the PSRC are appointed by the President of the Republic of
Armenia according to the recommendations of the Prime Minister. Once appointed, a
commissioner can be dismissed only if he or she is convicted of a crime, fails to perform his or her
professional duties, or violates other restrictions in the law, such as obtaining shares of regulated
companies or missing more than five PSRC meetings. In cases of dismissal for professional failure,
the PSRC makes a decision and reports to the President of the Republic of Armenia for action. The
PSRC is accountable to the National Assembly in the form of an annual report, but the parliament
merely takes this report into consideration and cannot take any action.

One of the weakest provisions of the Armenian regulatory framework is the absence of term limits
for commissioners: every commissioner can be appointed multiple times, making his or her
appointment dependent on current political leaders. In practice, the regulatory bodies in Armenia
lack independence due to the strong dependence of the commissioners’ career on political
leadership of the country.12 For example, in 1995, the broadcasting license of the independent
television company A1+ was suspended for refusing to broadcast only pro-government material,
and in 2002 its broadcasting frequency was awarded to another company. Despite a ruling by the
European Court of Human Rights in 2008 which stated that the regulatory authority’s refusal to
reinstate the company’s broadcasting license amounted to a violation of freedom of information,
the license was never reinstated." In September 2012, A1+ began broadcasting on the airwaves of
Armnews. During this time, A1+ was nonetheless able to continue publishing news content on its
website.

" The Law on Public Services Regulation Commission was adopted by the National Assembly of the Republic of Armenia on
December 25, 2003.

2 There are three independent regulatory authorities in Armenia that are part of executive, but not a part of government.
These three authorities are the public utilities regulator, the broadcasting regulator, and the competition authority. There is
also a civil service commission, which, however, is different from the concept of independent regulatory bodies.

3 Case N032283/04, Meltex LTD and Mesrop Movsesyan vs. Armenia, June 7, 2008,

http://echr.coe.int/Documents/CLIN 2008 06 109 ENG 843572.pdf
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The Commission’s budget is formed in accordance with the Law on Public Service Regulation
Commission and is composed of licensing and regulatory fees that companies pay to the state
budget. The amount of regulatory fees is defined by the Commission in accordance with the
procedure set up under the relevant provision of the law. The Law on Electronic Communication
contains provisions guaranteeing the transparency of the decision-making procedures of the
Commission: all decisions are made during open meetings with prior notification and requests for
comments from all interested persons posted on the website.*

In spite of three well-established ICT-related nonprofit associations, self-regulation of the industry
is significantly underdeveloped in Armenia. The oldest nonprofit institution is the Internet Society
(ISOC), which is the national chapter of the worldwide ISOC network. At the early stage of
internet development in Armenia (1995 through 1998), ISOC Armenia was a primary internet
policy advocate and industry promoter. It served as a forum where internet service providers
discussed their problems, developed policy agendas, and resolved industry conflicts. However,
after the establishment of the independent regulatory authority, ISOC no longer plays a self-
regulating role as most industry disputes are filed with the PSRC . Nevertheless, ISOC continues to
maintain the registration of domain names, and in spite of lacking formal dispute resolution policies
(such as, for example, domain name disputes resolution procedures), it carries out the registry
function effectively with minimal influence from government authorities and the regulator.

The Armenian ICT market enjoys a liberal and non-discriminatory domain name registration
regime. ISOC Armenia registers domain names according to ICANN recommendations and best
practices. Although formally, members of the Armenian Internet Society are individuals, the
organization’s board is composed of service providers’ managers and in general, the Society’s policy
agenda is strongly influenced by the interests of traditional providers that started their business in

the mid-1990s.

Another well-established industry association is the Union of Information Technologies Enterprises
(UITE)." Though industry self-regulation is one of the main goals of the Union, so far it has not
developed any significant policies for industry regulation. Both ISOC Armenia and UITE are
founders of a third notable nonprofit institution, the ArmEx Foundation, which was established
with the sole purpose of creating a local data traffic exchange point. Other founders include leading
ISPs, mobile and landline telecommunication operators.

LIMITS ON CONTENT

The Armenian government does not consistently or pervasively block users’ access to content
online. The only significant case of internet filtering and blocking was recorded in March 2008
during post-elections events, immediately after clashes between an opposition rally and police

% Article 11 of the Law of the Republic of Armenia on Public Service Regulation Commission.
13 “YITE History,” Union of Information Technology Enterprises, accessed July 30, 2013, http://uite.org/en/about-us/uite-

history.
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resulted in at least eight people killed and hundreds of people injured. ' The government declared a
state of emergency and restricted certain media publications, including independent internet news
outlets. The security services demanded that the Armenian domain name registrar suspend the
domain names of opposition and independent news sites, and requested that ISPs block certain
outside resources, such as some opposition pages on social network platforms (particularly
LiveJournal, which was the most popular social network used by opposition and civil society
activists for blogging and reporting). Armenian authorities were strongly criticized by international
observers for their reaction to the post-elections crisis, including the restriction of the access to
internet resources.'” After the events of 2008, Armenian authorities have been very careful
regarding restrictions on internet access and no instances of politically-motivated filtering or

blocking have been recorded since that time.

In spite of the fact that according to Article 11 of the Law on Police,'® law enforcement authorities
have the right to block particular content to prevent criminal activity, in practice, such blocking
cases have been limited to locally-hosted, illegal content such as illegal pornography and copyright-
infringing materials. Service providers involved in the transferring or provision of technical access
to illegal resources (such as child pornography, propaganda of crime or cyberterrorism) are not
liable for content they make available to their customers provided that they have no prior
knowledge of the content. Any decision of a law enforcement body to block particular content can
be challenged in court by the resource or content owners, and if the court rules that the measure
was illegal or unnecessary, the resource and content owners may claim compensation. Additionally,
Armenia is a member of the European Human Rights Convention; therefore, any such decision can
also be challenged at the European Court of Human Rights.

Currently, self-censorship is not a widespread practice online. The Armenian government and
ruling political elite have avoided the application of any extralegal measures to prevent political
opponents or independent internet resources from publishing particular online content. However,
similar to traditional media outlets such as television or printed press, Armenian internet news
resources are exposed to political pressure. In some cases, for example, journalists of a particular
online media outlet are not allowed to deviate from the editorial policy of the outlet, which is often
linked to one of the political parties. Such pressure has the potential to affect the overall situation of
freedom of speech in the country, but it is worth noting that online publishers and individual
bloggers strongly resist self-censorship. Indeed, there is a wide diversity of opinion in social media
and virtual battles between pro- and anti-government bloggers are often observed. A variety of
independent and opposition web resources provide Armenian internet audiences with politically

16 Reports on the number of people killed vary; according to the official report from the Council of Europe, eight people were
killed. “Special Mission to Armenia,” Council of Europe Commissioner for Human Rights, March 12-15, 2008,
https://wcd.coe.int/ViewDoc.jsp?id=1265025.

17 “0bservation of the Presidential Election in Armenia,” Parliamentary Assembly of the Council of Europe, February 19, 2008,
http://www.assembly.coe.int/ASP/Doc/XrefViewHTML.asp?FilelD=11961&Language=EN.

1 According to the Article 11 of the Law of the Republic of Armenia on Police (adopted on 16 April 2001, Official Bulleting No
15(147) of 31 May 2001) the police authorities have a general obligation to undertake measures to prevent crime.
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non-biased, neutral, or oppositional opinions, and there are only a few state-owned media

. . .. 19
enterprlses in Armenia.

The Armenian government is very cautious about media freedom issues and tries to avoid direct
pressure that may raise criticism from international organizations and local civil society activists.
However, both the ruling political elite and the opposition party do have some influence over
traditional and new media outlets. According to accounts from media professionals and civil society
activists, most media outlets are either linked with a particular political party or periodically
receive financial support from politicians, aside from two or three online media resources funded
by foreign and international donor organizations.20 However, the extent to which this has a direct

influence over the content of these media outlets cannot be easily assessed.

The financial model of Armenian online news resources is very similar to the model of the
traditional print and broadcast media, in that the political elite may lend support to certain outlets
through the channeling of advertising of government-loyal businesses. At the same time, websites
such as the A1+ news editorial (Alplus.am) and Lragir Daily (Lragir.am), both of which publish
articles that are critical of the government, are quite popular and have been able to survive
economically. There are neither formal nor practical barriers to receiving domestic or foreign aid
or advertisements, but foreign financial support is usually limited to modest grants and foreign
advertisers are usually not interested in the Armenian media market. A significant part of
advertising comes from mobile operators, car dealers, and consumer electronics sellers.

Armenian telecommunication regulations conform to the principles of technological neutrality,
meaning that regulations address legal issues rather than the use of a particular technology, service
type, or conditions. Naturally, some laws and regulations contain recommendations or applicable
standards, but there are no technology restrictions on bandwidth, protocols, or routing.

The emergence of online media has caused a significant increase in journalistic activities in Armenia.
Armenian media has traditionally been economically unsustainable due to the limited audience, high
operational costs, and small advertising market. Even at the peak of media production in Armenia,
daily newspapers usually published around 5,000 copies per day and few weekly outlets had more
than 10,000 readers.”’ The audience for television and radio was larger, but still limited to the
leading producers: five of the almost thirty television channels accounted for 76 percent of
viewers.”” Early online news outlets such as A1+ enjoyed significant growth in the number of daily
visitors during the first few years of production.

Armenian online news resources started growing from 2001 to 2005 when internet service became

relatively affordable. However, the main increase in production of online content—particularly

Y The only state owned newspaper is Hayastani Hanrapetutyun (“Republic Armenia”), which publishes governmental and
private announcements and the Official Bulletin (also publishes the Bulletin of Government). There is also a news website for
publishing general announcements and procurement information of the government, www.azdarar.am.

% Based on interviews carried out with representative of Internews Armenia and the Center for Information Law and Policy.
1 1996-1998 could be referred to as a peak of Armenian post-Soviet print press production according to press activities and
establishment of new press enterprises. Afterward the development of both television and press slowed down significantly.
22 AGB Nielsen Media Research, Armenia, 2011, http://www.agbnielsen.am/.
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video and audio content—started in 2008 after the liberalization of the market and the decrease in
the cost of broadband. Today, there are at least 30 leading online news outlets collecting more than
20,000 daily visitors—four times more than the leading press outlet—and covering political,
economic, and social issues. Since 2011, Armenia has seen the emergence of Armenian-language
online television programs. Although online video news services are still underdeveloped and
underused in Armenia, the public’s interest toward online video content is growing, and today at
least two leading web resources, Civilnet.am and Azatutyun.am, offer on-demand video news and
live-air reporting on major political and social events.

As of May 2013, there were more than 225 online media outlets and traditional media webpages
registered in Armenia.”? Generally speaking, there are no formal or technical restrictions to
accessing different internet resources with diverse opinions. However, the extent to which a
particular news resource is well-known often depends on the financial support it receives. In other
words, despite the ability to access different outlets, choice is often predetermined by the ratings
and popularity of a given media outlet, which depend on investments that are usually political in
nature.

The majority of the population uses the internet mainly for social networking and as a less-
expensive alternative for voice and visual communication with relatives abroad. While those who
use the internet in Armenia mainly visit news websites or social networks, given the overall low
levels of daily internet use among the Armenian population, most Armenians still receive their
news from television programs.24 Nevertheless, the population’s interest toward internet news
resources is growing, and the number of visitors to the leading news websites exceeds the number
of the leading newspapers’ readers.” Print copies of the leading Armenian newspapers—Aravort,
Hraparak, and Iravunk—usually do not exceed 5,000 issues, whereas online news websites collect
more than 50,000 unique visitors per day. At the same time, the audience for television and radio is
still larger than that of online news and video programming due to the absence of unified technical

. 26
solutions.

Armenian online communities, especially blogs, are highly politicized and are likely to respond to
most political events. During the last three years, social media—Facebook in particular—has been
actively used for political and civil mobilization by the opposition and civil society activists. For
example, environmental activists have used internet resources for environmental alerts such as
forest cutting or illegal construction in green arecas.”’ Another positive example of online
mobilization is the iDitord (iObserver) project, a crowdsourced election monitoring project

2 «Armenian web resources rating,” Circle.am, accessed June 26, 2013, http://circle.am/?cat=news&for=today&by=visits.

** Most of the top 10 websites in Armenia are either online news services or television news video portals. “Armenian web
resource ratings,” Circle.am, accessed July 30, 2013, http://circle.am/.

%5 «Armenian web resource ratings,” Circle.am.

% According to interviews with Armenian media and telecommunication experts, such as the staff at Internews Armenia and
the Center for Information Law and Policy, there are two major obstacles for penetration of online video and television:
legislative barriers preventing telecommunication operators with foreign capital from carrying out broadcasting activities, and
the lack of unified technical solutions for IPTV subscriptions.

7 «save the trees: trees without borders,” accessed July 30, 2013, http://kanach.am/.
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launched in advance of the May 2012 parliamentary elections.”® The website received more than
1,000 reports from citizens, NGOs, and political parties, mostly related to bribes, problems with
the activities of local electoral commissions, violations of advertisement laws, and mistakes in
electoral lists. The police and the Central Electoral Commission officially responded to some
reports and claimed that others were not confirmed or were misinformed. In contrast, mobile
phones (bulk SMS or voice messages) are not used during political campaigns due to the limited
peak capacity of networks.

VIOLATIONS OF USER RIGHTS

Article 27 of the Constitution of the Republic of Armenia guarantees freedom of speech
irrespective of the source, person, and place. The right to freedom of speech declared in the
constitution is universal and applicable to both individuals and media editorials. In 2005, Armenian
media legislation changed significantly with the adoption of the Law of the Republic of Armenia on
Mass Media” (also referred to as the Media Law). One the most positive changes in Armenian
media legislation was the adoption of unified regulation for all types of media content irrespective
of audience, technical means, and dissemination mechanisms. The Television and Radio Law
contains additional requirements toward content delivery, but it does not regulate news delivery
and only addresses the issues of broadcasting erotic and horror programs, as well as the time frame
for advertising, the mandatory broadcast of official communications, and the rules on election
coverage and other political campaigns. Content delivered thorough a mobile broadcasting platform
or the internet are not subject to specific regulation.

Armenian criminal legislation grants journalists protection of their professional rights. According to
Article 164 of the Criminal Code of the Republic of Armenia, “hindrance to the legal professional
activities of a journalist, or forcing the journalist to disseminate information or not to disseminate
information, is punished with a fine in the amount of 50-150 minimal salaries, or correctional labor
for up to 1 year. The same actions committed by an official abusing one’s official position, is
punished with correctional labor for up to 2 years, or imprisonment for the term of up to 3 years,
by deprivation of the right to hold certain posts or practice certain activities for up to 3 years.”
However, neither criminal law nor media legislation clearly defines who qualifies as a journalist,
whether he or she must be an employee of a media outlet, or if he or she could be an individual or

freelance reporter or a blogger.

In 2010, Armenia abolished criminal liability for insult and slander’' and introduced the concept of
moral damage compensation for public defamation.’” However, even before these amendments, no

28 «“Armenian elections monitoring: Crowdsourcing + public journalism + mapping,” Internews, August 28, 2012,

https://innovation.internews.org/blogs/armenian-elections-monitoring-crowdsourcing-public-journalism-mapping.

» The Law of the Republic of Armenia on Mass Media. Adopted by National Assembly on December 13, 2003. Official Bulletin
29 January 2004 No 29/6(25).

30 Article 164, Criminal Code of the Republic of Armenia as amended on January 6, 2006.

31 Official Bulletin of the Republic of Armenia 2 May 2003, No 25(260).

32 Concept of compensation for moral damage caused by defamation was introduced by adding Article 1087.1 to the Civil Code
of the Republic of Armenia. Official Bulletin of the Republic of Armenia 23 June 2010 No 28(762).

ARMENIA



FREEDOM ON THE NET 2013 m

criminal cases against journalists were recorded since the adoption of a new criminal code in 2003.
Defamation is widely used by Armenian politicians to restrict public criticism, but it has not
necessarily been used to combat oppositional viewpoints or media independence. However, the
principle of requiring politicians to be more tolerant of public criticism is not a widely adopted
legal practice in Armenia.

Since 2003, when the concept of cybercrime was first introduced in the Armenian criminal code,
criminal prosecution for crimes such as illegal pornography or copyright infringements on the
internet demonstrates that Armenian law enforcement authorities follow the best practices of the
European legal system, and neither service providers nor hosting service owners have been found
liable for illegal content stored on or transmitted through their system without their actual
knowledge of such content. Armenia is a signatory to the Council of Europe’s Convention on
Cybercrime and further development of Armenian cybercrime legislation has followed the

principles declared in the Convention.

Armenian criminal legislation also prohibits the dissemination of expressions calling for racial,
national, or religious enmity, as well as calls for the destruction of territorial integrity or the
overturning of legitimate government or constitutional order.* Libeling or insulting an official has
not been criminally prosecuted since 2008, when the relevant provision of the criminal code was
excluded. As mentioned previously, the Armenian legal system is based on the principle of
universality, meaning that laws are applicable online as they are offline. Therefore, all crimes
conducted on the internet are prosecuted similarly to those that are conducted elsewhere.
Regarding liability for content published on websites hosted in other jurisdictions, Armenian legal
theory and practice follows the principle of “place of presence,” meaning that the person is liable if

he or she acts on the territory of that country.

So far no cases have been recorded of imprisonment or other criminal sanctions or punishments for
individuals accessing or disseminating information online. However, cases of civil liability, such as
moral damages compensation for defamation, have been recorded several times.>* The downloading
of illegal materials or copyrighted publications is not prosecuted under Armenian legislation unless
it is downloaded and stored for further dissemination, and the intention to disseminate must be
proved.

Anonymous communication is not prohibited in Armenia; however, it is up to the website
administrator to allow or prohibit anonymous communication to or from a resource. No
registration is required for bloggers and online media outlets, though tax authorities may question
bloggers or media outlets on revenue-related issues (advertisements or paid access). The use of

encryption software by individuals or corporate users is not prohibited. However, the use of proxy

33 Cybercrime was defined under the new Criminal Code of the Republic of Armenia, adopted on April 18, 2003. The first
prosecution case for the dissemination of illegal pornography via the internet was recorded in 2004.

3 Articles 226 and 301 of the Criminal Code of the Republic of Armenia.

s “Demanding Financial Compensation from Armenian News Outlets is Becoming Trendy,” Media.am, March 3, 2011,
http://media.am/en/media-attacks.
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servers is not that common, due to the fact that since 2008, internet users have not faced significant
problems with website blocking and traffic filtering.

The collection of an individual’s personal data by the government is allowed only in accordance
with a court decision in cases proscribed by the law. The monitoring and storing of customers’ data
is illegal unless it is required for the provision of services. Personal data can be accessed by law
enforcement bodies only in accordance with a court decision; however, in most cases courts usually
support requests from law enforcement bodies for data retention. Law enforcement bodies usually
file motions on data retention while investigating crimes; however, motions must be justified, and
if not, the defense attorney may insist on the exclusion of evidence obtained as a result of such
action.

Armenian legislation does not require access and hosting service providers to monitor transmitted
traffic or hosted resources. Moreover, the Law on Electronic Communication allows operators and
service providers to store only data required for correct billing. Cybercafes and other access points
are not required to identify clients, or to monitor or store their data and traffic information.

Cases of physical violence towards online journalists or other staff have not been recorded, though
such cases have happened with journalists from traditional media outlets.

DDoS attacks were not prevalent in Armenia until the start of the campaign period for the 2012
parliamentary elections. Blognews.am, an Armenian blogosphere aggregator, was attacked on the
morning of April 20, 2012. Later, the iDitord.org website that covered election violations suffered
from a DDoS attack. As a result, iDitord.org went down for several hours on the day of polling;
however, as a result of external DDoS mitigation services, the website was able to resume normal
functioning after four hours of inaccessibility while attacks continued. The culprits of the DDoS
attack are still unknown. Interestingly, during election day, iDitord was the only Armenian web
site which came under DDoS attack.* Additionally, during the presidential election on February
18, 2013, the opposition media website Galatav.am suffered from a DDoS attack.’

* “DDoS attacks becoming customary in Armenia?” Media.am, May 8, 2012, http://m.media.am/en/DDos-attacks-on-websites.

37 m\Website of Gala TV undergoes DDoS attack,” Arminfo, February 18, 2013, http://arminfo.am/index.cfm?objectid=A313ACEOQ-
79EA-11E2-83EBF6327207157C.
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® Broadband access continued to expand for online users as the National Broadband
Network reached more rural and remote communities (see OBSTACLES TO ACCESS).
Concerns over ISP filtering practices continued, as it was revealed that a number of
legitimate websites were accidentally blocked by ISPs who were trying to limit access to
a fraudulent website with the same IP address (see LIMITS ON CONTENT).

Australia’s accession to the Council of Europe’s Convention on Cybercrime in 2012

raised concerns about additional requirements in the Australian legislation for ISPs to

monitor and store user data, especially in regard to the requirement to comply with
foreign preservation notices (see VIOLATIONS OF USER RIGHTS).
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INTRODUCTION

Australia enjoys affordable, high-quality access to the internet and other digital media, and this
access has continued to expand over the past few years with the rollout of the National Broadband
Network. However, recent amendments to surveillance legislation and proposals to implement
censorship through directives to internet service providers (ISPs) have raised concerns about
privacy and freedom of expression.1 Although not currently law, there have been a number of
proposals put forward on data retention, surveillance, and filtering in the course of the last two
years.

Additionally, in late 2012 Australia acceded to the Council of Europe’s Convention on Cybercrime,
which brought into effect a number of obligations for ISPs to monitor, preserve, and store user
data. However, the Australian legislation goes beyond the requirements set out in the Convention
by requiring longer retention timelines for foreign preservation notices, and requiring ISPs to
cooperate with any serious crime being investigated in Australia or overseas.

OBSTACLES TO ACCESS

In 1989, Australia’s Academic and Research Network (AARNet) made the country’s first internet
connection with a 56 Kbps satellite link between the University of Melbourne and the University of
Hawaii.’ Today, the same connection to the United States is 200,000 times faster, and with the
development of the high-speed National Broadband Network (NBN) in 2012,% all Australians,
including those in more remote areas, will soon have access to an internet connection with a peak
speed of at least 12 Mbps for its mixed network (fiber, wireless and satellite technology), while the
fiber product will offer speeds from 100 Mbps to 1 Gbps.*

Australia has an internet penetration rate of approximately 82 percent as of December 2012,
according to the International Telecommunication Union.” There were 12.2 million internet
subscribers in Australia in December 2012 (excluding internet connections enabled through mobile
phone handsets) and 17.4 million mobile handset subscribers.® The internet penetration rate is

T The 2012 rating for Australia was adjusted on the basis of updated scoring guidelines to best convey changes over time.
YFora comprehensive overview of the legislative history of censorship in Australia see Libertus.net, “Australia’s Internet
Censorship System,” accessed June 2010, http://libertus.net/censor/netcensor.html. See also Australian Privacy Foundation,
accessed June 2010, http://www.privacy.org.au.

2 Australia’s Academic and Research Network (AARNet), “AARNet Salutes the 20th Anniversary of the Internet in Australia,”
news release, November 26, 2009, http://www.aarnet.edu.au/Article/NewsDetail.aspx?id=173;

Roger Clarke, “A Brief History of the Internet in Australia,” May 5, 2001, http://www.rogerclarke.com/Il/OzlIHist.html;

Roger Clarke, “Origins and Nature of the Internet in Australia,” January 29, 2004, http://www.rogerclarke.com/I11/0z104.html.
® Australian Government, Department of Broadband, Communications and the Digital Economy, “National Broadband
Network,” accessed March 2012, http://www.dbcde.gov.au/broadband/national broadband network.

* NBN Co., “National Broadband Network,” accessed January 10, 2013, http://bit.ly/16U3Qut.

® International Telecommunication Union, “Percentage of Individuals Using the Internet,” accessed July 15, 2013,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx

® Australian Bureau of Statistics, “Internet Activity, Australia,” December 2012, http://bit.ly/18eYL3I.

AUSTRALIA



FREEDOM ON THE NET 2013

expected to steadily increase with the implementation of the NBN, which includes expanded
wireless and satellite services in rural communities. Although internet access is widely available in
locations such as libraries, educational institutions, and internet cafes, Australians predominantly
access the internet from home, work, and increasingly through mobile phones.

Access to the internet and other digital media is widespread in Australia. Australians have a number
of internet connection options, including ADSL, ADSL 2+, wireless, cable, satellite, and dial-up.7
Wireless systems can reach 99 percent of the population, while satellite capabilities are able to
reach 100 percent. While the internet service provided by these systems can be slow, the expansion
of the NBN means that all Australians will have access to high internet speeds. Major ISPs such as
Telstra offer financial assistance for internet connections to low-income families.® The phasing out
of dial-up continues, with nearly 90 percent of internet connections now provided through other
means. Once implemented, the NBN will eliminate the need for any remaining dial-up connections
and make high-speed broadband available to Australians in remote and rural areas.’

Age is a significant indicator of internet use, with 69 percent of Australians between the ages of 18
and 24 accessing the internet at home on a daily basis and 75 percent of people 15 years or over
reporting having used the internet over a 12 month period. 10 By contrast, only 31 percent of those
65 years and over had used the internet in the same 12 months. 1

Approximately 50 percent of Aboriginal and Torres Strait Islanders living in discrete indigenous
communities (i.e. not major cities) have access to the internet, with 36 percent having internet
access in the home.'” In remote indigenous communities, 63 percent of the population had taken up
mobile phone services in 2004." However, not all indigenous communities have mobile phone
coverage; the overall mobile phone penetration rate in Aboriginal communities is unknown.

Australia has a mobile phone penetration rate of 106 percent, with many consumers using more
than one SIM card or mobile phone.' Third generation (3G) mobile services are the driving force
behind the recent growth, with 24.3 million mobile subscriptions operating in 201 2.b

7 Australian Communications and Media Authority (ACMA), Communications Report, 2008—09 (Canberra: ACMA, 2009),
http://www.acma.gov.au/webwr/ assets/main/lib311252/08-09 comms_report.pdf.

Australian Communications and Media Authority (ACMA), Communications Report, 2010-11 (Canberra: ACMA, 2011),
http://www.acma.gov.au/webwr/ assets/main/lib410148/communications report 2010-11.pdf.

& Telstra, Telstra Sustainability Report 2011, accessed March 2013, http://bit.ly/1dPRUQw.

® Australian Government National Broadband Network, “NBN Key Questions and Answers,” accessed June 2010.
http://www.nbn.gov.au/content/nbn-key-questions-and-answers-fags.

10 pustralian Bureau of Statistics, “Online @ Home,” accessed March 2012, http://bit.ly/mnrliG.

" Ibid.

12 Australian Bureau of Statistics, “Internet Access at Home,” accessed October 2010,
http://www.abs.gov.au/AUSSTATS/abs@.nsf/Lookup/4102.0Chapter10002008. For a comprehensive report on indigenous
internet use and access, see ACMA, Telecommunications in Remote Indigenous Communities (Canberra: ACMA, 2008),
accessed June 2010, http://www.acma.gov.au/WEB/STANDARD/pc=PC 311397.

13 Australian Communications and Media Authority (ACMA), Communications Report, 2008-2009 (Canberra: ACMA, 2008-2009),
http://www.acma.gov.au/webwr/ assets/main/lib311252/08-09 comms report.pdf. There is no equivalent data on
indigenous communities in the more recent 2011-2012 report.

% International Telecommunication Union, “Mobile-cellular telephone subscriptions,” accessed July 15, 2013,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
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Internet access is affordable for most Australians. The government subsidizes satellite phones and
internet connections for individuals and small businesses in remote and rural areas, where internet

affordability is not comparable to that in metropolitan areas.'®

The government has adopted a strong policy of technological neutrality, also referred to as net
neutrality. There are no limits to the amount of bandwidth that ISPs can supply. While the
government does not place restrictions on bandwidth, ISPs are free to adopt internal market
practices of traffic shaping. Some Australian ISPs and mobile service providers practice traffic
shaping (also known as data shaping) under what are known as fair-use policies. If a customer is a
heavy peer-to-peer user, the internet connectivity for those activities will be slowed down to free
bandwidth for other applications. 17

Like most other industrialized nations, Australia hosts a competitive market for internet access,
with 81 medium-to-large ISPs as of June 2012, as well as a number of smaller ISPs."* Many of the
latter are “virtual” providers, maintaining only a retail presence and offering end users access
through the network facilities of other companies; these providers are carriage service providers
and do not require a license."’ Larger ISPs, which are referred to as carriers, own network
infrastructure and are required to obtain a license from the Australian Communications and Media
Authority (ACMA) and submit to dispute resolution by the Telecommunications Industry
Ombudsman (TIO).* Australian ISPs are co-regulated under Schedule 7 of the 1992 Broadcasting
Services Act (BSA), meaning there is a combination of regulation by the ACMA and self-regulation
by the telecommunications industry.21 The industry’s involvement consists of developing industry
standards and codes of practice.”’

The ACMA is the primary regulator for the internet and mobile telephony, and is responsible for
enforcing Australia’s anti-spam law.” Tts oversight is generally viewed as fair and independent,
though there are some transparency concerns with regard to the classification of content. Small
businesses and residential customers may file complaints about internet, telephone, and mobile-
phone services with the TIO,** which operates as a free and independent dispute-resolution service.

13 Australian Communications and Media Authority (ACMA), Communications Report, 2011-2012 (Canberra: ACMA, 2001-2012),
http://www.acma.gov.au/webwr/ assets/main/lib550049/comms report 2011-12.pdf. The Report was tabled to Parliament
and released on Dec. 1, 2012.

'8 Rural Broadband, “Welcome,” accessed June 2010, http://www.ruralbroadband.com.au.

17 Telstra, 19.

'8 Australian Bureau of Statistics, “Internet Activity, Australia, June 2012,” http://bit.ly/R9RsDo.

1% Australian Bureau of Statistics, “Internet Activity, Australia, Dec. 2009.”, http://bit.ly/1fRWQpZ.

0 Australia Communications and Media Authority, “Carriage & Service Provider Requirements, accessed March 2013,
http://www.acma.gov.au/WEB/STANDARD..PC/pc=PC 1622.

2 Australian Communications and Media Authority Act 2005, http://bit.ly/16U44mm;

Broadcasting Services Act 1992, http://www.austlii.edu.au/au/legis/cth/consol act/bsa1992214/;

ACMA, “Service Provider Responsibilities,” accessed June 2010, http://www.acma.gov.au/WEB/STANDARD/1001/pc=PC 90157.
2 Chris Connelly and David Vaile, “Drowning in Codes: An Analysis of Codes of Conduct Applying to Online Activity in Australia,”
Cyberspace Law and Policy Centre, March 2012, http://cyberlawcentre.org/onlinecodes/report.pdf.

2 ACMA, “The ACMA Overview,” accessed March 2012, http://www.acma.gov.au/WEB/STANDARD/pc=ACMA ORG OVIEW;
ACMA, “About communications & media regulation,” accessed March 2012,
http://www.acma.gov.au/WEB/STANDARD/pc=PUB REG ABOUT.

% Telecommunications Industry Ombudsman, accessed March 2012, http://www.tio.com.au.
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Australian law does not currently provide for mandatory blocking or filtering of websites, blogs,
chat rooms, or platforms for peer-to-peer file sharing. Access to online content is far-reaching, and
Australians are able to explore all facets of political and societal discourse, including information
about human rights violations. The ability to openly express dissatisfaction with politicians and to
criticize government policies is not hindered by the authorities, and complaints may be sent directly
to the Telecommunications Industry Ombudsman.” However, the legal guidelines and technical
practices by which ISPs filter illegal material on websites have raised some concerns in the past
year.

In 2010, the government proposed implementing a mandatory filtering system run through ISPs.”
Draft legislation was proposed under the Rudd Labour government, and then put aside during the
election in August 2010 when a minority government with Julia Gillard of the Labour Party came
to power. While the Gillard government had stated that they might introduce legislation on this
topic, there have been no formal proposals, bills, or further discussion on the matter since the
election. Another election was planned for September 2013, but has been cancelled due to Kevin
Rudd winning the Labour Party leadership vote, after which Gillard resigned and Rudd was sworn
in as Prime Minister. So far, there have not been any claims by either party to introduce mandatory
filtering. Despite the lack of mandatory filtering, ISPs still voluntarily block content from websites
that are on Interpol’s blacklist and that contain child pornography.

Controversy struck, however, in May 2013 when it was revealed that a number of legitimate
Australian websites not hosting any type of illegal or even controversial material had been blocked.
Investigations revealed that the Australian Security and Investment Commission was using an
obscure provision (section 313) of the Telecommunications Act to request that a fraudulent website
be blocked.?” The notice by ASIC to the ISPs specified an IP address that contained the fraudulent
website along with a number of legitimate websites, including that of Melbourne Free University.
This is the first known incident of ASIC using s.313 to issue notices to ISPs to block non-Interpol
material. The use of section 313 in this matter is highly contentious.

In addition, there are two systems in place that regulate internet content and place some
restrictions on what can be viewed online. Under the first system, material deemed by the ACMA
to be “prohibited content” is subject to take-down notices. The relevant ISP is notified by the
ACMA that it is hosting illicit content, and it is then required to take down the offending
material.”® Under the Broadcasting Services Act, the following categories of online content are

prohibited:

% |bid.

% Alana Maurushat, Renee Watt, “Australia’s Internet Filtering Proposal in the International Context,” Internet Law Bulletin 12,
no. 2 (2009); ACMA, “Service Provider Filtering”, http://www.acma.gov.au/scripts/nc.dlI?WEB/STANDARD/1001/pc=PC 90157
2 LeMay, R., “Interpol Filter Scope Creep: ASIC Ordering Unilateral Website Blocks” (May, 15, 2013), accessed July 16, 2014,
http://delimiter.com.au/2013/05/15/interpol-filter-scope-creep-asic-ordering-unilateral-website-blocks/

2 |nternet Society of Australia, “Who Is an Internet Content Host or an Internet Service Provider (and How Is the ABA Going to
Notify Them?” accessed June 2010, http://www.isoc-au.org.au/Regulation/WhoisISP.html;
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® Any online content that is classified Refused Classification (RC) by the Classification Board,
including real depictions of actual sexual activity; child pornography; depictions of
bestiality; material containing excessive violence or sexual violence; detailed instruction in
crime, violence, or drug use; and material that advocates the commission of a terrorist act.

¢ Content that is classified R 18+ and not subject to a restricted access system that prevents
access by children, including depictions of simulated sexual activity; material containing
strong, realistic violence; and other material dealing with intense adult themes.

e Content that is classified MA 15+, provided by a mobile premium service or a service that
provides audio or video content upon payment of a fee and that is not subject to a restricted
access system, including material containing strong depictions of nudity, implied sexual
activity, drug use, or violence; very frequent or very strong coarse language; and other

material that is strong in impact.29

To date, there have not been any problems with this system of take-down notices being applied to
videos, films, literature, or similar material with information of political or social consequence. In
addition, the government’s general disposition is to allow adults unfettered access to R 18+
materials while protecting children from exposure to inappropriate content.

Under the second system, the ACMA may direct an ISP or content service provider to comply with
the Code of Practice developed by the Australian Internet Industry Association (IIA) if the regulator
decides that the provider is not already doing so. Failure to comply with such instructions may
draw a maximum penalty of AUD 11,000 (approximately USD 11,500) per day. Other regulatory
measures require ISPs to offer their customers a family-friendly filtering service.” This practice is
known as voluntary filtering, since customers must select it as an option.

RC content, including many forms of adult pornography, is generally not unlawful to use, access,
possess, or create in Australia merely by virtue of its RC status. Only material that is otherwise
legislatively criminalized, such as material depicting child abuse and certain terrorism-related
content, is unlawful. Moreover, Australia has no X 18+ or R 18+ category for video and computer
games. This means that extremely violent video games beyond the MA 15+ classification level are
necessarily categorised as RC.*" The 1995 Classification Act and the 1992 Broadcasting Services Act
were amended in 2012 to now include an R 18+ category for video games. The laws entered into
force on January 1, 2013. In the past, the lack of an R 18+ classification for video games led to
some peculiar results with games such as Aliens vs. Predators initially given an RC classification which

Internet Industry Association, “Guide for Internet Users,” March 23, 2008, http://bit.ly/1hfYKP7.

29 ACMA, “Prohibited Online Content,” accessed June 2010, http://www.acma.gov.au/WEB/STANDARD/pc=PC_90102.

* Internet Industry Association (lIA), Internet Industry Code of Practice: Content Services Code for Industry Co-Regulation in the
Area of Content Services (Pursuant to the Requirements of Schedule 7 of the Broadcasting Services Act 1992), Version 1.0, 2008,
http://www.acma.gov.au/webwr/aba/contentreg/codes/internet/documents/content services code 2008.pdf

31 Libertus.net, “Australia’s Internet Censorship System,” http://libertus.net/censor/netcensor.html.
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was later amended to M 15+.> When a game is classified as RC, often the developer will slightly
modify the game to ensure it receives either an R 18+or an M 15+ ranking.Z’3

The classification system suffers from a lack of transparency; the ACMA does not inform Australian
content owners when it issues a take-down notice, and there is no mechanism available for owners
or creators to challenge the classification of RC content. Only the ISP or similar intermediary
hosting the material may bring a challenge to the Administrative Appeals Tribunal (AAT). In
February 2012, the Australian Law Reform Commission released their report on the introduction
of a new classification scheme, with recommendations as to how the classification scheme should be
amended and clarified.’* However, none of the report’s recommendations are currently being
considered by Parliament, and legislation is not expected to be introduced in 2013.

There are no examples of online content manipulation by governments or partisan interest groups.
Journalists, commentators, and ordinary users are not subject to censorship so long as their content
does not amount to defamation or breach criminal laws, such as those against hate speech or racial
vilification.®* Nevertheless, the need to avoid defamation and, to a lesser extent, contempt of court
has been a driver of self-censorship by both the media and ordinary users (see “Violations of User
Rights”). For example, narrowly-written suppression orders are often interpreted by the media in
an overly broad fashion so as to avoid contempt of court Charges.36

Aside from the restrictions on prohibited content, the incitement of violence, racial vilification, and
defamation, Australians have access to a broad choice of online news sources that express diverse,
uncensored political and social viewpoints. Individuals are able to use the internet and other
technologies both as sources of information and as tools for mobilization. In August and September
of 2012, Australians vocalized their opinions about the Attorney-General’s proposal regarding data
retention and the introduction of surveillance mechanisms that would store users’ online and
mobile phone communications for two years. The proposal was immensely unpopular with the
industry, civil liberties groups, and general consumers. Groups such as Getup! encouraged
Australians to send e-mails and twitter messages to Nicola Roxon, the Attorney-General, to voice
their concerns over the proposal. As a result of the immense unpopularity of the data retention
proposal, Roxon released a video on YouTube in which she attempted to clarify some of the key
aspects of the proposal that had been criticized.?’

32 pustralian Government — Classification Review Board 2009, Alien vs. Predator — Review Board Decision Reasons, accessed
March 2013, http://www.classification.gov.au/About/Documents/Review%20Board%20decisions/DecisionReasons-
AliensvsPredator-Final-4January2010.pdf.

B See generally Andy Chalk, “OFLC reveals changes to Australian Fallout 3,” The Escapist, 13 August 2000,
http://www.escapistmagazine.com/news/view/85646-OFLC-Reveals-Changes-To-Australian-Fallout-3.

** Australian Law Reform Commission Report 118, “Classification-Content Regulation and Convergent Media” February 2012,
http://www.alrc.gov.au/sites/default/files/pdfs/publications/final report 118 for web.pdf.

% Jones v. Toben [2002] FCA 1150 (17 September 2002), http://www.austlii.edu.au/au/cases/cth/FCA/2002/1150.html.

% Nick Title, “Open Justice — Contempt of Court” (paper presentation, Media Law Conference Proceedings, Faculty of Law, The
University of Melbourne, February 2013).

* Delimiter, “Roxon Makes Plea on YouTube,” September 11, 2012, http://delimiter.com.au/2012/09/11/data-retention-roxon-
makes-youtube-plea/.
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Advanced web applications like the social-networking sites Facebook and MySpace, the Skype
voice-communications system, and the video-sharing site YouTube are neither restricted nor
blocked in Australia. Digital media such as blogs, Twitter feeds, Wikipedia pages, and Facebook
groups have been harnessed for a wide variety of purposes ranging from elections, to campaigns
against government corporate activities, to a channel for safety-related alerts where urgent and
immediate updates were required. ™

VIOLATIONS OF USER RIGHTS

While online users in Australia are generally free to access and distribute materials online, free
speech is limited by a number of legal obstacles, such as broadly applied defamation laws and a lack
of codified free speech rights. Australia’s accession to the Council of Europe Convention on
Cybercrime on November 30, 2012, while putting the country in line with international legal
standards, also raised concerns because of the broader requirements under the Australian legislation
for ISPs to monitor user activities.

Australians’ rights to access internet content and freely engage in online discussions are based less in
law than in the shared understanding of a fair and free society. Legal protection for free speech is
limited to the constitutionally-implied freedom of political communication, which only extends to
the limited context of political discourse during an election.”” There is no bill of rights or similar
legislative instrument that protects the full range of human rights in Australia, and the courts have
less ground to strike down legislation that infringes on civil liberties. Nonetheless, Australians
benefit greatly from a culture of freedom of expression and freedom of information, further
protected by an independent judiciary. The country is also a signatory to the International

Covenant on Civil and Political Rights (ICCPR).

The Australian press, however, has consistently expressed concerns about a “culture of secrecy”
that continues to inhibit reporting.40 A 2007 report commissioned by Australia’s Right to Know
(ARTK), a coalition of media companies formed to examine free press issues, found that there
were over 350 pieces of legislation containing “secrecy” provisions to restrict media publications.*'
There are two significant secrecy laws that have a far-reaching impact on the media. The first is a
lack of federal legislation to protect whistleblowers. The second is a lack of shield laws in many
Australian states, which means that journalists are not shielded from having to disclose their sources
in a court proceeding. In cases where journalists do not disclose their sources, they are subject to

38 Digital media, for example, is readily used for political campaigning and political protest in Australia. See Terry Flew, “Not Yet
the Internet Election: Online Media, Political Content and the 2007 Australian Federal Election,”(2008) Media International
Australia Incorporating Culture and Policy, pp. 5-13. Also available at http://eprints.qut.edu.au/39366/1/c39366.pdf

39 Alana Maurushat, Renee Watt, “Australia’s Internet Filtering Proposal in the International Context,” Internet Law Bulletin 12,
no. 2 (2009).

0 David Rolph, Matt Vitins, and Judith Bannister, Media Law: Cases, Materials and Commentaries (South Melbourne: Oxford
University Press, 2010): 44.

* pustralia’s Right to Know, “Submission to the Australian Law Reforms Commission’s Review of Secrecy Laws” (2007)
http://www.australiasrighttoknow.com.au/files/docs/ALRC-Secrecy-Submission.pdf.
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liability and possible criminal sanction.” In October 2012, Independent Member of Parliament
Andrew Wilke introduced the Public Interest Disclosure (Whistleblower Protection) Bill. The bill
is consistent with past recommendations and committee outcomes recommending that
whistleblower protection be introduced at the federal level. The bill, if enacted, provides much
needed protection for those federal public sector employees who leak information about corrupt
practices. At this time there is no evidence to support whether leaking information occurs more
often via online communication as opposed to traditional media such as print or broadcast.

The Anti-Terrorism Act 2005 (Cth) revived laws against sedition and unlawful association. The
unlawful association provisions have been used widely since their enactment to ban several
organizations perceived to be potentially dangerous in terms of their links to violent acts.” The
sedition provisions, however, have not been used. Further, insults against government institutions
or officials would not fall within the sedition provisions.44

Australian defamation law has been interpreted liberally and is governed by legislation passed by the
states as well as common law principles.45 Civil actions over defamation are common and form the
main impetus for self—censorship,46 though a number of cases have established a constitutional
defense when the publication of defamatory material involves political discussion.*” Court costs and
stress associated with defending against suits under Australia’s expansive defamation laws have

caused organizations to leave the country and blogs to shut down.*

Under Australian law, a person may bring a defamation case to court based on information posted
online by someone in another country, providing that the material is accessible in Australia and that
the defamed person enjoys a reputation in Australia. In some cases, this law allows for the
possibility of libel tourism, in which individuals may take up legal cases in Australia because of the
more favorable legal environment regarding defamation suits. The right to reputation is generally
afforded greater protection in countries like Australia and the United Kingdom than the right of
freedom of expression. In Australia this is especially so as freedom of expression is limited to
political speech. While the United States and the United Kingdom have recently enacted laws to
restrict libel tourism, Australia is not currently considering any such legislation.

Social-networking companies such as Twitter and Facebook are finding themselves in Australian
courts under Australia’s defamation laws. Recently, television actress and producer Mariecke Hardy

* Irene Moss, Report of the Independent Audit into the State of Free Speech in Australia (Surry Hills, New South Wales:
Australia’s Right to Know Coalition, 2007), http://www.smh.com.au/pdf/folreport5.pdf.. See also LexMedia Australia,
“Journalist Shield Laws in Australia” (2010) http://www.lexmedia.com.au/2010/10/journalist-shield-laws.html#.UTfUOHNh2F8.
jj Andrew Lynch and George Williams, What Price Security? (UNSW Press: Sydney, 2006), 41-59.

Ibid.
3 Principles of online defamation stem from the High Court of Australia, Dow Jones & Company Inc v. Joseph Gutnick, [2002]
HCA 56.
4 Moss, 42.
*” Human Rights Constitutional Rights, “Australian Defamation Law,” http://www.hrcr.org/safrica/expression/defamation.html,
accessed June 2010.
8 Asher Moses, “Online Forum Trolls Cost me Millions: Filmmaker,” Sydney Morning Herald, July 15, 2009,
http://www.smh.com.au/technology/technology-news/online-forum-trolls-cost-me-millions-filmmaker-20090715-dl4t.html.
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wrongly named Melbourne resident Joshua Meggitt as the author of a hate blog.” Hardy tweeted
the defamatory comment, which was then retweeted by some of Hardy’s followers. In 2011,
Meggitt sued Hardy for defamation and reached a confidential settlement out of court. Then in
2012, Meggitt took further legal action against Twitter as the publisher of Hardy’s defamatory
tweet. Hardy has reached a confidential settlement out of court. There is no reported outcome yet
in the Twitter matter.

Users do not need to register to use the internet, nor are there restrictions placed on anonymous
communications. The same cannot be said of mobile phone users, as verified identification
information is required to purchase any prepaid mobile service. Additional personal information is
required for the service provider before a phone may be activated. All purchase information is
stored while the service remains activated, and it may be accessed by law enforcement and
emergency agencies providing there is a valid warrant.”’

Law enforcement agencies may search and seize computers, and compel an ISP to intercept and
store data from those suspected of committing a crime. Such actions require a lawful warrant. The
collection and monitoring of the content of a communication falls within the purview of the
Telecommunications (Interception and Access) Act 1979 (TIAA). Call-charge records, however,
are regulated by the Telecommunications Act 1997 (TA).”" It is prohibited for ISPs and similar
entities, acting on their own, to monitor and disclose the content of communications without the
customer’s consent.’> Unlawful collection and disclosure of the content of a communication can
draw both civil and criminal sanctions.”’> The TIAA and TA expressly authorize a range of
disclosures, including to specified law enforcement and tax agencies, all of which require a warrant.
ISPs are currently able to monitor their networks without a warrant for “network protection

duties,” such as curtailing malicious software and spam.”*

On August 22, 2012, the Australian Senate passed the Cybercrime Legislation Amendment Bill,
allowing Australia to accede to the Council of Europe Convention on Cy‘bercrime.55 Unlike that of
many other countries that have already ratified the convention, Australia’s legislation goes beyond
the treaty’s terms by calling for greater monitoring of all internet communications by ISPs. Under
the Convention, an ISP is only required to monitor, intercept, and retain data when presented with
a warrant, and only in conjunction with an active and ongoing criminal investigation restricted to
the areas in the Convention: child pornography, online copyright (intellectual property), online

* Michelle Griffin, “Man Sues Twitter over Hate Blog” Sydney Morning Herald, February 17, 2012,
http://www.smh.com.au/technology/technology-news/man-sues-twitter-over-hate-blog-20120216-1tbwg.html.

0 ACMA, “Pre-paid Mobile Services—Consumer Information Provision Fact Sheet,” accessed June 2010,
http://www.acma.gov.au/WEB/STANDARD/pc=PC 9079.

%1 Telecommunications Act 1997, Part 13, http://www.austlii.edu.au/au/legis/cth/consol act/ta1997214/.

2 part 2-1, section 7, of the Telecommunications (Interception and Access) Act 1979 (TIAA) prohibits disclosure of an
interception or communications, and Part 3-1, section 108, of the TIAA prohibits access to stored communications. See
Telecommunications (Interception and Access) Act 1979, http://www.austlii.edu.au/au/legis/cth/consol act/taaa1979410/.
53 Criminal offenses are outlined in Part 2-9 of the TIAA, while civil remedies are outlined in Part 2-10. See Telecommunications
(Interception and Access) Act 1979, http://www.austlii.edu.au/au/legis/cth/consol act/taaal979410/.

** Alana Maurushat, “Australia’s Accession to the Cybercrime Convention: Is the Convention Still Relevant in Combating
Cybercrime in the Era of Obfuscation Crime Tools?” (2010) University of New South Wales Law Journal 16, no. 1.

> Council of Europe, Convention on Cybercrime,
http://conventions.coe.int/Treaty/Commun/QueVoulezVous.asp?NT=185&CL=ENG.
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fraud and forgery, and computer offenses. The new Australian legislation compels ISP cooperation
for any serious crime being investigated in Australia or overseas; it is not limited to the crimes set
out in the Convention.

The Convention also requires expeditious preservation of data by the person in possession or
control of data, which means ISPs will often be the ones called upon to preserve data. Articles 16
and 17 of the Convention state that ISPs can be compelled to preserve internet traffic data logs for a
maximum period of 90 days, whereas the Australian legislation mandates that ISPs store data for
180 days for foreign preservation notices. However, the Convention does not compel ISPs to
monitor stored communications, only traffic data. In the case of an active criminal investigation, the
Convention obligates an ISP to preserve the data that is already stored but would otherwise be
deleted. This could include preservation of what IP addresses connect to and from other IP
addresses, or what phone numbers connect to a Voice over Internet Protocol (VoIP) number. This
may also include information about what types of protocols a customer uses, the size and use of
packets, and so forth. Data preservation remains a controversial point but most notably in relation
to the obligation to provide mutual assistance to a foreign entity.

In July 2012, the Commonwealth Attorney-General’s Department released a discussion paper
titled “Equipping Australia against emerging and evolving threats.”® Under the proposal, Australian
ISPs would be required to monitor, collect, and store information pertaining to all users’
communications, including storing communications for a period of two years. This activity would
be done without a warrant and enforced against all users regardless of whether there is a criminal
investigation.57 A similar data retention law is in place in Europe.58 Many European courts,
however, have struck down the data retention provisions on the grounds that they are a gross
violation of privacy, inconsistent with domestic law, and unconstitutional.” The Attorney-General
has failed to discuss the significant differences between the EU and Australian legal environments.
In EU countries, including the United Kingdom, citizens’ human rights are protected under a Bill
of Rights or a Charter of Human Rights and Freedoms. Like the U.S. courts, European courts can
strike down laws or directives which offend these guarantees of fundamental human rights and civil
liberties. There is no Bill of Rights or Charter of Human Rights and Freedoms in Australia. As such,
the courts have no effective means to strike down proposals that violate civil liberties. Once a
proposal is enacted, the only way to have it changed is through legislation, which often requires a
change of government. This compulsory data-retention policy, if enacted, could become a
significant threat to online freedom in Australia. The proposal is not yet official policy in Australia,

nor has it evolved to a bill. At this point in time it remains a proposal only.

*6 Commonwealth Attorney-General’s Department’s Discussion Paper, Equipping Australia against emerging and evolving
threats, 2012, accessed February 1, 2013,

http://www.aph.gov.au/Parliamentary Business/Committees/House of Representatives Committees?url=pjcis/nsl2012/additi
onal/discussion%20paper.pdf.

7 Asher Moses, “Web Snooping Policy Shrouded in Secrecy,” The Age, June 17, 2010,
http://www.theage.com.au/technology/technology-news/web-snooping-policy-shrouded-in-secrecy-20100617-yilu.html.

*8 Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006

*° Countries that have annulled, modified, or ruled the provisions unconstitutional include: Germany, Czech Republic, Romania,
Bulgaria, and the Republic of Cypress. Constitutional challenges continue in Ireland, Hungary, and Slovakia.
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There have been several cases in the states of New South Wales and Victoria of individuals being
sentenced to jail terms for publishing explicit photos of women, typically former girlfriends or
boyfriends. By way of example, Australian citizen Ravshan Usmanov pled guilty to publishing an
indecent article and was originally sentenced to six months of home detention after he posted nude
photographs of an ex-girlfriend on Facebook.®”  The sentence was appealed and the court
commuted the original sentence in favor of a suspended sentence.

The group Anonymous has commenced a series of “hacktivist” attacks in response to the data
retention proposal put forth by the Attorney-General. In July 2012, the movement took down a
number of government websites as a form of protest after a Q&A session with Julia Gillard in which

details of many cybersecurity initiatives were outlined.

 Heath Astor, “Ex-Lover Punished for Facebook Revenge,” April 22, 2012, Sydney Morning Herald,
http://www.smh.com.au/technology/technology-news/exlover-punished-for-facebook-revenge-20120421-1xdpy.html.
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2012 2013

POPULATION: 9.3 million
PARTLY [PARTLY

INTERNET FREEDOM STATUS FREE FREE INTERNET PENETRATION 2012: 54 percent

SociAL MEDIA/ICT AprpPs BLOCKED: Yes
Obstacles to Access (0-25) 13 13

— POLITICAL/SOCIAL CONTENT BLOCKED: Yes

Limits on Content (0_35) 16 17 BLOGGERS/ICT USERS ARRESTED: Yes
Violations of User Rights (0-40) | 21 22 PRESS FREEDOM 2013 StATUS: Not Free
Total (0— 1 00) 50 52

* 0=most free, 100=least free

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

Some websites were temporarily blocked during protests or other anti-government
events (see LIMITS ON CONTENT).

In addition to the dominance of state-owned media outlets, the government further
manipulated the online sphere through intimidation tactics like requiring students to
“like” government policies on Facebook, and threatening those who support anti-

government political causes online (see LIMITS ON CONTENT).

New regulations were implemented in 2013 that required all mobile phones to be
registered according to their IMEI identification code (see VIOLATIONS OF USER
RIGHTS).

Authorities broadly applied existing laws to prosecute journalists and citizens for their
online activities (see VIOLATIONS OF USER RIGHTS).
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Over the course of the last few years, Azerbaijan has acquired a vibrant and rapidly growing online
community. The internet in Azerbaijan has not only become a platform for information sharing, but
as the country’s traditional media outlets continue to fall under strict government control, it has
become a medium for alternative voices and popular political dissent. Its limited, though growing,
community of users has yet to see any major restrictions imposed on the technical level, given the
country’s ongoing commitment and eagerness to promote itself as a leader of information and
communication technology (ICT) innovation in the region.

When it comes to the internet, the Azerbaijani government is practicing what some have called
“networked authoritarianism”'—a middle path between open access and censorship, where online
content remains relatively uncensored, and most often the state lets users discuss the country’s
problems and sometimes openly call for action. On the surface, such an approach generates a
relatively democratic image for the country at home and abroad. However, behind the scenes,
those who speak out on the internet are more likely to face intimidation, threats, arrests, and fines

from the state.

Exemplifying this model, Azerbaijani authorities engage little in filtering and direct censorship.
Nonetheless, they discourage the use of online technology in three ways: demonizing technology
through the practice of media framing, as in the case with the state psychiatrist who called users of
social media mentally ill;? gradually instilling a sense of fear and inevitably self-censorship in users
of online media through constant monitoring and surveillance; and putting online activists behind
bars, such as the case in 2009 of the arrests of two prominent bloggers, Emin Milli and Adnan
Hajizade.’

While the internet was first introduced in Azerbaijan in 1994 and became available for all citizens in
1996, it was not until the late 2000s that the internet became a more widely-used tool. Despite an
increase in internet penetration, the lowering of costs, and the growth of various internet service
providers (ISPs), the overall quality of internet access has remained low, especially outside the
capital, where many users still rely on dial-up services. Since 2005, authorities have sporadically
blocked access to certain antigovernment websites (including satirical ones). The crackdown
intensified in 2011 with bloggers and online activists joining the usual group of targeted suspects—
outspoken journalists and opposition party members. The uprisings of the Arab Spring created
further grounds for fear, turning the government’s attention to social networks in search of
“violators” of public order.

! Katy E. Pearce, Sarah Kendzior, “Networked Authoritarianism and Social Media in Azerbaijan,” Journal of Communication ISSN
0021-9916, 2013, http://www.academia.edu/1495626/Networked Authoritarianism and Social Media in_Azerbaijan

% “Social network users have ‘mental problems’,” trend.az, March 7, 2011, http://en.trend.az/news/society/1841409.html

* Adam Hug, “Spotlight on Azerbaijan,” Information and Communication Technology in Azerbaijan, The Foreign Policy Center,
2012, fpc.org.uk/fsblob/1462.pdf

AZERBAIJAN



FREEDOM ON THE NET 2013

In 2012, Azerbaijan hosted two major international events: the Eurovision Song Contest in May and
the Internet Governance Forum in November. In the wake of these events, once international
attention had been diverted, the government continued to crack down on protestors and suppress
antigovernment media coverage. From 2012-2013, the number of attacks on opposition websites
and arrests of online activists increased, alongside an increase in the use of ICTs to mobilize protests
against the government.

OBSTACLES TO ACCESS

|

Indicators for Azerbaijan’s internet penetration vary based on available sources, although most
would agree that the number of internet users has risen significantly in recent years. Figures
reported by the Ministry of Communication and Information Technologies (MCIT) indicate an
internet penetration rate of 70 percent for 2012; these statistics include mobile internet users as
well as anyone who has accessed the internet, including one-time users.* The International
Telecommunication Union (ITU), on the other hand, estimates Azerbaijan’s internet penetration
rate at 54 percent for 2012,> while research conducted by academics suggest that the penetration
figure could be as low as 25 percent.6

Despite a growing penetration rate, diversifying ISPs, and gradually declining costs, access to the
internet remains highest in the capital and lowest in rural areas, where there is a scarcity of
providers. The quality of access also remains low, with paid prices not corresponding to advertised
speeds and with many users still relying on slow dial-up connections. An ambitious state program
(worth $131 million in total) is underway to build a broadband internet infrastructure, particularly
in rural regions. The plan intends to provide users across the country with 10 Mbps speed and

generate an internet penetration rate of 85 percent by 2017.

At present, the cost of internet access at an average speed of 1 Mbps is a minimum of AZN 12
(approximately $15.30), which is equivalent to 3 percent of the average monthly wage, according
to official data distributed by the Ministry of Communication and Information Technologies.7 The
ministry intends to further decrease prices; however, no specific amounts were mentioned in any of
the recent statements that the ministry issued.®

Privately owned but government controlled Delta Telecom (previously known as AzerSat) is the
primary ISP in the country, holding an 88 percent share of the overall internet market and selling

* “Internet penetration rate reaches 70% in Azerbaijan,” ann.az, January 16, 2013, http://ann.az/en/?p=109281

® International Telecommunications Union (ITU), “Percentage of Individuals Using the Internet, 2012,” accessed July 3, 2013,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx

6 isdan sonra- Azarbaycanda internet statistikasi, azadlig.org, November 7, 2012,
http://www.azadlig.org/audio/broadcastprogram/635687.html [in Azerbaijani/English]

" “Minister: In Azerbaijan, the cost of connection to the Internet at speeds of 1Mbit/s is about 3% of the average monthly
wage”, apa.az, January 16, 2013, http://en.apa.az/news/186053

8 “Azarbaycanda mobil danisiq giymatlari va internet tariflari ucuzlasacaq”, Kanal13AZ via youtube.com, January 9, 2013,
http://www.youtube.com/watch?v=nCtwmMvOCRo [in Azerbaijani]
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traffic to almost all other ISPs. ? It was the first company to implement a WiMAX technology
project in the country in February 2010, laying the foundation for the use of wireless, broadband,
and unlimited internet access. The largest ISP operating outside of Baku is the state-owned
AzTelekom, with ownership ties to the Ministry of Communication and Information Technologies
(MCIT)."? Azertelecom, owned by Azerfon, completed its fiber-optic network in 2011 and is now

competing for Delta Telecom’s business. '

Up until 2000, ISPs in Azerbaijan were required to obtain a license; however, in 2000 this licensing
procedure was no longer required. As a result, according to the information provided by the
Ministry of Communication and Information Technologies, today there are over 40 ISPs operating
in the country with only three—Aztelekomnet, Bakinternet, Azdatakom—being state owned."
Delta Telecom and Azertelecom are two private companies that provide access to the international
internet.

With Azertelecom’s growing role in the internet business, government control over ICTs has
become more apparent, particularly after it was uncovered in 2011 that Azerfon is largely owned
by President Ilham Aliyev’s daughters.13 Furthermore, there is a lack of transparency over the
ownership of other ICT resources. While there are no specific legal provisions or licensing
requirements for ISPs in Azerbaijan, the MCIT refuses to answer inquiries regarding the ownership
of license holders."*

According to clause 4.2(a) of the “Rules for Using Internet Services,” internet providers can
unilaterally suspend services provided to subscribers in cases that violate the rules stipulated in the
law “On Telecommunications.” Furthermore, a provider can suspend the delivery of internet
services in certain circumstances including in times of war, events of natural disasters, and states of
emergency, though none of these legal provisions were employed in 2012-201 3.0

Usage of mobile phones in Azerbaijan has continued to grow steadily. There are three mobile
service providers using the Global System for Mobile Communications (GSM) standard: Azercell,
Azerfon, and Bakcell. In 2009, Azerfon, in a partnership with Britain’s Vodafone, was the only
company with a license for 3G service; however, in response to a number of critical media reports,
Azercell and Bakcell were issued licenses in 2011, breaking Azerfon’s monopoly over the 3G
market. Azercell and Bakcell reduced prices to increase demand for mobile internet when they
launched 3G services.'® As a result, the number of mobile internet users on the Azercell network—

° “Azerbaijan country profile,” Open Net Initiative, November 17, 2010, http://opennet.net/research/profiles/azerbaijan.

% yashar Hajiyev, “Azerbaijan,” European Commission, accessed August 30, 2012, http://bit.ly/1fz6{F9.

n “Azerbaijan Network,” Azertelecom.az, accessed September 5, 2012, http://www.azertelecom.az/en/aznetwork/.

12 Ministry of Communications and Information Technologies of the Republic of Azerbaijan,
http://www.mincom.gov.az/activity/information-technologies/internet/

13 Khadija Ismayilova, “Azerbaijani President’s Daughter’s Tied to Fast-Rising Telecoms Firm,” Radio Free Europe/Radio Liberty,
June 27, 2011, http://www.rferl.org/content/azerbaijan_president aliyev_daughters tied to telecoms firm/24248340.html.
14 Response of the Ministry of Communication to a written request for information.

1 “Searching for Freedom: Online Expression in Azerbaijan”, The Expression Online Initiative, November 2012,
http://www.irfs.org/wp-content/uploads/2012/12/Report EOQ 1.pdf

16 «pzercell reduces prices for mobile internet services (Azerbaijan),” Wireless Federation, November 28, 2011,
http://wirelessfederation.com/news/90875-azercell-reduces-prices-for-mobile-internet-services-azerbaijan/.
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the country’s largest mobile communication provider with 55 percent of the market'”——increased

300 fold in 2011, according to a company representative. 8

Introduction of 3G services and changes in mobile phone data packages provided by the phone
companies brought down the average costs of mobile internet from AZN 40.5 (approximately $50)
in 2011 to AZN 7.75 (approximately $10) in 2012. The connection speed improved significantly in
2011, increasing from 3.48 Mbps to 7.05 Mbps."”

Azerbaijan does not have an independent regulatory body for the telecommunications sector, and
the MCIT performs the basic regulatory functions pursuant to the 2005 Law on
Telecommunications. The MCIT also has a monopoly over the sale of the “.az” domain, which
cannot be obtained online and requires an in-person application and Azerbaijani citizenship,
subjecting the process to bureaucratic red tape and possible corruption.

On February 14, 2013, the Azerbaijani Press Council established a commission under the
government-controlled National Television and Radio Council to handle citizen’s complaints about
ethical violations online, hacking attacks on web pages, and other issues related to online media.”
This is another alarming development, as the Press Council is known for its progovernment stance.
Already last year, the council restricted the activities of several critical newspapers by describing
them as “rackets” and putting them on a “black list.”" As a result, these papers are banned from
publishing. Aflatun Amashov, chair of the Press Council, argues that since the number of internet
news outlets is growing, the situation calls for the council to take concrete action in this direction.?

In another worrisome development, on February 20, 2013, the National Television and Radio
Council announced the introduction of possible licensing measures for online television channels,
seeing free operation of these outlets as “unfair” when compared to traditional TV channels.”?
Proponents of free speech and free access to information describe this move as the government’s
attempt to “gag freedom of expression and deprive people of alternative sources of information”

through new forms of control.?*

7 «pbout us,” Azercell, accessed September 5, 2012, http://company.azercell.com/en/.

18 Nijat Mustafayev, “Number of mobile internet users of Azercell increased sharply over the past year,” APA-Economics,
November 18, 2011, http://en.apa.az/news.php?id=159794.

% “Mobile internet tariffs in Azerbaijan and explanations”, mobiz.az, October 2012, http://mobiz.az/n909/Azerbaycanda-mobil-
internet-tarifleri-+-tehlil [in Azerbaijani]

20 “press Council created commission for internet media,” mediaforum.az, February 14, 2013, http://bit.ly/18eZnGl [in
Azerbaijani]

2 “Statement: The Online Expression is Under Assault in Azerbaijan,” Expressiononline.net,
http://expressiononline.net/pressreleases/statement-the-online-expression-is-under-assault-in-azerbaijan-2

22 “Aflatun Amasov: commission on internet portals is not censorship”, proses.az, February 21, 2013,
http://proses.az/?m=xeber&id=8014 [in Azerbaijani]

2 «Nushirvan Maharramli: ‘We should license Internet TV’,” contact.az, February 20, 2013,
http://contact.az/docs/2013/Economics&Finance/011000024138en.htm#.USyg-uhhNAD

24 «Statement: Expression Online Demands Azerbaijani Government Keep Hands Off the Internet,” irfs.org, February 15, 2013,
http://expressiononline.net/pressreleases/statement-expression-online-demands-azerbaijani-government-keep-hands-off-the-
internet-5
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From 2012-2013, the government did not engage in widespread blocking or filtering of websites,
preferring instead to exert control over the online sphere through intimidation and arrests of users.
However, some sites were temporarily blocked, usually in connection to protests in specific areas
of the country. In addition, the government continued its attempt to influence users’ online
activities by threatening students who criticize the government online, and causing indirect self-
censorship and intimidation of users through high-profile arrests of online activists.

A few websites and social media platforms were sporadically blocked from 2012-2013. For
example, the popular image-sharing website Imgur was temporarily blocked in early 2013.” On
January 19, 2013, hackers from Anonymous obtained and released 1.7 GB worth of documents
from the Special State Protection Service of Azerbaijan, posting the material as images on Imgur,
after which the entire platform was temporarily blocked for users in Azerbaijan.26 Woebsites such as
Musavat, Azadliq, Bizim Yol, Turan News Agency, and Radio Free Europe/Radio Liberty’s
Azerbaijan service, were also subject to occasional blocking. Other websites, such as
Tinsohbeti.com, a website with satirical articles, caricatures, and videos about government and
government corruption, and Susmayaq.biz, a website for public campaigning, were both shut

down.”

There is still no established process through which affected entities can appeal in cases where
opposition websites or other materials have been censored. Sporadic filtering has also become a
problem for opposition websites from the Azerbaijani diaspora, such as Azdiaspora.org.
Meanwhile, both the MCIT and the Ministry of Education run a hotline program to uncover
allegedly illegal and dangerous content.?®

Another concern is the possible introduction of a new bill that will grant the government broad
powers to restrict online content, allegedly in order to protect children from pornography and
other inappropriate material. On February 23, 2013, the chairman of the Azerbaijani Parliament’s
Social Policy Committee, Hadi Rajabli, told the local press service that a draft law is likely to be
developed to limit children’s access to the internet. In his statement, Rajabli assured that the law
would not mean restrictions on content, but rather the introduction of limitations based on age
groups.” However, according to Emin Huseynov, the Director of the Institute for Reporters’

% “Imgur.com blocked in Azerbaijan?”, advocacy.globalvoicesonline.org, February 7, 2013,
http://advocacy.globalvoicesonline.org/2013/02/07/imgur-com-blocked-in-azerbaijan/

% «1 7GB Documents leaked from Special State Protection Service of Azerbaijan”, cyberwarmews.info, January 19, 2013,
http://www.cyberwarnews.info/2013/01/19/1-7gb-documents-leaked-from-special-state-protection-service-of-azerbaijan/
" “Eocus on Internet and Human Rights in Azerbaijan: Interview with Vugar Gojayev”, Global Information Society Watch,
giswatch.com, http://www.giswatch.org/en/focus-internet-and-human-rights-azerbaijan-interview-vugar-gojayev

8 Yaman Akdeniz, “Freedom of Expression on the Internet,” Organization for Security and Cooperation in Europe, 2010,
http://www.osce.org/fom/80723.

29 «Children’s access to internet may be limited in Azerbaijan”, APA.az, February 23, 2013, http://en.apa.az/news/188419
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Freedom and Safety (IRFS), this is merely an attempt to start censoring the internet and is likely to

lead to additional restrictions.*°

There are limited deletions of online content based on a takedown notice system, primarily related
to personal data. Subject to Articles 5.7 and 7.2 of the law “On Personal Data,” personal data
published without the consent of an individual must be removed from websites following a written
demand from the individual concerned, a court, or the executive branch.

Access to social media applications such as Facebook and Twitter is unrestricted, and such sites are
increasingly used to disseminate content critical of the government. Facebook, in particular, has
become a key source of information on rallies, protests, and social issues such as housing
demolitions. The number of registered Facebook users grew from approximately 700,000 in
December 2011 to over 1,000,000 users in 2013,*" with the largest age group between the ages of
18-24. The second biggest age group of Facebook users consists of young people between the ages

of 25-34. The majority of Facebook users in Azerbaijan are male, at 64 percent.32

Blogging in Azerbaijan began gaining popularity in 2007. With the introduction of Azerbaijani-
language blogging platforms, active bloggers writing in the native language provide an alternative
source of information on many subjects that are ignored or distorted by the traditional media.
Together with microblogs, there are over 150,000 bloggers and microblog users in Azerbaijan.*’
Most of these blogs are written in the Azerbaijani language, and only about 1,000 blogs are written
in English, Russian, and other languages. Many bloggers, such as Ali Novruzov, Emin Milli, Emil
Bagirov, Etibar Salmanli, Arzu Geybullayeva, and Zaur Gurbanly, are well known for their
independent views, and an estimated 50,000 to 70,000 users read blogs online. Additionally,
according to the head of the Press Council in Azerbaijan, more than 10 internet radio stations and
television channels operate in the country’s virtual space, and over 100,000 users watch television
online. There are also more than 40 online news websites.**

As journalists, activists, and those critical of the government have increasingly turned to the
internet to express their views, the Azerbaijani authorities have amplified their efforts to clamp
down on online activities and stifle opposition voices through tactics such as internet cafe raids,
netizen arrests, and other extralegal intimidation (see “Violations of User Rights”). Some state
universities warn students that they will encounter problems, including threats of bad grades or
detention, if they participate in online political activism. Students are instead urged to be very
active in defending the government and its positions in their posts and comments on Facebook and
other social media. These efforts have had a chilling effect on internet users who may be practicing
self-censorship out of fear of government reprisals, although the extent of self-censorship is not as

%0 “Statement: Internet censorship in Azerbaijan ready to go live,” irfs.org, February 27, 2013, http://www.irfs.org/news-
feed/statement-internet-censorship-in-azerbaijan-ready-to-go-live/

31 “Facebook Statistics Azerbaijan,” Socialbakers, accessed February 2013, http://bit.ly/gVuzuT.

32 «racebook Statistics Azerbaijan,” Socialbakers, accessed February 2013.

33 “Bloggers are passive: in Azerbaijan blog users are not active”, video, YurdTV, March 5, 2013,
http://yurd.tv/yurdxeber/20130302085717673.html [in Azerbaijani]

** “The number of Internet users in Azerbaijan is 45% of the population,” Regnum News Agency, February 3, 2011.
http://regnum.su/news/fd-abroad/azeri/1379705.html [in Russian].

AZERBAIJAN



FREEDOM ON THE NET 2013

widespread as in the traditional media. Furthermore, government-friendly online media outlets are
the main beneficiaries of the advertisement market. As is the case in the traditional media sphere,
state-owned and private companies tend to refrain from advertising their products in independent
or opposition online media.

To further discourage young Azerbaijanis from using the internet and social networks, a number of
different tactics were introduced. Early in 2011, the country’s chief psychiatrist, Garay Geraybeyli,
described “people who prefer communication on social networks [as] having mental problems.””’
Not surprisingly, the statement came four days prior to the March 11 Great People’s Day in
Azerbaijan, an online initiative organized through Facebook calling people join in the struggle for
freedom and democracy in Azerbaijan in a civil way, without provocations, in villages and cities
across the Country.36 In another attempt, a television program featured stories of “severe Facebook
trauma” and “illness” as a result of use of social media. On April 2, 2013, an article published online
on Xezerxeber.com described social networks as “cholera of the 21* century.” The paper claims

that social networks create jealousy among its users.’’

Despite these manipulative efforts, youth activists, organizations, and political movements are
widely represented in social media, providing information, organizing activities and events, and
arranging flash mobs via the internet. Inspired by the Arab Spring uprisings in early 2011, young
activists in Azerbaijan continue to use social media to organize demonstrations against the
government’s authoritarian rule, calling for democratic reforms and an end to pervasive
government corruption. 3

Beginning in September 2012, Elshad Abdullayev, the former director of the now-defunct
Azerbaijan International University, began uploading videos to YouTube that exposed corruption
on the part of Gular Ahmedova, a high-ranking figure and member of the ruling party.39 The first
video footage of this scandal, referred to as “GularGate,” exposed Ahmadova attempting to sell a
parliamentary seat to Abdullayev for AZN 500,000 (approximately $636,000). Ahmadova was
stripped of her parliamentary mandate, expelled from the ruling party, and placed under house
arrest. On February 13, 2013, the Prosecutor General’s Office announced that Ahmadova had been
charged under Article 178.3.2 for fraud (embezzlement) and Article 307.2 for concealment of a
serious crime without agreement.40

On January 12, 2013, a large, unsanctioned rally was organized through the Facebook page “Osgar
Olumlorind SON” (End soldiers’ deaths)*' and held in Baku to protest against the death of military

35 «social network users have ‘mental problems’,” trend.az, March 7, 2011, http://en.trend.az/news/society/1841409.html

36 https://www.facebook.com/events/192209267477787/

37 «Social networks create jealousy”, Xezerzeber.com, April 2, 2013,
http://xezerxeber.com/XeberOxu.aspx?id=55717#.UV33UxlIhOal [in Azerbaijani]

3 Natasha Schmidt, “Freedom of expression online,” Chapter 8, Running Scared: Azerbaijan’s Silenced Voices, Article 19: Global
Campaign for Free Expression, 2012, http://www.article19.org/data/files/medialibrary/3003/12-03-26-azerbaijan.pdf.

¥ As of February 2013, eight videos have been released.

o “Azerbaijani Politician Arrested on Corruption Charge,” rferl.org, February 14, 2013,
http://www.rferl.org/content/azerbaijan-corruption/24901860.html

M https://www.facebook.com/Esger.olumlerine.son?ref=ts&fref=ts
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conscript Ceyhun Qubadov. According to local reports, hundreds to thousands of people gathered
at the Fountain Square holding signs with slogans about the mistreatment of military conscripts in
Azerbaijan. While there were no arrests, police issued fines to 29 protestors. Facebook was quickly
put to use once again to organize an online fundraiser through the “5 Gopik” (5 Cents) Campaign.
The campaign managed to raise 12,500AZN (approximately US$16,000) from seven thousand
people over a two week period. Thirteen activsts paid their fines from this amount, while the rest
was donated to the family of the concsript. Those who refused to pay their fines began a civil

disobedience campaign.42

Most likely related to this campaign, as well as the upcoming presidential election in October 2013,
a new subarticle was added to the Code on Administrative Offenses, based on which anyone
providing or donating monetary assistance of more than AZN 200 (approximately $255) to political
parties, civil society organizations, or international NGOs must register the donation with the
Ministry of Justice.” Those who fail to do so will receive fines ranging from AZN 250 to AZN
7,000 (approximately $300-9,000).** The article divides “providers” into three categories:
individuals, officials, and legal entity representatives. Institutions that accept these donations are
also subject to fines, ranging from a minimum of AZN 1,000 to a maximum of AZN 10,000
(approximately $1,300-13,000).

VIOLATIONS OF USER RIGHTS

In 20122013, there were seven lawsuits against various opposition newspapers and their
journalists, and five of these cases were related to their online activity. The government continued
to restrict online activity through surveillance, monitoring of independent blogs, and extralegal
intimidation of users. Additionally, new regulations were implemented in 2013 that require all
mobile phones to be registered according to their IMEI identification code.

Articles 47 and 50 of the constitution guarantee freedom of thought and speech, provide the right
to distribute information, and prohibit state censorship of the mass media.” In addition, as a
member of the Council of Europe, the OSCE, and the UN, and as a signatory of the International
Covenant on Civil and Political Rights (ICCPR), Azerbaijan is obliged to respect the right to
freedom of expression. In practice, however, the authorities aggressively use various forms of
legislation to stifle free speech in print and broadcast media. The judiciary lacks independence and
is largely subservient to the executive branch.

42 https://www.facebook.com/notes/khadija-ismayil/civil-disobedience-campaign-read-and-share/10151477615056535
3 Mina Muradova, “Azerbaijan Restricts NGO Funding,” The Central Asia-Caucasus Analyst, February 20, 2013,
http://www.cacianalyst.org/publications/field-reports/item/12654-azerbaijan-restricts-ngo-funding.html

* “Those who give cash to political parties and NGOs in Azerbaijan will receive high fines,” apa.az, February 8, 2013,
http://az.apa.az/news/287879 [in Azerbaijani]

** The constitution is available in English at http://en.president.az/azerbaijan/constitution.
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Libel is the most common criminal offense used by the authorities against journalists in
Azerbaijan.*® Under the Law on Mass Media of 1999, the internet is designated as a form of mass
media, thus all rules applied to traditional media can be used to regulate the online sphere as well.¥
In November 2010, it was announced that the government-controlled Press Council would start

monitoring online news sources for their compliance with the rules of professional journalism.48

While there are no laws that specifically criminalize online expression in Azerbaijan, there has been
a growing trend in recent years of the authorities broadly applying existing laws to prosecute
journalists and citizens for their online activities. In an effort to clamp down on free expression and
silence critical voices in both the traditional media and online, the Azerbaijani authorities have
increasingly detained critics on tenuous charges not directly related to their work. In many cases,
arrests have been made based on politically motivated allegations of criminal defamation, fabricated

accusations of illegal drug possession, or other such trumped-up Charges.49

There have been numerous cases over the past few years of individuals being arrested or detained
for their online activities. As of April 2013, seven journalists and two human rights defenders were
in jail, and five of these cases are linked to their online criticism of authorities. Among these is Nijat
Aliyev, the editor of the website Azadxeber.org. He has been in detention since May 2012 on drug-
related charges and is facing up to three years in prison. Prior to his arrest, Aliyev publicly
criticized the government’s policies on religion and LGBT rights, and questioned the high costs of
hosting the Eurovision song contest in 2012. On January 26, 2013, Aliyev was additionally charged
with the sale and distribution of religious material without authorization; infringement of territorial
integrity; and inciting national, racial and religious hostility.

On April 5, 2013, Araz Guliyev, the editor of the Islamist news website Xeber44.com, was
sentenced by the Lankaran Court on Grave Crimes to eight years in prison. Guliyev was convicted
of illegal possession of firearms; organizing and participating in a public order disturbance; inciting
national and religious hatred; resisting the authorities; and insulting the republic’s flag and insignia.
Guliyev had originally been arrested on charges of hooliganism while he was reporting on a protest.
Multiple rights organizations have expressed the view that these charges were fabricated and that

the arrest was likely linked to Guliyev’s activities as an online journalist.50

On May 9, 2013, Reshad Ramazanov, an online activist known for his outspokenness on Facebook
in particular, was arrested and accused of illegal possession and/or sale of a large amount of

4 “Azerbaijan Criminal Code: Article 147. Defamation,” Conseil de I'Europe, December 12, 2003, accessed August 30, 2012,

http://www.coe.int/t/dghl/standardsetting/media/Doc/DH-MM(2003)006rev_fr.asp#P281 18801.

47« aw of the Republic of Azerbaijan ‘About Mass Media,’” Azerbaijan National Academy of Sciences, December 7, 1999,
http://ict.az/en/index.php?option=com content&task=view&id=477&Itemid=95.

“8 “Control Over Online Sources and Facebook-like sites in Azerbaijan,” Today.az, November 27, 2010,
http://www.today.az/view.php?id=77287.

%9 “International community must act on Azerbaijan crackdown,” Amnesty International, November 16, 2011,
http://www.amnesty.org/en/news/international-community-must-act-azerbaijan-crackdown-2011-11-16.

0 “Editor of religious news website faces lengthy jail term in Azerbaijan,” IFEX, April 8, 2013,
http://www.ifex.org/azerbaijan/2013/04/08/editor prison/; “Islamist website editor sentenced to eight years in prison,”
Reporters Without Borders, April 8, 2013, http://en.rsf.org/azerbaijan-islamist-website-editor-sentenced-08-04-
2013,44332.html

AZERBAIJAN



FREEDOM ON THE NET 2013 m

narcotics. On May 10, 2013, he was sentenced to three months of pretrial detention. If convicted,
Ramazanov faces up to 12 years of imprisonment.

Ramin Deko, a reporter for the newspaper Azadliq, was kidnapped in April 2011, held for eight
hours, and warned to stop using social media to criticize the government.“ On March 7, 2012,
Deko was again detained while covering a protest near the Elmlar Akademiyasi metro station. The
protest was held in response to reported abuses committed against prisoners of conscience
Mahammad Majidli and Babak Hasanov. Deko was taken to the police station where all his
photographs from that day were deleted from his memory card.

Following mass demonstrations in the remote town of Guba on March 1, 2012, which were
prompted by the circulation of an online clip featuring the regional governor Rauf Habibov
allegedly insulting the local population, two editors of Khayal TV were detained. Vugar Gonagov
and Zaur Guliyev, who were held on charges of organizing mass disorder and abuse of office for
posting video material online, were released on February 15, 2013, after they were given a
probationary sentence of three years.52 The circulation of the video posted by Gonagov and Guliyev
prompted thousands of protestors to take to the streets and demand the governor’s resignation.53 In
response to the unrest, the authorities searched several internet cafes in Guba to identify the
individual responsible for posting the video. The authorities also tried to determine the authors of
comments posted on social-networking websites that called for the demonstrations.”* The governor
was dismissed shortly after this unrest.

On January 26, 2013, after a series of protests and riots broke out in the town of Ismayilli, in which
police used water cannons, rubber bullets, and tear gas to deter the protestors, supporters used
Facebook to organize a solidarity protest in Baku. Residents gathered downtown and called for an
immediate end to the use of weapons against unarmed civilians. Despite their calls, however,
protestors were tackled, kicked, and slapped.” In total, 75 protestors were detained, and of those
detained, five received administrative detention. Emin Milli was among these five. He received the
longest sentence of 15 days of administrative detention. The fines handed out that day totaled AZN
15,250 (nearly $20,000),with the highest fine given to Turgut Gambar, the son of Isa Gambar, who
is the leader of the Musavat Party.

In December 2011, the Cabinet of Ministers endorsed a plan—without parliamentary approval-—
that would require registration for all mobile devices. The plan requires the registration of IMEI
codes (the unique serial number given to each phone), SIM cards, and mobile network numbers.

> “Journalist Ramin Deko: kidnapped yesterday, beaten today”, Azadlig.org, April 4, 2011,
http://www.azadlig.org/content/article/3546794.html [in Azerbaijani]

*2 “The Individual Cost of Freedom of Expression in Azerbaijan”, International Partnership Group for Azerbaijan, March 26,
2013, http://milaz.info/en/news.php?id=8919

>3 Shahin Abbasov, “Report: Clashes in Azerbaijan Prompt Dismissal of Regional Government Official,” Eurasianet.org, March 1,
2012, http://www.eurasianet.org/node/65068.

** Shahin Abbasov, “Azerbaijan: Is Guba Protest Response a Harbinger of a Political Shift in Baku?” Eurasianet.org, March 6,
2012, http://www.eurasianet.org/node/65092.

> “In Baku a rally was held in support of Ismayilli,” azadliq.org, January 26, 2013,
http://www.azadlig.org/media/video/24884524.html [in Azerbaijani]
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Unregistered devices will be listed on a “black page” and mobile service providers will be required
to limit service to all devices under this category.56 The registration process began on March 15,
2013, and a statement from the Deputy Minister of Communication and Information Technologies
indicated that service would be affected for phones on the “black page” beginning May 1, 201 3.7

It is unclear to what extent security agencies monitor ICT activity or track user data in Azerbaijan.
Most users do not have licenses for the software on their computers, which leaves them vulnerable
to security threats such as viruses and other malicious programs that could be implanted to monitor
their activity. While the law explicitly prohibits the arbitrary invasion of privacy and court orders
are required for the surveillance of private communications, the law “On operative-search activity”
(Article 10, section 1V) authorizes law enforcement agencies to conduct surveillance without a
court order in cases regarded as necessary “to prevent serious crimes against the person or
especially dangerous crimes against the state.”® The unclear parameters for what constitutes
preventive action leave the law open to abuse. As such, it has long been believed that the Ministry
of National Security and Ministry of Internal Affairs monitor the phone and internet
communications of certain individuals, especially foreigners, known activists, and business
figures.59

Such suspicions were confirmed by many of those detained for their involvement in the March 2011
protests, who reported that the authorities had referred to their Facebook activities and private
communications during interrogations. This surveillance continues today, with arrested activists
reporting seeing their Facebook message exchanges printed out. On February 27, 2013, Turkel
Alisoy, a member of Popular Front Party’s youth branch, was taken from his home to the Khatai
District Police Office no. 35. From there he was taken to the Baku City Main Police Office, where
the head of the criminal investigation department showed him screenshots of his Facebook post in
support of the Students’ Day of Boycott Facebook event page. Alisoy reported that he was accused
of intentionally calling students and other citizens to protest. During his temporary detention,
Alisoy was threatened with criminal prosecution if he continued to call for protests on Facebook.®

In April 2012, a month before Azerbaijan was set to host the Eurovision Song Contest, a Swedish
investigative documentary revealed evidence of a blanket mobile phone surveillance system
employed by the telephone company Azercell.®' With help from the Stockholm-based telecom
TeliaSonera, Azercell has reportedly installed “black box” devices on its networks that allow
government security services and the police to monitor all mobile phone communications—
including text messages, internet traffic, and phone calls—in real time without any judicial

56 “Azerbaijan tightens control of mobile telephones,” News.Az, December 30, 2011, http://www.news.az/articles/51997

" “IMEl-codes registration system to be applied in Azerbaijan,” News.Az, March 15, 2013,
http://www.news.az/articles/tech/77977

*8 “Article 10. Operative-search measures,” Law of the Azerbaijan Republic, On operative-search activity, accessed September 5,
2012, http://taxes.caspel.com/qanun/728 eng.pdf.

Pus. Department of State, “Azerbaijan,” Country Reports on Human Rights Practices for 2011, Bureau of Democracy, Human
Rights and Labor, http://www.state.gov/j/drl/rls/hrrpt/humanrightsreport/index.htm#wrapper.

& “Monthly Internet Freedom Report February 20, 2013- March 15, 2013,” Expressionline.net,
http://expressiononline.net/monitoringresearch/monthly-internet-freedom-report-february-20-2013-march-15-2013

&1 “\/ideo: The Black Boxes,” SVT.se, April 26, 2012, http://www.svt.se/ug/video-the-black-boxes-3.
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oversight. In addition, insider reports described how Azercell has set aside special offices in their
headquarters for government authorities to conduct surveillance activities. While it is unclear
exactly when the monitoring system was installed and put into practice, one source working for
TeliaSonera noted that “the Arab Spring prompted the regimes to tighten their

surveillance. ... There’s no limit to how much wiretapping is done, none at all.”®?

Netizens and their family members have also been subject to instances of extralegal intimidation
and harassment through surprise police visits to their homes, summons to local branches of the
Ministry of National Security for questioning, and arbitrary job losses.®® In one instance, the
investigative journalist Khadija Ismayilova became the victim of a blackmail campaign in March
2012 that attempted to silence her by publishing private personal footage aimed at damaging her
reputation. Known for her reporting on corruption in the country, including investigations into the
president’s conduct and business activities, Ismayilova had been regularly disseminating her reports
on social-networking sites such as Facebook, where she has a wide following. The threats against
her included intimate photographs of her being taken and then sent to her with a warning to
“behave.” Refusing to be silenced, Ismayilova instead went public with the blackmail attempt, and
in retaliation, an intimate video of Ismayilova filmed by hidden camera was distributed over the

internet.®*

On March 26, 2013, 22-year-old activist and a member of the Azerbaijani Popular Front Party,
Dashgin Malikov was arrested following a number of Facebook posts in which Malikov openly
criticized the government. During a search at the police station, drugs were planted into Malikov’s
wallet. He was forced to sign a confession, which he later retracted. Malikov suffered from a
medical condition that required him to undergo bi-annual medical checks, none of which indicated

any instances of previous drug use.

On March 31, 2013, Taleh Bagirov, a religious scholar and activist, was arrested. Bagirov is known
to be critical of the Azerbaijani government in his sermons (some of his sermons are available on
YouTube. His final video received over 36,000 hits).”” He was charged with illegal drug possession
with an intention to sell under Article 234.1 of the Azerbaijani criminal code. According to
Bagirov’s lawyer, Anar Gasimli, he was unable to see his client for a week. When Gasimli finally
did see Bagirov, the activist told him he was abused and beaten while in custody. During their
meeting, the defendant was heavily bruised and unable to move three of his fingers. Requests for
immediate medical examination were never met. In March, Bagirov was sentenced to two months
in pre-trial detention. His sentenced was extended on May 24.

On April 3, 2013, a story appeared on a local online news portal, Haqqin.az, about a case in which
a university had prepared a list of students with accounts on social networks. According to Alkhas

62 Ryan Gallagher, “Your Eurovision Song Contest Vote May Be Monitored: Mass Surveillance in Former Soviet Republics,”
Slate.com, April 30, 2012, http://slate.me/IQPhyO.

Bus. Department of State, “Azerbaijan,” Country Reports on Human Rights Practices for 2011, Bureau of Democracy, Human
Rights and Labor, http://www.state.gov/j/drl/rls/hrrpt/humanrightsreport/index.htm#wrapper.

% Robert Coalson, “Azerbaijani Journalist Defiant in Face of Blackmail Bid,” Radio Free Europe/Radio Liberty, March 9, 2012,
http://www.rferl.org/content/azerbaijan_ismailova blackmail rferl journalists threats/24509372.html.

® Haci Taleh Bagirzade arrested following this speech, March 24,2013, https://www.youtube.com/watch?v=KUmEb7043-A
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Ismaylov, the author of the article, a fourth year student of Technical University stated that
students were directly warned by the deputy deans to close their profiles if they wanted to remain
students of the university.66

In April 2013, Azerbaijani TV channels aired voice recordings of arrested NIDA members (a young
opposition movement) Bakthiyar Guliyev and Mahammad Azizov,*’ confessing their intentions to
resort to violence against the police by using Molotov cocktails during the planned March 10
protests. Many supporters and human rights defendants believed the young men were coerced or
threatened into making these confessions during detention, as none of them were allowed to see
their lawyers following their arrests.

Wrongful access to a computer, such as through the implantation of viruses or security breaches, is
punishable under Chapter 30 of the criminal code.®® Internet security is also dealt with in the Law
on National Security of 2004 and the Law on Protection of Unauthorized Information of 2004.
Hacking attacks aimed at Azerbaijani internet users and websites often come from Armenian
internet protocol (IP) addresses, and the timing of such attacks typically coincides with politically
sensitive dates related to the unresolved territorial conflict between the two countries. Sometimes
attacks occur after high-profile political statements. The ostensibly Armenian-based attacks have
targeted the websites of entities such as the MCIT, the National Library, and the public television
broadcaster. The Anti-Cybercriminal Organization is the main body working against cyberattacks in
Azerbaijan, and the country ratified the Council of Europe’s Convention on Cybercrime in March
2010, which took effect in July 2010.

Throughout 2011, some opposition news websites, including Yeni Musavat, Radio Azadliq, and the
personal blog of the Popular Front Party’s chairman Ali Kerimli, were subject to constant attacks
that resulted in temporary shutdowns.® The newspaper Yeni Musavat speculated that the
cyberattack against it could have been launched by the Ministry of Defense as a response to its
critical reporting, but the ministry denied the allegations.70 In June 2011, the Popular Front Party
issued a statement also accusing the government of cyberattacks against its website.”" Nevertheless,
the sites of state bodies and state-controlled media have also been subject to an increasing number
of cyberattacks over the past year, with hackers targeting and defacing sites belonging to the
Interior Ministry, the State Security Service, the Ministry of Education, and the ruling New
Azerbaijan party, among others.”

% Alkhas Ismaylov, “Student users of Facebook, get out of Universities”, April 3, 2013, http://haqgin.az/news/4827 [in Russian]
7 In total 7 NIDA members are currently in detention facing up to 8 years in prison if convicted

% An unofficial English translation of the criminal code is available at http://bit.ly/MY3HK.

89 “Two more Azerbaijani websites undergo hacker attacks,” Azerbaijani News Network, April 9, 2012,
http://ann.az/en/?p=70943.

n “Azarbaycan Mudafis Nazirliyi “Yeni Misavat” gazetini mahkamaya verir,” APA Economics, September 16, 2011,
http://az.apa.az/news.php?id=234649 [in Azerbaijani].

"1 Fatima Karimli, “AXCP hakimiyyati kibercinayatda sugladi” [Front Party cybercrime], Qafqazinfo, June 22, 2011,
http://gafqazinfo.az/AXCP HAKIMIYY%C6%8FTI KIBERCINAY%C6%8FTD%C6%8F SU%C3%87LADI-923-xeber.html.

72 |nstitute for Reporters’ Freedom and Safety (IRFS), “Chapter Four: Freedom of Expression Online,” Azerbaijan’s Critical Voices
in Danger — Semi-annual Azerbaijan freedom of expression report, January 01-July 01, 2012,
http://www.ifex.org/azerbaijan/2012/08/16/irfs freedom of expression report.pdf.
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2012 2013

Nort | Not
INTERNET FREEDOM STATUS

FREE | FREE
Obstacles to Access (0-25) 12 11
Limits on Content (0-35) 25 26
Violations of User Rights (0-40) | 34 35
Total (0—100) 71 72

* 0=most free, 100=least free

POPULATION: 1.3 million
INTERNET PENETRATION 2012: 88 percent
SociAL MEDIA/ICT Aprps BLOCKED: Yes

POLITICAL/SOCIAL CONTENT BLOCKED: Yes
BLOGGERS/ICT USERS ARRESTED: Yes
PRESS FREEDOM 2013 STATUS: Not Free

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

After an intense government crackdown, more users have begun to exercise a degree

of self-censorship when speaking about sensitive issues owing to fears of government
reprisals (see LIMITS ON CONTENT).

Eight online users were given prison sentences during the coverage period, with

numerous others arrested or intimidated for Twitter posts amid authorities” increased

intolerance towards government criticism on social media (see VIOLATIONS OF USER

RIGHTS).

Cyberattacks and government surveillance were increasingly employed to disrupt or
monitor online activities of prominent dissidents (see VIOLATIONS OF USER RIGHTS).
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INTRODUCTION

In the absence of a representative government, many Bahrainis look to the internet as an outlet for
expressing political, economic, and social frustrations in the country. Unfortunately, as the
importance of online tools has grown, so too has the desire of the Bahraini authorities to extend
censorship and government repression practices from the real world into the online domain. In
1997, only two years after the internet was introduced in the country, a Bahraini internet user was
arrested for the first time after sending information to a political opposition group outside of the
country.1 The Ministry of Information made its first official attempt to block websites containing
content critical of the government in 2002, and today over 1,000 websites are blocked, including

individual pages on certain social—networking sites.’

Crackdowns on Bahraini internet users escalated in 2011, following widespread protests against the
ruling family of King Hamad bin Isa al-Khalifa. The authorities engaged in mass arrests, military
trials, torture, and widespread intimidation tactics in an attempt to silence popular demands for
greater political rights and democratic freedoms, including a new constitution and an elected
government.3 One online activist died from torture while in police custody in April 2011 A

Over the past year, a combined total of over 47 months of prison sentences have been passed down
on eight Bahraini citizens as a result of their online activities, while many other cases are pending
trial. The continued crackdown and oppressive online environment is pushing more users toward
self-censorship. Surveillance of online activity and phone calls is widely practiced, and officers at
security checkpoints actively search mobile phones for suspicious content.” Numerous users have
reportedly been subject to physical or psychological torture while held by authorities, often for
Twitter posts. Finally, online activists are subject to consistent cyberattacks as overzealous security
forces aim to collect personal information for use during interrogations.

OBSTACLES TO ACCESS

From a technological perspective, Bahrain is one of the most highly connected countries in the
world. In 2012, Bahrain ranked among the top five countries in the Western Asia region on the

! Initiative For an Open Arab Internet, “Bahrain,” Implacable Adversaries: Arab Governments and the Internet, December 2006,
http://old.openarab.net/en/node/350.

% “Bahrain: Government orders over 1,000 websites blocked,” Index on Censorship, September 25, 2009,
http://www.indexoncensorship.org/2009/09/bahrain-government-orders-over-1000-websites-blocked/.

3 “Document — Bahrain: Two die as protests are violently repressed: ‘Ali ‘Abdulhadi Mushaima’, Fadhel ‘Ali Matrook,” Bahrain
Center for Human Rights, February 15, 2011, http://bahrainrights.org/en/node/3731.

* “Journalists Killed in Bahrain,” Committee to Protect Journalists, April 9, 2011, http://cpj.org/killed/2011/zakariya-rashid-
hassan-al-ashiri.php.

> “Political media in Bahrain: From the murals and publications to the online forums” [in Arabic], Bahrain Mirror, January 7,
2012, http://bhmirror.hopto.org/article.php?id=27128&cid=117.
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United Nations Telecommunications Infrastructure Index.® Internet access is widely available at
schools, universities, shopping malls, and coffee shops, where Bahrainis often gather for work and
study.7 The number of internet users has risen rapidly, from a penetration rate of 28 percent in
2006 to 88 percent in 2012.% There are approximately 413,000 internet subscriptions in the
country, of which 60 percent were mobile broadband, 28 percent were fixed-wireless, and the
remaining were ADSL.” Dial-up connections have disappeared since 2010 and ADSL use has
declined with the growth of mobile broadband. Approximately 78 percent of broadband
subscribers in 2011 were on plans with speeds of at least 1Mbps, while 58 percent enjoyed speeds
of 2Mbps or higher.10 Broadband prices fell by nearly 40 percent between 2010 and 2011, and are
among the lowest in the region for mobile broadband. However, prices remain relatively high by
international standards'' and in comparison to countries in the Organization for Economic

Cooperation and Development (OECD)."”

Bahrain also has one of the highest mobile phone penetration rates in the region at 156 percent as of
the end of 2012, representing over 2.1 million subscribers.”® However, in an effort to halt the rapid
dissemination of information, authorities banned BlackBerry users from sending news bulletins
through text messages in April 2010. 1 BlackBerry phones are popular among young people and the
business community and account for around 12.5 percent of mobile subscribers. " Similarly, while
Web 2.0 applications such as the video-sharing site YouTube, social-networking site Facebook, and
the micro-blogging site Twitter are available, the government often blocks individual pages on each
of those platforms if they violate the country’s strict laws on political expression. (See “Limits on
Content”)

Mobile phone services and ISPs are regulated by the Telecommunications Regulation Authority
(TRA) under the 2002 Telecommunications Law. The TRA is responsible for licensing

telecommunication providers and for “promoting effective and fair competition among established

® The index is a measure of the population’s connectivity in fixed telephony, mobile, internet, online, personal computing and
television. “E-Government Survey 2012,” United Nations Department of Economic and Social Affairs, (New York: United
Nations, 2012),http://www2.unpan.org/egovkb/global reports/12report.htm.

” Telecommunications Regulatory Authority (TRA), Annual Report 2011, (Manama: TRA), slide 38,
http://tra.org.bh/EN/pdf/TRAAnnualReport2011English.pdf.

8 International Telecommunication Union (ITU), “Percentage of individuals using the Internet, fixed (wired) Internet
subscriptions, fixed (wired)-broadband subscriptions,” 2006 & 2012, accessed June 24, 2013, http://www.itu.int/ITU-
D/ICTEYE/Indicators/Indicators.aspx#.

® Telecommunications Regulatory Authority (TRA), Telecommunications Market Indicators in the Kingdom of Bahrain (Manama:
TRA, December 2012), slide 32, http://tra.org.bh/EN/pdf/2012TelecommunicationsmarketsindicatorsvFforpublic.pdf.

1% Telecommunications Regulatory Authority (TRA), Telecommunications Market Indicators in the Kingdom of Bahrain (Manama:
TRA, December 2012), slide 34, http://tra.org.bh/EN/pdf/2012TelecommunicationsmarketsindicatorsvFforpublic.pdf.

1 Telecommunications Regulatory Authority (TRA), Annual Report 2011, (Manama: TRA), slide 33,
http://tra.org.bh/EN/pdf/TRAAnnualReport2011English.pdf.

12 Telecommunications Regulatory Authority (TRA), “Broadband Prices fall by up to 40% while Mobile Prices fall by up to 25%,”
press release, September 14, 2011, http://www.tra.org.bh/en/pdf/2011PriceBenchmarkingPressRelease en.pdf.

13 |nternational Telecommunication Union (ITU), “Mobile-cellular subscriptions” 2012, accessed June 26, 2013,
http://www.itu.int/ITU-D/ICTEYE/Indicators/Indicators.aspx#.

1% “Authorities Ban Blackberry Users from Sending News Bulletins,” IFEX, April 15, 2010,
http://ifex.org/bahrain/2010/04/15/blackberry ban/.

1 TRA, Telecommunications Market Indicators in the Kingdom of Bahrain, December 2012, slide 19,
http://tra.org.bh/EN/pdf/2012TelecommunicationsmarketsindicatorsvFforpublic.pdf.
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and new licensed opera‘cors.”16 In this vein, the TRA fined the leading telecommunications company
Batelco BHD 5 million (US$13 million) in 2009 for monopolizing access to the country’s
international data lines, ordering the company to share its facilities with MENA Telecom and other
licensed operators. The TRA has also issued several regulations that have not been welcomed by

consumers, including measures that violate individual privacy.'” (See “Violations of User Rights”)

Although the TRA is theoretically an independent organization, in practice its members are
appointed by the government and its chairman reports to the Minister of State for
Telecommunications. Up until June 2013, this minister also occupied the post of President of the
Information Affairs Authority (IAA)."" In turn, the IAA, which replaced the Ministry of Information
in 2010, oversees both traditional and online media outlets in Bahrain and is responsible for
decisions to block websites, which are then enforced by internet service providers (ISPs).

In a positive development, more ISPs have recently been introduced to the Bahraini market,
improving Bahrainis” access to the internet.'” Indeed, over 31 licenses have been granted since
2003, with 16 providers currently in business.”’ There have been no reported instances of ISPs
being denied registration permits. The major providers are Batelco, Zain, MENA Telecom, and
VIVA. The latter two are also licensed to provide the increasingly popular WiMAX technology for
accessing wireless broadband from one’s computer through a USB device.

Batelco, Zain, and VIVA also serve as Bahrain’s three mobile phone operators. The government has
a controlling stake in Bahrain’s largest telecommunications company, Batelco, while other ISPs are
owned by investors from the private sector, including non-Bahraini investors. Although there is no
centralized internet backbone in Bahrain, all ISPs are indirectly controlled by the government
through orders from the TRA. This tight control over the country’s ICT sector has allowed the
Bahraini authorities to enforce strict limits on online content.

LIMITS ON CONTENT

Over the past year, the overall scale and sophistication of censorship has remained stable, with
many websites blocked since the February 14, 2011 protests. The popular uprising, which was
called for and heavily covered by online channels, resulted in a significant rise of blocking and
filtering measures by the Bahraini authorities. Throughout late 2012 and early 2013, prominent
platforms for the live-streaming of events and chat applications used to conduct online seminars
remained blocked as the government sought to hinder online mobilization through legal and

18 TRA Homepage, accessed March 19, 2013, http://www.tra.org.bh/EN/Home.aspx.

17 Geoffrey Bew, “‘Big Brother’ Move Rapped,” Gulf Daily News, March 25, 2009, http://www.gulf-daily-
news.com/Print.aspx?storyid=246587.

8 |n June 2013, Mohamed al-Rumaihi was named President of the IAA, replacing Fawaz al-Khalifa who remained Minister of
State for Telecom.

19 TRA, Telecommunications Market Indicators in the Kingdom of Bahrain, December 2012, slide 10,
http://tra.org.bh/EN/pdf/2012TelecommunicationsmarketsindicatorsvFforpublic.pdf.

0 TRA, “Market Information: Number of Licenses Issued,” accessed February 1, 2012,
http://www.tra.org.bh/en/marketstatistics.asp.
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administrative means. The crackdown on online speech has also resulted in an increase in self-
censorship among social network users.

The TIAA officially blocks websites that violate Articles 19 and 20 of the country’s Press Rules and
Regulations. This includes material judged as “instigating hatred of the political regime, encroaching
on the state's official religion, breaching ethics, encroaching on religions and jeopardizing public
peace or raising issues whose publication is prohibited by the provisions of this law.””" As such, any
site that criticizes the government, the ruling family, and the country’s status quo is targeted by the
IAA and promptly blocked. According to statistics provided by an online community-based survey,
39 percent of all sites reportedly blocked in Bahrain are related to politics, while 24 percent are
related to the use of various internet tools, such as anonymizers and web proxies.22 According to
some estimates, the IAA has blocked or shut down more than 1,000 websites, including human
rights websites, blogs, online forums, and individual pages from social media networks.”® For
example, the websites of the Arab Network for Human Rights Information (ANHRI) and the
Bahrain Center for Human Rights (BCHR) have been blocked since 2006. The website of the
opposition Bahrain Justice and Development Movement, which was established abroad, has been

blocked since 2011.%*

Although there are a number of news websites providing a plurality of viewpoints distinct from the
narrative of Bahraini state media, most of these are blocked by the government and require
circumvention tools to access. The websites of international television channels that continue to
report on the unrest in Bahrain, such as Al-Alam,” Press TV,”® and Lualua TV, remain blocked.”
The news site Bahrainmirror.com, which is published from abroad,” and the website of the
London-based Al-Qudus Al-Arabi newspaper have been blocked since 2011 for publishing views that
are critical to the Bahraini government.29 Bahrainonline.org, the country’s prominent online
forum, has been blocked since its launch in 1998, though its moderators have continuously

generated and distributed new links to bypass the block.*® The Arabic web portal and blog—hosting

1 please see “Decree-by-Law No. (47) for the year 2002 regarding organizing the press, printing and publishing,” available at:
http://www.iaa.bh/policiesPressrules.aspx.

22 «Herdict: At a Glance - Bahrain” Herdict, accessed on March 19, 2013, http://www.herdict.org/explore/indepth?fc=BH.

3 «Countries Under Surveillance: Bahrain,” 2011, Reporters Without Borders, accessed July 16, 2012,
http://en.rsf.org/surveillance-bahrain,39748.html.

2 “Violence, blocked websites and prosecutions — Anti-media offensive continues,” Reporters Without Borders, August 20,
2011, http://en.rsf.org/bahrain-violence-blocked-websites-and-20-08-2011,40811.html.

%5 «Channel block site of the world in Bahrain” [in Arabic], Islam Times, March 8, 2011,
http://www.islamtimes.org/vdcfcmdt.w6dcxaikiw.html.

% «press TV's website blocked in Bahrain,” PressTV, March 5, 2011, http://www.presstv.ir/detail/168269.html.

? LualuaTV also had its satellite broadcast jammed in Bahrain. Source: Simon Atkinson, “Bahrain TV station struggles as signal
blocked,” BBC News, November 14, 2011, http://www.bbc.co.uk/news/business-15699332.

8 «Crackdown continues in Bahrain, Bloggers go on trial in Emirates,” Reporters Without Borders, June 16, 2011,
http://en.rsf.org/bahrain-crackdown-continues-in-bahrain-16-06-2011,40467.html.

% “Bahrain: ‘Internet’ the biggest victim of the war launched by the authorities on the general freedom ANHRI condemns
blocking Al-Quds Al-Arabi newspaper website following its publishing of an editorial article criticizing the Saudi intervention in
Bahrain,” The Arabic Network for Human Rights Information, May 24, 2011, http://www.anhri.net/en/?p=2544.

0 gen Birnbaum, “Bahrain continues crackdown on Shi’ite opposition,” The Washington Times, September 14, 2010,
http://www.washingtontimes.com/news/2010/sep/14/bahrain-shiites-fear-arrests-detention-torture/?page=2 and
“WebStatsDomian - Mail.bahrainonline.org,” WebStatsDomain, accessed March 19, 2013,
http://www.webstatsdomain.com/domains/mail.bahrainonline.org/.
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service Al-Bawaba has also been blocked since 2006. Online newspapers have been banned from
using audio and video reports on their websites since 2010, apart from the state-owned Bna.bh,
which publishes video reports taken from state television.’' Website administrators face the same
libel laws that apply to print journalists and are held jointly responsible for all content posted on
their sites or chat rooms.

YouTube, Facebook, Twitter, and international blog-hosting services are freely available.
However, certain Web 2.0 tools are permanently blocked and specific content on social networks
can be inaccessible. For example, since February 2011, most live-broadcasting websites® that were
popular among protesters have been blocked.?® PalTalk, a chatting service that was used to conduct
political seminars for wide online audiences, has been blocked since June 2011.** In September
2012, authorities briefly blocked the United Nations broadcast website in anticipation of the
Bahrain Universal Periodic Review session.’” It was unblocked shortly after, following a large
online pressure campaign. A crowdsourcing application implemented by a Bahraini blogger used to
track the locations of flash security checkpoints was blocked a few days after its launch in August
2012.°° Furthermore, all websites displaying the “abusive video of Prophet Mohamed” were
blocked after an order from the Ministry of Interior in September 2012.%7 Although the video was
officially blocked, it remained accessible using certain mobile phone applications.

Following the March 2011 crackdown on protestors, authorities also used extralegal measures to
forcibly remove online content. Through the use of arrests,” detentions, and torture,” security
forces coerced many online forum moderators into permanently shutting down their sites.*® This
resulted in the loss of a large amount of information on Bahrain’s history that had been documented
by online users and made available only through local forums and websites.

31 “Ban on audio programs on daily newspaper Al-Wasat’s website,” Bahrain Center for Human Rights, September 9, 2010,
http://www.bahrainrights.org/en/node/3327.

32 These sites include bambuser.com, ustream.tv, justin.tv, and other websites that stream directly to Twitter like twitcasting.tv
and twitcam.livestream.com. See, “Attacks on media continue across Middle East,” Committee to Protect Journalists, February
16, 2011, http://cpj.org/2011/02/attacks-on-media-continue-across-middle-east.php.

33 “Despotic regimes continue to obstruct coverage of revolutions,” Reporters Without Borders, September 1, 2011,
http://en.rsf.org/bahrain-despotic-regimes-continue-to-01-09-2011,40886.html.

3% “Crackdown continues in Bahrain, Bloggers go on trial in Emirates,” Reporters Without Borders, June 16, 2011,
http://en.rsf.org/bahrain-crackdown-continues-in-bahrain-16-06-2011,40467.html.

3% “Bahrain: blocked UN website after Oral Intervention given by Prominent Human Rights Activist at the Human Rights
Council,” Bahrain Youth Society for Human Rights, September 14, 2012, http://byshr.org/?p=1170.

36 «4Bahrain’s blocks the police checkpoints map two days after launch,” Bahrain Freedom Index,accessed March 19, 2013,
http://bahrainindex.tumblr.com/post/30577509879/bahrains-blocks-the-police-checkpoints-map-two-days.

37 “Interior Minister directs to speed work on blocking,” [in Arabic], September 14, 2012, Al Wasat,
http://www.alwasatnews.com/3660/news/read/701627/1.html.

8 Non exhaustive list of forum moderators who were subject to arrest found at:
https://spreadsheets.google.com/pub?hl=en&hl=en&key=0ApabTTYHrcWDdEKOQOpWYnISa3JmbS1RbThtUkZrNKE&output=ht
ml; accessed via: “Bahrain: After destruction of the actual protesting site at “the Pearl,” the government shifts to eliminate
virtual protests,” Bahrain Center for Human Rights, May 17, 2011, http://bahrainrights.hopto.org/en/node/4101.

% http://globalvoicesonline.org/2011/12/05/bahrain-twitter-user-jailed-for-66-days-for-tweeting/

% Moderator of the AlDair Forum talks about his detention, saying he was forced to show the interrogation officer how to close
the website: “Ahmed al-Dairi Moderator of AlDair Forums in the first episode of his testimony: thus eased voice of Zakaria
AlAsheeri forever” [in Arabic], Bahrain Mirror, January 4, 2012, http://bhmirror.no-ip.org/article.php?id=2678&cid=117.
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In Bahrain, websites are filtered based on keyword density, the manual entry of URLs, and certain
website categories. An updated list of blocked websites is regularly sent to ISPs, which are
instructed to “prohibit any means that allow access to sites blocked by the ministry.”41 Through
notification to the TRA, the IAA can revoke the license of any operator that does not cooperate
with its blocking orders.*”” Batelco, Bahrain’s main ISP, filters the web using McAfee SmartFilter
software and Blue Coat technology.43 In March 2011, plans were announced to switch to
technology from Palo Alto Networks that can block certain elements and activities within websites,
such as video or photo uploading, and make it more difficult for users to circumvent censorship.

The decision-making process and government policies behind the blocking of websites are not
transparent. The list of all blocked websites is not available to the public and the IAA can order the
blocking of a website without referring the case to a court. In addition, webmasters do not receive
notifications or explanations when their websites are banned. When trying to access a blocked site,
users are presented with the message, “This web site has been blocked for violating regulations and
laws of Kingdom of Bahrain,” with no particular laws specified. Although the law does technically
allow affected individuals to appeal a block within 15 days, no such case has yet been adjudicated.

The government crackdown in March 2011 led many regular internet users to exercise a higher
degree of self-censorship, particularly after investigations of users’ online activities were launched
at work places and universities.** Today, the majority of users on Twitter and online forums, and
even those who leave comments on online editions of newspapers, still use pseudonyms over fears
of being targeted by the authorities.* Many have modified their privacy settings on social media or
‘protected” their Twitter pages. There has been a drop in the level of tweets related to the
#Bahrain hashtag since November 2012, following the prosecution of four internet users.*® Some
Twitter users have even announced that they have been temporarily forced to stop tweeting after
receiving threats to their personal safety.47

While websites that express criticism of the government are blocked, authorities also manipulate
the online content that is accessible in order to fabricate greater public support. Hoax journalists48
linked to public relations (PR) agencies have been employed by the government to spread

M Reporters Without Borders, “Authorities Step Up Offensive Against Journalists and Websites,” news release, May 14, 2009,
http://en.rsf.org/spip.php?page=article&id article=33042.

a2 Reporters Without Borders, “Authorities Step Up Offensive Against Journalists and Websites,” news release, May 14, 2009,
http://en.rsf.org/spip.php?page=article&id article=33042. A copy of the law can be seen on [Arabic]
http://www.legalaffairs.gov.bh/viewpdf.aspx?ID=RCLIF0109

3 paul Sonne and Steve Stecklow, “U.S. Products Help Block Mideast Web,” Wall Street Journal, March 27, 2011,
http://online.wsj.com/article/SB10001424052748704438104576219190417124226.html.

* Simeon Kerr, “Manama fights back in cyberspace,” Financial Times, May 23, 2011,
http://www.ft.com/intl/cms/s/0/7bce94b8-8560-11e0-ae32-00144feabdc0.html#axzz1ILZwkuOF.

s Nancy Messieh, “Online anonymity: A gateway to freedom or abuse?” The Next Web, August 14, 2011,
http://thenextweb.com/me/2011/08/14/online-anonymity-a-gateway-to-freedom-or-abuse/.

“ See http://bahrainindex.tumblr.com/post/41025930298/a-drop-in-level-of-tweets-on-bahrain-hashtag

7 See http://bahrainindex.tumblr.com/post/35897159633/bahraini-doctor-bahraindoctor-threatened-with-arrest

*8 Marc Owen Jones, “Hoax Journalist Liliane Khalil Returns, This Time as Habiba Dalal,” MarcOwenJones, (blog), January 29,
2012, http://marcowenjones.wordpress.com/2012/01/29/the-return-of-liliane-khalil/.
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propaganda on Twitter and progovernment blogs such as BahrainViews and Bahrain Independent.49
At least one agency was contracted to provide “web optimization and blogging” services to the
Bahraini government,50 while other PR agencies are known to have been contracted for online
reputation management through the creation of fake blogs and websites.”! Multiple Wikipedia
entries linked to Bahrain were also changed in favor of the government.sz In general, the
independent group Bahrain Watch lists 18 PR firms known to have been hired by the Bahraini
government for various promotional campaigns since February 2011, representing at least $32
million in contracts.”?

Similarly, an “army of trolls” has been active on Twitter’* since February 2011, when hundreds of
accounts suddenly emerged to collectively harass and intimidate online activists,”” commentators,
and journalists who voiced support for protests and human rights.56 International figures and
organizations are also targeted, including Marietje Schaake, a Member of the European Parliament
from the Netherlands.’” The government trolls have been moderately effective in silencing or
reducing the activity of opposition voices inside Bahrain®® and abroad.*® The trolls have also played a
vital role in spreading information that is controversial, offensive, or false,® in order to distort the
image of protesters, spread hate and conflict, or discredit information posted on social networks.®'
These troll accounts usually have few followers (or sometimes none at all) and tend to appear and
disappear in coordination with one another.

* Marc Owen Jones, “Busted! Journalist Liliane Khalil Exposed,” MarcOwenJones, (blog), August 2, 2011
http://www.marcowenjones.hostbyet2.com/?p=364 and Media Jihad: If Ya Can't Beat 'Em, Sue 'Em!
http://bahrainipolitics.blogspot.com/2011/06/media-jihad-if-you-cant-beat-em-sue-em.html# Dr Majeed AL Alawi, Twitter
post, January 2, 2012, 2:51am, https://twitter.com/#!/DrMajeedAlalawi/status/153790396231716865.

50 “Trippi & Associates Manipulate Internet Content on Behalf of Bahrain Government,” Bahrain Freedom Index (blog), July 20,
2011, http://bahrainindex.tumblr.com/post/15188201300/trippi-associates-manipulate-internet-content-on.

1 Marcus Baram, “Lobbyists Jump Ship in Wake of Mideast Unrest,” Huffington Post, March 25, 2011,
http://www.huffingtonpost.com/2011/03/24/lobbyist-mideast-unrest-departures n 840231.html;

2 Marc Owen Jones, “Truth Massages & the Intelligence Unknown,” MarcOwenlJones, (blog), December 7, 2011
http://www.marcowenjones.hostbyet2.com/?p=401.

>3 “pR Watch — keeping an eye on the Kingdom’s PR,” Bahrain Watch, http://bahrainwatch.org/pr/.

> “Bahrain’s Troll Army,” Web 3.0 Lab (blog), February 17, 2011, http://web3lab.blogspot.com/2011/02/bahrains-troll-
army.html.

> Brian Dooley, ““Troll’ Attacks on #Bahrain Tweets Show Depth of Government Attempts to Silence Dissent,” Huffington Post
(blog), November 17, 2011, http://www.huffingtonpost.com/brian-dooley/troll-attacks-on-bahrain b 1099642.html.

%5 ). David Goodman, ““Twitter Trolls’ Haunt Discussions of Bahrain Online,” The Lede (blog), New York Times, October 11, 2011,
http://thelede.blogs.nytimes.com/2011/10/11/twitter-trolls-haunt-discussions-of-bahrain-online/.

*7 See https://twitter.com/MarietjeD66/status/292223867274022913

%8 iManamaa, Twitter post, May 13, 2011, 7:39am, http://twitter.com/imanamaa/status/69049206215684097; Sultan Al-
Qassemi, “Pioneer Bloggers in the Gulf Arab States,” Jadaliyya, December 20, 2011,
http://www.jadaliyya.com/pages/index/3643/pioneer-bloggers-in-the-gulf-arab-states; “Disturbing Drop in Tweeting in
Bahrain,” Web 3.0 Lab (blog), March 22, 2011, http://web3lab.blogspot.com/2011/03/disturbing-drop-in-tweeting-in-
bahrain.html.

59 Jillian York, “Twitter Trolling as Propaganda Tactic: Bahrain and Syria,” JillianCYork.com (blog), December 10, 2011,
http://jilliancyork.com/2011/10/12/twitter-trolling-as-propaganda-tactic-bahrain-and-syria/.

0 Marc Owen Jones, “So Many Trolls but so Few Leaders: The Information War in Bahrain,” MarcOwenJones (blog), March 14,
2011 http://www.marcowenjones.hostbyet2.com/?p=176.

®1 David Wheeler, “In the Arab Spring’s Wake, Twitter Trolls and Facebook Spies,” The Chronicle of Higher Education, November
29, 2011, http://chronicle.com/blogs/planet/2011/11/29/in-the-arab-springs-wake-twitter-trolls-and-facebook-spies/.
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Despite these numerous attempts to manipulate the online information landscape, government
restrictions on online advertising have not forced the closure of any opposition websites. While it is
difficult for government-blocked websites to secure advertising, popular sites such as
bahrainonline.org have not faced significant financial pressures. This is due to the fact that most
Bahraini opposition websites are run with limited and sometimes personal resources. Furthermore,
the websites continue to receive large amounts of traffic from users within Bahrain through the use
of proxy services, dynamic IP addresses, and virtual private network (VPN) applications. However,
the government does regularly block access to circumvention tools, including techniques such as
using Google Page Translate, Google cached pages, and online mobile emulators. Adaptive and
internet savvy Bahrainis tend to find ways around these restrictions.

Bahrain’s online community has grown rapidly in recent years, especially in social media. The
number of Bahraini users on Facebook reached 377,620 as of March 2013, representing a
penetration rate of 51.2 percent,62 and there are more than 3,500 local entities (both government
and civil society) with a Facebook page.®’ Around 72,468 Bahraini users were active on Twitter as
of June 2012.** Despite the recent drop in activity, the “#bahrain” hashtag consistently remains one
of the most popular topics on Twitter across the Arab region.65

Given restrictions on press freedom, the lack of international media coverage, and the inability of
many prominent journalists to enter the country,66 activists have turned to the internet to continue
to bring attention to ongoing protests and human rights violations in Bahrain.®” Indeed, the internet
is also the main source of information and news for many Bahrainis, particularly those active on
Twitter. The resilient social protest movement titled the “Coalition of February 14 Youth”

continues to use social networks such as Facebook and Twitter®® to organize different forms of

protes‘cs.69 YouTube videos are uploaded to document police attacks on civilians and torture
0

though many are promptly blocked.” Overall, by uploading videos and sharing

. . 7
testimonies,

62 “Bahrain Facebook Statistics,” Socialbakers, accessed March 6, 2013, http://www.socialbakers.com/facebook-
statistics/bahrain.

8 1o prevent its use in the buildup to the issues related to public affairs, Bahrain is considering the legalization of the use of
Facebook similar to Arab countries” [in Arabic], Alwasat News, February 4, 2011,
http://www.alwasatnews.com/3073/news/read/525216/1.html.

% Dubai School of Government, “Mapping Twitter: Twitter Users,” Arab Social Media Report, Issue 4, July 2012,
http://www.dsg.ae/en/Publication/Pdf En/826201211212209347849.pdf

% Dubai School of Government, “Twitter in the Arab Region,” Arab Social Media Report, accessed September 4, 2013,
http://www.arabsocialmediareport.com/Twitter/LineChart.aspx?&PriMenulD=18&Cat|D=25&mnu=Cat.

8 “Access Denied,” a project of the independent research and advocacy organization Bahrain Watch, chronicles the many
journalists, researchers, academics, and NGO workers that were expelled from or denied access to Bahrain from the 2011
uprising until now. Available at: http://bahrainwatch.org/access/.

¢’ Amira al Hussaini, “Bahrain: Tweeting Appalling Conditions at Jaw Prison,” Global Voices, July 19, 2013,
http://globalvoicesonline.org/2012/07/19/bahrain-tweeting-appalling-conditions-at-jaw-prison/.

%8 See https://twitter.com/COALITION14

89 Toby C. Jones and Ala’a Shehabi, “Bahrain’s revolutionaries,” Foreign Policy, January 2, 2012,
http://mideast.foreignpolicy.com/posts/2012/01/02/bahrains_revolutionaries and “Demonstration Notice 3 —January 17,
2013, “ U.S. Embassy Bahrain, January 17, 2013, http://photos.state.gov/libraries/adana/5/2013PDFfiles/CONS-
DemonstrationNotice3-13.pdf .

" “Blocking the Documentary ‘Systematic Torture in Bahrain’ on YouTube,” Bahrain Center for Human Rights, February 8, 2011,
http://bahrainrights.hopto.org/en/node/3710.

"% Jillian York, “Bahrain Blocks YouTube Pages and More,” Global Voices, February 14, 2011,
http://advocacy.globalvoicesonline.org/2011/02/14/bahrain-blocks-youtube-pages-and-more/.
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images on social media, protesters have maintained the spotlight on their struggle and in some cases
succeeded in placing pressure on the government.72

For example, in December 2012, a video of a police officer slapping a man in the course of an
identity check went viral with over 200,000 views within 24 hours, receiving international
attention and mainstream media coverage. Acting upon international pressure, Bahraini authorities
announced that the policeman was arrested. Nonetheless, many observers were skeptical about the
sincerity of the government’s intentions and whether any disciplinary action would be taken against
the officer.” In the end, he was handed a two-month sentence in June 2013.7* The victim in the
video also revealed that he was questioned by police authorities about the identity of the
cameraman who took the video.”

VIOLATIONS OF USER RIGHTS

While censorship has remained somewhat stable since the post-uprising crackdown in 2011, the
past year has witnessed an increase in violations of user rights. In particular, authorities have
stepped up arrests of Twitter users for expressing criticism of the government. Also increasing is
the practice of targeting activists with surveillance malware in order to monitor their online
activities and collect personal information. The legal environment remains an impediment to
freedom online, although authorities also make use of extralegal measures such as arbitrary
detention and torture to intimidate and prosecute users. Bahraini authorities have continuously
called for more restrictions on internet freedom in recent years.

Bahrain’s legal environment presents many obstacles to internet freedom in its current form.
According to Article 23 of the Bahraini constitution, freedom of expression is guaranteed,
“provided that the fundamental beliefs of Islamic doctrine are not infringed, the unity of the people
is not prejudiced, and discord or sectarianism is not aroused.”® Article 26 states that all written,
telephonic, and electronic communications “shall not be censored or their confidentiality be
breached except in exigencies specified by law and in accordance with procedures and under
guarantees prescribed by the law.””’ Similarly, the Press and Publications Law of 2002 promises
free access to information “without prejudice to the requirements of national security and
defending the homeland.” Bahraini journalists have argued that these qualifying statements and
loosely-worded clauses allow for arbitrary interpretation and, in practice, the negation of the many

2 Marc Owen Jones, “Viral Justice: The MOI’s Continued Failure to Hold Police Accountable Despite Evidence,” Blog by Marc
Owen Jones, December 11, 2012, http://marcowenjones.wordpress.com/2012/12/11/social-media-viral-justice-the-mois-
continued-failure-to-hold-police-accountable-despite-evidence/

73 “Bahrain: police ‘slap’ video goes viral,” France24, January 3, 2013, http://www.france24.com/en/20121227-2012-12-27-
2049-wb-en-webnews?page=11.

% “Officer is sent to prison for slapping man,” Gulf Daily News, June 20, 2013, http://www.gulf-daily-
news.com/NewsDetails.aspx?storyid=355704.

> Malik Abdullah, “Almcefua Haider Rasool,” [in Arabic] Al Wasat, January 5, 2013,
http://www.alwasatnews.com/3773/news/read/728036/1.html .

’® Constitution of the Kingdom of Bahrain, available at http://www.shura.bh/en/InformationCenter/Pages/Documents.aspx.
"7 Constitution of the Kingdom of Bahrain, available at http://www.shura.bh/en/InformationCenter/Pages/Documents.aspx.
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rights they seek to uphold.78 In addition, there is no law that defines clear penalties for violating the
privacy of internet users, a concern shared by many bloggers who believe the absence of a law

allows for greater abuse.”

The numerous proposals that are currently under review signal a negative trend in the country’s
legal environment. In September 2011, the Chief of Public Security issued a statement declaring
that “the mere fact of posting instigative calls is a penal crime punishable by the law,” even if those
calls are made through social networks and internet websites.* Bahrain's Minister of State for
Information Affairs announced in June 2012 that the government is preparing to introduce tough
new laws to combat the "misuse" of social media.®' The Interior Ministry also stated that it would
crack down on offences and smear campaigns targeting national and public figures on social media
networks."” These were followed by an October 2012 announcement that the Ministry of Justice
will seck to enact further legislation to restrict the use of social networks, the internet, and mobile
technologies.83 These calls were linked to the spread of information online about the identities of
security officers involved in human rights violations.* As of April 2013, no law had been officially
proposed or issued. A proposed cybercrimes law that criminalizes unauthorized access to computer
systems has been under review since 2005 and is scheduledto be discussed by the Council of
Representatives during the current term of the lower house of parliament. The bill was approved
by the Shura Council, or upper house, in June 2012.%

Censorship of online media is currently implemented under the 2002 Press and Publications Law™
and was extended to mobile telephones in 2010.%” The law allows for prison sentences of at least
six months (and up to five years for repeat offenders) for publishing material that criticizes Islam,
its followers, or the king, as well as content that instigates violent crimes or the overthrow of the

8 “Bahrain,” in Media Sustainability Index 2008 (Washington, DC: IREX, 2009),

http://irex.org/programs/MSI MENA/2008/MSIMENA bahrain.asp.

9 apli al-Moussawi, “On the occasion of the World Day to combat electronic surveillance,” [in Arabic], Al Wasat, March 12,
2012, http://www.alwasatnews.com/3474/news/read/642338/1.html.

80 «pyblic Security/Statement,” Bahrain News Agency, September 21, 2011, http://www.bna.bh/portal/en/news/473522.

& Matt J. Duffy, “Bahrain shouldn’t pass new laws to regulate social media,” Gulf News, June 26, 2012,
http://gulfnews.com/opinions/editorials/bahrain-shouldn-t-pass-new-laws-to-regulate-social-media-1.1040382.

8 Habib Toumi, “Ministry pledges cyber defamation crackdown,” Gulf News, September 10, 2012,
http://gulfnews.com/news/gulf/bahrain/ministry-pledges-cyber-defamation-crackdown-1.1072373.

& Mariam Ahmed, “Justice Minister declares: a new law to address the misuse of networking,” [translated] Akhbar al-Khaleej,
October 10, 2012, http://www.akhbar-alkhaleej.com/12619/article/54540.html.

8 “Minister of Justice Uses Coercive Force against Preachers and Looms Further Procedures that Affect Freedom of Expression,”
Bahrain Center for Human Rights, October 17, 2012, http://www.bahrainrights.org/en/node/5476.

& “«Cyber crimes» and «money laundering» at the committee table” Alwatan News [in Arabic], October 14, 2012
http://alwatannews.net/NewsViewer.aspx?1D=mzj733337WsnRK6ipKD7V9T833338SEg933339933339

8 For cases where the authorities have used the 2002 press law to censor online websites, see “Website accused of violating
press code, BCHR concerned that move is aimed at silencing critical voices,” Bahrain Center for Human Rights, October 1, 2008,
http://www.bahrainrights.org/en/node/2446 and “Closing a blow to freedom of opinion and eexpression,” [Arabic] Al Wasat,
April 25, 2010, http://www.alwasatnews.com/2920/news/read/472942/1.html and “Blocking users ‘Twitter’ caused by a
violation of the Copyright Act,” [Arabic] Al Wasat, January 3, 2010,
http://www.alwasatnews.com/2676/news/read/358169/1.html.

8 Habib Toumi, “Bahrain imposes blackout on BlackBerry news sharing,” habibtoumi.com (blog), April 8, 2010,
http://www.habibtoumi.com/2010/04/08/bahrain-imposes-blackout-on-blackberry-news-sharing/.
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government.88 In addition, the 2002 Telecommunications Law contains penalties for several online
practices such as the transmission of messages that are offensive to public policy or morals.®
However, sentences can be longer if more severe penalties are called for by the penal code or
terrorism laws. For instance, under the penal code, any user who “deliberately disseminates a false
statement” that may be damaging to national security or public order can be imprisoned for up to
two years.90 The government has used these vague clauses to question and prosecute several
bloggers and online commentators.

After the March 2011 crackdown on street protesters, the government conducted a mass arrest
campaign of online activists and bloggers. More than 20 online activists were arrested and held for
periods ranging from a few days to several months.”" Arrests and prosecutions continued
throughout 2012 and early 2013. Collectively, more than 47 months of prison sentences were
passed on to eight Bahraini users in cases directly related to online posts between May 2012 and
April 2013. As photos and videos of police brutality continue to emerge online, more measures are
being taken against citizens who are seen holding cameras (including smart phones) in areas of
protest. In November 2012, a Saudi blogger said she was told on two separate occasions to delete
photos of protests and anti-government graffiti she had taken with her smartphone.” Bloggers,
moderators, and online activists are systematically detained and prosecuted by authorities for
expressing views the government regards as controversial.

One of Bahrain’s most prominent human rights defenders, Nabeel Rajab, has been subject to
repeated arrests and interrogations for publicly criticizing government figures. Rajab is the
president of the Bahrain Center for Human Rights, a non-governmental organization that remains
active despite a 2004 government order to close it.”> He was first arrested on May 5, 2012 and held
for over three weeks for “insulting a statutory body” in relation to a criticism directed at the
Ministry of Interior over Twitter.” On June 9, 2012, he was arrested again after tweeting about
the unpopularity of the Prime Minister (also a member of the royal family) in the city of Al-
Muharraq, following the sheikh’s visit there.” A group of citizens from the city promptly sued
Rajab for libel in a show of obedience to the royal family. On June 28, 2012, he was convicted of

8 press and Publications Law of 2002 of the Kingdom of Bahrain (No.47 of 2002). A copy can be found at:
http://www.legalaffairs.gov.bh/viewhtm.aspx?ID=L4702 or http://www.iaa.bh/policiesPressrules.aspx.

8 Telecommunications Law of the Kingdom of Bahrain, http://www.tra.org.bh/en/pdf/Telecom Law final.pdf.

% Bahrain Penal code, 1976, article 168, http://bahrainrights.hopto.org/BCHR/wp-content/uploads/2010/12/Bahrain-Penal-
Code.doc.

%1 List of arrested Bahraini journalists:
https://docs.google.com/spreadsheet/ccc?key=0ApabTTYHrcWDdFZocWpBRIp6ell6RkKNWeGh5YXAtUFE#gid=0, accessed via
bahrainrights.org.

%2 Rana Jarbou, “A thousand weapons,” Rana Jarbou, November 15, 2012, http://ranajarbou.blogspot.com/2012/11/a-
thousand-weapons.html.

% “About BCHR,” Bahrain Center for Human Rights, http://www.bahrainrights.org/en/about.

% “Nabeel Rajab granted bail but not released,” Bahrain Center for Human Rights, May 19, 2012,
http://www.bahrainrights.org/en/node/5256.

9 Addressing the Prime Minister, Rajab tweeted: “Khalifa: Leave the al-Muharraq alley ways, their sheikhs and their elderly,
everyone knows that you have no popularity there; and if it was not for their need for money they would not have come out to
welcome you - when will you bow out?” “Bahrain: Call for ‘immediate release’ of activist Nabeel Rajab, jailed for tweet,”
Amnesty International, July 11, 2012, https://www.amnesty.org.uk/news details.asp?NewsID=20223 and
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charges related to his first arrest and ordered to pay a fine of 300 Bahraini dinars (§800).” Shortly
after he was released on bail, he was re-arrested on July 9, 2012 after a court sentenced him to
three months imprisonment for the Al-Muharraq incident. The court of appeals later acquitted
Rajab, although he had already served most of his sentence.”” However, he is currently serving a
two-year sentence for “calling for illegal gatherings over social networks.”” Rajab, who tweets
under the name ‘(@NabeelRajab,” was ranked the “most connected” Twitter user in Bahrain
according to a survey, with over 150,000 followers at the time of his arrest in May 2012.”° He
continues to issue calls to protest over Twitter, even from prison.100 By May 2013, Rajab’s
followers had reached 206,075 and the tweet that led to his arrest had been retweeted at least
2,000 times.'"!

In another case, a 19-year-old blogger was sentenced to two years imprisonment for reportedly
posting abusive comments about the Prophet Mohamed’s wife Aisha on a Bahraini online forum in
June 2012."” That month another blogger, Mohamed Hasan, was interrogated by police authorities
»103 although

there is no law in Bahrain that requires a license for blogging. A few days earlier, one of his tweets

for “writing for websites and newspapers without a license, protesting, and tweeting,

had appeared on the Al-Jazeera television show ‘The Stream.”'* No further legal action has yet
been taken against Hasan.

In August 2012, the 21-year-old blogger Shaheen Al-Junaid was summoned by police authorities
for tweeting about an attack by members of the royal family on a Bahraini citizen who worked for
their cousin. The employee was beaten after he refused the royal family members entry onto their
cousin’s premises, which his employer had instructed him to do following a dispute between the
family members.'” The summons was later cancelled.'

Four Twitter users were arrested and had their electronic devices confiscated after their houses

were raided on the night of October 16, 2012. Abdullah Alhashemi, Salman Darwish, Ali

% «“BAHRAIN: Arrest of Mr. Nabeel Rajab,” fidh, July 22, 2012, http://www.fidh.org/BAHRAIN-Arrest-of-Mr-Nabeel-Rajab.

%7 Sara Yasin, “Bahrain activist acquitted of Twitter charges but remains in prison,” Index on Censorship,
http://www.indexoncensorship.org/2012/08/bahraini-activist-acquitted-of-twitter-charges-but-remains-in-prison/

% “Updates: Bahrain, emboldened by international silence, sentences Nabeel Rajab to 3 years imprisonment,” Bahrain Center
for Human Rights, August 20, 2012, http://www.bahrainrights.org/en/node/5387.

% “How the Middle East Tweets: Bahrain’s Most Connected,” Wamda, December 3, 2012,
http://www.wamda.com/2012/12/how-the-middle-east-tweets-bahrain-s-most-connected-report.

100 «pitter protests in Bahrain,” Movements.org, January 28, 2013, http://www.movements.org/blog/entry/bitter-protests-in-
bahrain/.

101 “ihalifa: Leave the al-Muharraq alley ways, their shaikhs and their elderly, everyone knows that you have no popularity
there; and if it was not for their need for money they would not have come out to welcome you - When will you bow out?”
https://twitter.com/nabeelrajab/status/208853736494350336.

102 “Bahrain blogger charged with blaspheming Islam,” Bahrain Freedom Index, 2012, accessed September 4, 2013,
http://bahrainindex.tumblr.com/post/25638178036/bahrain-blogger-charged-with-blaspheming-islam.

103 See https://twitter.com/safybh/status/210005542406598657 (@safybh)

10% “Bahrain blogger @safybh interrogated about his ‘goodnight tweets’,” Bahrain Freedom Index, 2012, accessed September 4,
2013, http://bahrainindex.tumblr.com/post/25638691193/bahraini-blogger-safybh-interrogated-about-his.
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11, 2012, http://manamavoice.com/news-news read-10274-0.html.

106 “Cancel call to expose the assault on a citizen by the King’s cousins,” [in Arabic] Bahrain Mirror, December 8, 2012,
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Mohamed Watheqi, and Ali Alhayki, who are not known public figures, were charged with
“insulting the king of Bahrain over Twitter.” In November 2012, they received sentences ranging
from one to six months.'”” At least one of the men has revealed that he was coerced into making a

forced confession.'®

On December 11, 2012, a fifth Twitter user received a four-month sentence for the same
Charge.109 According to activists, the identities of these anonymous users were discovered using a
technique known as “spear phishing,” in which surveillance software was secretly embedded in
seemingly innocent private messages to the users, enabling the hackers to remotely access the
victims’ computers.110 One of those arrested was a progovernment Twitter user who had criticized
the king for not being harsh enough in punishing protestors. H

Another wave of arrests took place on March 11 and 12, 2013, when six users, including one
lawyer and one minor, were detained over charges of defaming the king over social media.'"” None
of the users had a large base of followers; instead, it seemed that the authorities selected them in
order to instill fear locally without provoking criticism from the international community.

After months of living in hiding, award-winning photographer Ahmed Humaidan was arrested by
15 undercover policemen on December 29, 2012. Humaidan was accused of participating in an
attack on a police station in the district of Sitra, ' though it is believed that his arrest is in fact due
to him photographing protests.''* Following his arrest, Humaidan was interrogated, blindfolded for
two days, and placed in solitary confinement for a week'"” at the General Directorate of Criminal
Investigation while being denied access to a lavvyer.116 He was subject to psychological torture and
made to believe that a bomb had been placed in his hand that would imminently detonate if he did

not produce a confession.''”” Humaidan has been one of many photographers documenting the

107 “Bahrain: Twitter users sentenced to prison as authorities seek to extend their crack-down on social media websites,”
Bahrain Center for Human Rights, November 8, 2012, http://www.bahrainrights.org/en/node/5507.

198 See http://twitter.com/freedomprayers/status/261928988274991104.

109 «4 months in prison accused of insulting the king via Twitter” [in Arabic], Al Wasat, December 12, 2012,
http://www.alwasatnews.com/3749/news/read/722589/1.html.

110 «Bahrain: How the identities of the tweeps were tracked,” Bahrain Freedom Index (Tumblr), accessed December 2012,
http://bahrainindex.tumblr.com/post/35839544837/bahrain-how-the-identities-of-the-tweeps-were-tracked.

11 gee https://twitter.com/freedomprayers/status/258927207286722560 and
https://twitter.com/jehadabdulla/status/257445077457190912.

12 The detainees include 17-year-old Ali Faisal Al-Shufa, 33-year-old Hassan Abdali Isa, 26-year-old Mohsen Abdali Isa, 36-year-
old Ammar Makki Mohammed Al-Aali, 34-year-old Mahmood Abdul-Majeed Abdulla Al-Jamri, and 25-year-old Mahdi Ebrahim
Al-Basri. See “Bahrain: The Authorities Celebrate the World Day against Cyber-censorship by Arresting 6 Twitter Users,” Bahrain
Youth Society For Human Rights, March 12, 2013, http://byshr.org/?p=1324.

113 «pyblic Prosecution / Statement,” Bahrain News Agency, January 5, 2013, http://www.bna.bh/portal/en/news/540555.

14 “Bahrain arrests photographer who documented dissent,” Committee to Project Journalists, January 9, 2013,
http://www.cpj.org/2013/01/bahrain-arrest-photographer-who-documented-dissent.php.

5 see https://twitter.com/BHRS2001/status/287932501744304128.

See https://twitter.com/BHRS2001/status/287924826797125634.
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2013, http://www.bahrainmirror.com/article.php?id=7363&cid=73.
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protests through social media websites such as Flickr and Instagram.118 He was reportedly
sentenced to three years in prison on June 18, 201 3.1

The Bahraini authorities are remarkably responsive when enforcing the country’s tight online
restrictions. Human rights activist Said Yousif Al-Muhafdha (@SaidYousif) was arrested only 23
minutes after a photo of a protester’s shotgun injury was posted on his Twitter account. The photo
identified the injury as having taken place that same day in Manama, though in reality it was taken
several days earlier.'”® Al-Muhafdha was indeed monitoring a protest in Manama prior to his arrest,
tweeting media and information about attacks on the demonstrators by the police; however, he has
denied publishing that particular picture. He was charged under Article 168 of the Penal Code with
“willfully disseminating false news” that “resulted in protests and riots that disrupted security and
order on the same day.”121 He was detained for one month before being released on bail, pending a
trial. On March 11, 2013 the court acquitted him of the charges, stating there was “no proof of [a]
connection between the riots and the picture he had posted.”122 However, the public prosecution
has appealed against the acquittal and a second trial will start on July 1, 2013, in which Al-

Muhafdha could face a prison sentence. 123

In January 2013, the higher court of cassation upheld a series of harsh sentences originally passed by
a military court in June 2011, in which two bloggers were charged with possessing links to a
terrorist organization aiming to overthrow the government.'” They were also accused of
disseminating false news and inciting protests against the government. The two users, Abduljalil al-
Singace and Ali Abdulemam, had already been detained for six months between September 2010

12> and media interviews, both were

and February 2011. According to their own court testimonies
also subject to torture while held.'* Al-Singace, a prominent human rights defender, has been held
in detention since March 17, 2011 and his blog has been blocked since February 2009."”" He was

sentenced to life imprisonment for “plotting to topple” the government in late 2011 and remains in
prison.128 He was not allowed to testify before the court until his appeal, when he revealed that he

18 See: http://instagram.com/ahmedhumaidan/, http://www.flickr.com/photos/86494560@NO05, and

http://500px.com/AhmedHumaidan.

19500 https://twitter.com/FreedomPrayers/status/349607068916924416.
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(Blogspot), December 22, 2012, http://manamacoac.blogspot.com/2012/12/bahrain-light-speed-investigation-leads.html.
121 “Bahrain: Charges Against Rights Defender Raise Concerns,” Human Rights Watch, January 3, 2012,
http://www.hrw.org/news/2013/01/03/bahrain-charges-against-rights-defender-raise-concerns.

122 up ctivist cleared of Twitter post,” Gulf Daily News, March 12, 2013, http://www.gulf-daily-
news.com/NewsDetails.aspx?storyid=349145.

123 wipyplic Prosecution’ appeals against the acquittal of AIMuhafdha in the ‘false news broadcast’ “, Alwasat news, April 13,
2013, http://www.alwasatnews.com/3871/news/read/763690/1.html

124 “Detained blogger Abduljalil Al-Singace on hunger strike,” Reporters Without Borders, September 6, 2011,
http://en.rsf.org/bahrain-one-blogger-sentenced-to-life-22-06-2011,40507.html. *** “Terrorist network first hearing — Trial
Testimonies — 28" October, 2010,” Bahrain Center for Human Rights, October 29, 2010,
http://bahrainrights.hopto.org/en/node/3540.

125 «Terrorist network first hearing — Trial Testimonies — 28" October, 2010,” Bahrain Center for Human Rights, October 29,
2010, http://bahrainrights.hopto.org/en/node/3540.

126 AJi Abdulemam describes the way he was tortured (minute 09:37), “People & Power — Bahrain: Fighting for change,” Al
Jazeera English, March 9, 2011, http://www.youtube.com/watch?v=1ZdyiK-Z5Do.

127 http://www.bahrainrights.org/en/node/2752. Alsingace’s blog is http://alsingace.katib.org.

128 “Bahrain upholds lengthy prison terms for journalists,” Committee to Protect Journalists, September 28, 2011,
http://cpj.org/2011/09/bahrain-1.php.
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had been subject to torture.'”” Ali Abdulemam, the owner of Bahrain’s most popular online forum,
Bahrainonline.org, had been in hiding since March 17, 2011 during which time he was sentenced
(in absentia) to 15 years of prison."” However, he suddenly re-emerged in May 2013, having

escaped Bahrain to the United Kingdom through Saudi Arabia, Kuwait, and Iraq. 131

Five policemen were put on trial for the death of the online journalist and moderator of the Al-Dair
online forum, Zakaryia Al-Ashiri, who died from torture while in police custody on April 9,
2011."” However, after a lengthy trial that lasted from January 2012 until March 2013, the court
acquitted all of those accused, furthering the widely held belief that members of Bahrain’s security

apparatus enjoy impunity for crimes against protestors.133

Students and employees have received disciplinary action for comments they have communicated
via private text messages and social media. In May 2012, a student of the University of Bahrain was
suspended for a semester after writing ‘phrases that insult His Majesty the King’ on her mobile
phone and sending them to her colleagues. She was reported to the university management by one

of the recipients of her message.134

Given that users can be prosecuted for being identified with an offending post or text, many users
are concerned about restrictions on using ICT tools anonymously. The TRA requires users to

3% and the government prohibits the sale or

obtain licenses to use Wi-Fi and WiMAX connections,’
use of unregistered (anonymous) prepaid mobile phones. The country’s cybercafes are also subject
to increasing surveillance. Oversight of their operations is coordinated by a commission consisting
of members from four ministries, who work to ensure strict compliance with rules that prohibit

access for minors and require that all computer terminals are fully visible to observers. '

Since March 2009, the TRA has mandated that all telecommunications companies must keep a
record of customers’ phone calls, e-mails, and website visits for up to three years. The companies
are also obliged to provide the security services access to subscriber data upon request.lz’7 Since the
application of “National Safety Status” (emergency law) in March 2011, citizens have been forced to

129 The full testimony of Dr Abduljalil AlSingace before the higher court of appeal on 29 May 2012 (Arabic)

http://bahrainrights.hopto.org/BCHR/wp-content/uploads/2012/06/A).docx.
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Human Rights, March 13, 2013, http://www.bahrainrights.org/en/node/5673.

3% Brian Dooley, “Bahrain Student Suspended for Phone Message,” Human Rights First, June 4, 2012,
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allow security personnel to search their mobile phones at checkpoints. Recent instances of this

behaviour continue to be documented on YouTube.'®

In May 2011, new units were created within the IAA to monitor social media and foreign news
websites. According to the IAA’s director of publishing, the initiative aims to “further help project
the kingdom’s achievements and respond to false information that some channels broadcast.”®
Although Bahraini cyberspace is highly monitored, no actions have been taken against the dozens of
progovernment users who continue to spread online threats against activists. 10 Some of these users
have publically defamed citizens by using social media to identify the faces of protestors and
circulate lists of “traitors.”"*' It is common for users tied to the opposition movement to receive

these types of extralegal attacks in a bid to disrupt their activities.

In July 2012, researchers discovered malicious software concealed in seemingly innocent emails
sent to Bahraini activists in April and May 2012. The surveillance software, named “FinFisher,” is
developed by the Munich-based Gamma International GmbH and distributed by its U.K. affiliate,
Gamma Group. One aspect of the software, “FinSpy,” can remotely and secretly take control of a
computer, taking screen shots, intercepting Voice-over-Internet-Protocol (VolIP) calls, and
transmitting a record of every keys‘troke.142 The company has denied that it has sold its products to
the Bahraini government, claiming that the version of FinSpy deployed on activists was “old” and for
demonstration purposes only. However, evidence compiled by internet watch groups shows that a
newer version of the FinSpy software is also in use in Bahrain, suggesting the government is
receiving paid updates from the company.143 Since 2010, evidence has also emerged surrounding
the use of spy gear maintained by Nokia Siemens Networks (NSN) and its divested unit, Trovicor

GmbH, to monitor and record phone calls and text messages. 1

Cyberattacks against both opposition and progovernment pages, as well as other websites, are
common in Bahrain. For example, in June 2012 a Facebook news page that belongs to opposition

138
139

See video: http://bahrainindex.tumblr.com/post/39738010314/policeman-checking-the-private-mobile-content-of-a.
Andy Sambridge, “Bahrain sets up new units to monitor media output,” Arabian Business, May 18, 2011,
http://www.arabianbusiness.com/bahrain-sets-up-new-units-monitor-media-output-400867.html|?parentID=401071.

140 «“Bahrain: Death threats against Messrs. Mohammed Al-Maskati, Nabeel Rajab and Yousef Al-Mahafdha,” World
Organization Against Torture, December 7, 2011, http://www.omct.org/human-rights-defenders/urgent-
interventions/bahrain/2011/12/d21549/.

141 See https://twitter.com/Jalad Almajoos/status/292638655217020929. For a well-documented account of the defamation of
opposition activists, please refer to Mahmoud Cherif Bassiouni et al., “Report of the Bahrain Independent Commission of
Inquiry,” Bahrain Independent Commission of Inquiry (BICI), November 23, 2011, paragraph 1597,
http://files.bici.org.bh/BICIreportEN.pdf.

142 \iernon Silver, “Cyber Attacks on Activists Traced to FinFisher Spyware of Gamma,” Bloomberg, July 25, 2012,
http://www.bloomberg.com/news/2012-07-25/cyber-attacks-on-activists-traced-to-finfisher-spyware-of-gamma.html and
“From Bahrain With Love: FinFisher’s Spy Kit Exposed,” CitizenLab, July 25, 2012, http://citizenlab.org/2012/07/from-bahrain-
with-love-finfishers-spy-kit-exposed/.

193 ayou Only Click Twice: FinFisher’s Global Proliferation,” CitizenLab, May 13, 2013, https://citizenlab.org/2013/03/you-only-
click-twice-finfishers-global-proliferation-2/.

%4 \Jernon Silver and Ben Elgin, “Torture in Bahrain Becomes Routine With Help From Nokia Siemens,” Bloomberg, August 22,
2011, http://www.bloomberg.com/news/2011-08-22/torture-in-bahrain-becomes-routine-with-help-from-nokia-siemens-
networking.html.

BAHRAIN



FREEDOM ON THE NET 2013

activists was taken over by a progovernment group.145 Similarly, a progovernment website,
b4bh.com, was hacked in August 2012 for the second time by opposition activists.'*® Government-
associated websites are frequently targeted with distributed denial of service (DDoS) attacks, with
the most recent instance occurring on May 17, 2012 following the arrest of activist Nabeel Rajab.
The main perpetrator of such attacks has been the group “Anonymous,” which launched “Operation
Bahrain” through a press release published on February 17, 2011 1

145 See Bahrainforums.com, June 8, 2012, https://bahrainforums.com/vb/%E5%E4%C7-

%C7%E1%C8%CD%DI1%ED%E4/978431.htm .

146 “Opponenets of Bahrain infiltrate locations belonging to the government,” [in Arabic], Jurnaljazira.com, August 11, 2012,
http://www.jurnaljazira.com/news.php?action=view&id=4834.

147 “Anonymous hits Bahrain after arrest of human rights activist Nabeel Rajab,” Examiner, May 5, 2012,
http://www.examiner.com/article/anonymous-hits-bahrain-after-arrest-of-human-rights-activist-nabeel-rajab.
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2012 2013

INTERNET FREEDOM STATUS N/A P’;}‘:}EY
Obstacles to Access (0-25) n/a 13
Limits on Content (0-35) n/a 12
Violations of User Rights (0-40) | n/a 24
Total (0-100) n/a | 49

* 0=most free, 100=least free

POPULATION: 153 million

INTERNET PENETRATION 2012: 6 percent
SOCIAL MEDIA/ICT APPS BLOCKED: Yes
POLITICAL/SOCIAL CONTENT BLOCKED: Yes
BLOGGERS/ICT USERS ARRESTED: Yes
PRESS FREEDOM 2013 STATUS: Partly Free

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

® Secularist blogger Ahmed Rajib Haider was murdered after calling for and promoting
protests against a convicted Islamist war criminal online (see VIOLATIONS OF USER

RIGHTS).

Police charged four bloggers with harming religious sentiment under the ICT Act
2006 (see VIOLATIONS OF USER RIGHTS).

Regulators blocked YouTube for nine months after the anti-Islamic “Innocence of
Muslims” video sparked widespread criticism in September 2012; not all ISPs
complied (see LIMITS ON CONTENT).

BANGLADESH




FREEDOM ON THE NET 2013

As an emerging economy, Bangladesh has recognized information communication technologies
(ICTs) as core tools for development. Even with new media still a comparatively recent
phenomenon, however, officials have sought to control and censor online content—particularly as
the internet took center stage in major social and political events in 2012 and 2013.

Since opening up the country‘s electronic media to the private sector in the early 1990s, the
government has, at least officially, encouraged open internet access and communication. The ruling
Bangladesh Awami League under Prime Minister Sheikh Hasina is working towards a “knowledge
based networked society” under the “Digital Bangladesh by 2021” program launched in 2009." The
program seeks to integrate internet access with development efforts in national priority areas, such
as education, healthcare, and agriculture. Private commercial stakeholders have also helped in the
proliferation of net usage. Bangladesh further benefits from a vibrant—though often partisan—
print and audio-visual media industry, but traditional journalists face physical threats and regulatory
constraints that are increasingly being replicated online.

Religious sentiments and ICTs were both subject to manipulation, which led to major violations to
internet freedom during the coverage period of this report. Authorities seemed ill-prepared at both
policy and regulatory levels for the turbulent political developments and used a combination of
punitive laws and ad hoc directives to curb expression on the internet, even while failing to offer
adequate protection to individuals and websites under threat for their online activities. Police
arrested four bloggers on the charge of harming religious sentiment, and regulators shut down their
blogs without a court order. YouTube was inaccessible for nine months after the government
blocked it in response to anti-Islamic content posted in 2012.

In October 2012, journalists traced attacks targeting Buddhist neighborhoods in the southeastern
district of Ramu to a Buddhist’s Facebook profile apparently altered to display anti-Islamic images
and incite local Muslims to retaliate; it’s not clear who was responsible for the alleged
manipulation.2 In February 2013, domestic tensions escalated when a war crimes tribunal
sentenced Abdul Quader Mollah, leader of the country’s largest political Islamic party Jamaat-e-
Islami, to life imprisonment for crimes committed during the country’s 1971 war of independence
with Pakistan, including mass murder and rape.’ Some thought the sentence was lenient, and tens
of thousands of protesters gathered around the Shahbag intersection in the capital, Dhaka, for more
than two months. Traditional social, cultural, and pro-independence political forces later joined
and strengthened the non-violent demonstration, causing some observers to compare it to the 2011
protests in Egypt’s Tahrir Scluare.Ar The Shahbag Movement, as it became known, was facilitated by

! “Digital Bangladesh Strategy Paper, 2010,” Access to Information Program, Prime Minister’s Office, The People’s Republic of
Bangladesh, http://www.a2i.pmo.gov.bd/tempdoc/spdbb.pdf.

2 “A Devil’s Design,” The Daily Star, October 14, 2012, http://bit.ly/1eQ4GBn.

3 Tamima Anam, “Shahbag Protesters Versus the Butcher of Mirpur,” The Guardian, February 13, 2013,
http://www.guardian.co.uk/world/2013/feb/13/shahbag-protest-bangladesh-quader-mollah.

* Saurabh Shukla, “Shahbag Square Cheers for Change: Dhaka's Young Protesters Demand Ban on Extremism and Death for War
Criminals,” Daily Mail, February 28, 2013, http://dailym.ai/18e9tHR.
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blogs, Facebook, and Twitter, a convincing display of the power of ICTs to mobilize and
disseminate information.’ Its opponents certainly thought so: Mollah’s supporters rallied in
response against a conspiracy by “atheist bloggers.” On February 11, a pro-Jamaat-e-Islami blog
identified blogger Ahmed Rajib Haider as a Shahbag ringleader; armed assailants attacked and killed
Rajib outside his home four days later. These were troubling developments for a country still
striving to become a part of the connected global community.

OBSTACLES TO ACCESS

:

The International Telecommunication Union reported internet penetration in Bangladesh at 6
percent in 2012.7 Government estimates were closer to 20 percent.8 Over 90 percent of users
access the internet through GPRS/CDMA services, which local regulators classify as narrowband.
The remainder subscribe to fixed lines, ecither through a traditional Internet Service Provider (ISPs)
or via one of two WiMax operators.9

The government has established 4,501 Information Centers all over Bangladesh, with the goal of
ensuring cost-effective internet access and related e-services for the base of the pyramid
population.'’ No specific study has been done yet to analyze the user breakdown between urban
and rural population.

Mobile penetration was at 64 percent in 2012, with connections provided by six operators.11
Grameen Phone, owned by Telenor, is the market leader with 42 percent of the total customer
base, followed by Orascom’s Banglalink with 26 percent, and Robi, under the Axiata company,
with 21 percent. The remaining three—Airtel, Citycell, and the state-owned Teletalk—have a
total customer base of 10 percent.12 Right now, Teletalk is the only entity offering mobile
broadband to its comparatively small user base. Other operators offer 2G services, as the
government is yet to provide licenses for 3G/4G operations.

While ICT usage is increasing fast, Bangladesh is lagging behind globally. The World Economic
Forum’s 2013 global IT report ranked Bangladesh 114 out of 144 countries worldwide, with
infrastructure and the regulatory environment scoring poorly, though overall communication

® The movement’s demands were diverse, including the death sentence for the war crimes conviction, and banning the
Bangladesh Jamaat-e-Islami party from politics. See, “Shahbag Grand Rally Demands Hanging to War Criminals, Banning Jamaat
(Updated),” The Independent (Dhaka), February 8, 2013, http://bit.ly/18z0STZ.

® Al Jazeera, “Bangladesh Opposition Protests turn Deadly,” February 22, 2013, http://aje.me/XF7s1z.

’ International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2012,”
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

& Association of Mobile Telecom Operators of Bangladesh, “Telecom and ICT: Key Enablers for Economic Development,”
presentation, March 25, 2013, www.amtob.org.bd.

° Faheem Hussain, “License Renewal of Mobile Phone Services: What a Country Should Not Do (A Case Study of Bangladesh),”
Telecommunication Policy Research Conference, George Mason University, VA, USA, September 21-23, 2012,
http://papers.ssrn.com/sol3/papers.cfm?abstract id=2032127.

% Faheem Hussain, “ICT Sector Performance Review for Bangladesh,” LIRNEasia, 2011. Abstract available:
http://papers.ssrn.com/sol3/papers.cfm?abstract id=2013707.

™ International Telecommunication Union, “Mobile-cellular Telephone Subscriptions, 2000-2012.”

12 Bangladesh Telecommunication Regulatory Commission, accessed March, 2013, http://www.btrc.gov.bd/.
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service was comparatively affordable, a factor that is driving growth.13 In addition, the ability to
access localized information and create content in Bengali has contributed to the popularity of local
blog hosting services.'*

Bangladesh’s physical internet infrastructure has been vulnerable to frequent disconnection, since
the country historically relied on a single undersea cable (SEA-ME-WE-4) for its backbone."” In late
2012, however, Bangladesh became connected to an international terrestrial cable managed by
private companies, reducing the country’s the risk of being completely cut off from the

“information superhighway.”16

The Bangladesh Telecommunication Regulatory Commission (BTRC), established under the
Bangladesh Telecommunications Act of 2001, is the official regulatory body overseeing
telecommunication and related ICT issues. However, the current administration amended the act
in 2010, passing control of regulating the telecommunication sector to the Ministry of Post and
Telecommunications and making the BTRC an auxiliary organization.17 This move created
administrative delays in a number of basic processes like the announcement of new tariffs or license
renewals.'® In addition, the prime minister’s office has an Access to Information (A2I) program,
supported by the United Nations Development Program, which has considerable influence over
top-level ICT-related decision making. "

LIMITS ON CONTENT

The BTRC blocked access to YouTube for nearly nine months in 2012. While it had blocked social
media and communication apps in the past, some fear the anti-Islamic video that prompted the
censorship was merely a pretext for officials to exert more control over online content. This fear
grew in 2013. As the Shahbag movement showed online mobilization gaining force, BTRC
officials—without a court order—directed local blog hosts to remove four blogs for alleged anti-
religious content, apparently at the behest of religious groups. In another worrisome development,
a Facebook page containing a religious insult launched violent attacks on Buddhist minorities and
their establishments in Ramu. A newspaper subsequently reported that the page had been doctored
to incite retaliation.

The BTRC censors content relating to religious issues or that offends state leaders primarily by
issuing informal orders to domestic service providers, who are legally bound through their license

3 Befiat Bilbao-Osorio, Soumitra Dutta, and Bruno Lanvin, “The Global Information Technology Report 2013,” World Economic
Forum, http://reports.weforum.org/global-information-technology-report-2013/.

1 |nterview with Syeda Gulshan Ferdous Jana, founder of Somewhereinblog, April 2013.

1 Hussain, “ICT Sector Performance Review for Bangladesh.”

16 “Bangladesh Connected with Terrestrial Cable,” BDNews24, December 8, 2012, http://bit.ly/1fyvt6).

7'5.M. Shahidul Islam and Abdullah-Al Monzur Hussain, “Bangladesh Telecommunication (Amended) Act, 2010,” Manual of
Cyber Law in Bangladesh, (Dhaka: Central Law Book House, 2011), 241-264.

18 Faheem Hussain, “Telecom Regulatory Environment in Digital Bangladesh: Exploring the Disconnects Between Public
Policies/Regulations and Real World Sector Performance,” Sixth Communication Policy Research South Conference by LIRNEasia
and Chulalongkorn University, Bangkok, 2011.

19 “Access to Information Program,” UNDP in Bangladesh, accessed in June, 2013, http://bit.ly/1biN3ty.
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and operations agreements to cooperate. Service providers describe official censorship as ad hoc in
nature, without proper follow up mechanisms in place to ensure whether the imposed restrictions
have been carried out or not.”” In addition, online news providers do not have the government
recognition granted to traditional, licensed, press organizations, leaving them in regulatory limbo.
International social media and communication apps like Facebook and YouTube are regular victims
of government censorship in Bangladesh. Facebook is one of the most visited websites in the
country,21 attracting more than 10 percent of the nation’s total internet users.”? The entire
platform has been blocked several times, for periods ranging from a few hours to a few days at a
time, though the process by which this decision is made and implemented is not known.
Government officials justify such actions as necessary to “contain negative campaigns” on social
networks.”?

Google services, particularly its search engine and video-sharing website YouTube, also enjoy a
high volume of user traffic. Despite its popularity, the BTRC blocked access to YouTube in
Bangladesh from September 2012 to May 2013 in response to a 14-minute derogatory video about
Islam titled, “The Innocence of Muslims.”* The video, uploaded in the United States in summer
2012, incited violent anti-American protests in Bangladesh, among other predominantly Muslim
nations.”’ Google temporarily blocked versions of the video in some countries, apparently on
grounds that the content broke local laws, but declined to do so in Bangladesh.26 Some critics said
the length of the ban in Bangladesh indicates the disputed video was a pretext for officials to gain
control over the video-sharing platform, which they have blocked in the past for politically sensitive
content.”’ However, the impact of the censorship was less severe than the duration implies, since
some ISPs informally unblocked the platform after just a few weeks. Other internet users continued
to access it using proxy servers. So far, the BTRC has not sought to block software that allows users

to circumvent content blocking.

Domestically-hosted websites, including the most popular news sites, Prothom Alo, BDNews24, and
Banglanews24, have yet to face any targeted blocking. However, in March 2013, the government
formed an official committee to identify bloggers who had allegedly demeaned the spirit of Islam.?®
The committee participated in discussions with clerics to produce a list of bloggers and Facebook
users they alleged had published anti-Islamic blasphemy.29 Though there were more than 80 names

2 Author interviews with seven experts in Bangladesh who requested anonymity, early 2013.

2 Alexa, “Top Sites in Bangladesh,” accessed May, 2013, http://www.alexa.com/topsites/countries/BD.

2 social Bakers, “Bangladesh Facebook Statistics,” accessed May 2013, http://bit.ly/IKcsc).

3 Ariful Faisal, “Facebook Opens After a Short Period Block,” Priyo, February 28, 2012, http://bit.ly/16Jwtuo.

% Abdullah Mamun, “YouTube Blocked in Bangladesh,” The Daily Star, September 18, 2012, http://bit.ly/1azjwHF.

% Mamun, “YouTube Blocked in Bangladesh.”

%5 Arun Devnath & Haris Anwar, “Pakistan, Bangladesh Block YouTube; Saudis May Follow,” Bloomberg News, September 20,
2013, http://www.bloomberg.com/news/2012-09-18/pakistan-bangladesh-block-youtube-to-restrict-anti-islam-film.html.

2 7afar Sobhan, “YouTube is Still Banned in Bangla,” The Sunday Guardian, October 27, 2012, http://www.sunday-
guardian.com/analysis/youtube-is-still-banned-in-bangla. Authorities have instigated politically-motivated, though temporary
blocks on YouTube in the past. See: BBC News, “Bangladesh Imposes YouTube Block,” March 9, 2009,
http://news.bbc.co.uk/2/hi/7932659.stm.

%8 Global Voices Advocacy, “Bangladesh Authorities Go After ‘Anti-Muslim’ Bloggers,” April 1, 2013,
http://advocacy.globalvoicesonline.org/2013/04/01/bangladesh-authorities-go-after-anti-muslim-bloggers/.

2 “Churashi Bloggerer Talika Shorastro Montronaloye,” [Home Ministry has the List of Eighty-four Bloggers], NatunBarta,
March 31, 2013, http://www.natunbarta.com/si-tech/2013/03/31/18939/.
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on the list, the BTRC subsequently directed domestic blog hosting platforms to close the accounts
of just four bloggers it identified as “anti-religious elements.” All four were prominently involved in
the Shahbag movement, which had come into conflict with ultra-religious groups as well as the
administration, which they accused of poor governance. The owners of the host platforms reported
that officials never used any court orders or legal explanations during their communications.*’
Officially, the legal system ensures the right to appeal against most government decisions, but the
lack of a warrant, as well as the risk of losing a license or legal permission to operate, makes
mounting such an appeal challenging, and so far none have been documented in response to
censorship directives.

Such strict and opaque content regulation has resulted in self-censorship by social media users,
bloggers, and online news media. In particular, the developments of the last year have made
discussion of religious issues more sensitive. More positively, there has been no evidence of
government officials proactively manipulating online content. Some unknown actors, however,
apparently orchestrated an outbreak of religious violence in the Ramu area of southeastern
Chittagong based on a Facebook profile. In September 2012, members of the local Muslim majority
community accused a Buddhist of displaying an anti-Islamic image on his Facebook profile and
launched retaliatory attacks that destroyed a dozen temples. The Daily Star newspaper reported in
October that the image had been added to the Facebook profile, then shown to Muslims both
online and off, falsely creating the impression that local Buddhists were sharing blasphemous
material. No police investigation was launched into the alleged manipulation, and the page’s owner
was forced to flee the area.’!

Despite recent restrictions and uncertainties, there are around 200,000 active bloggers in
Bangladesh, and this number is growing. The BTRC has identified 48 active domestic blog hosting
platforms. Leading examples, based on subscriber figures, include SomewhereinBlog, Amarblog,
and Shocholayoton.32

The Shahbag Movement, which was initiated by the Bangladesh Online Activists’ Network, is the
country’s most significant example of online activism to date. The protests coalesced around the
International Crimes Tribunal verdict against the Jamaat-e-Islami leader (see Introduction) but
quickly took on a political element.” In its carly stages, however, the movement spread through
blogging, Facebook, and mobile telephony.34 Twitter, previously little-used in Bangladesh, gained
popularity as a tool to broadcast information about Shahbag, both domestically and
internationally. ¥

% Global Voices Advocacy, “Bangladesh Authorities Go After ‘Anti-Muslim’ Bloggers.”

3 «p Devil’s Design,” The Daily Star, October 14, 2012, http://bit.ly/1eQ4GBn.

32 “Blog,” Daily Manab Zamin, April 4, 2013, http://bit.ly/17clexA.

33 Mohammad Shahid Ullah, “Shahbagh People’s Movement: New Generation Challenging the Unjust Structure,” Voice of the
Oppressed, February 18, 2013, http://www.voiceoftheoppressed.in/tag/bangladesh-online-activist-network/.

3 Tamanna Khan, “Shahbag Beyond Boundaries,” The Daily Star, March 29, 2013, http://bit.ly/18zMyW8.

* Faheem Hussain, Zyma Islam, and Mashiat Mostafa, “Proliferation of Twitter for Political Microblogging in a Developing
Country: An Exploratory Study of #Shahbag,” (unpublished research funded by the Asian University for Women Faculty
Research Fund, 2013).
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The February 2013 murder of blogger Ahmed Rajib Haider by armed assailants after an ultra-
religious blog identified him as a Shahbag organizer was one of the most shocking developments
during the coverage period for this report. While the government offered to protect some
secularist bloggers from the hate speech spiraling out of control online in the wake of the Shahbag
movement, it clouded that message by arresting four of them, including one who had been stabbed
just a few months before, in April. Domestic online news sites faced cyber-attacks during periods
of heightened religious contention.

Article 39 (1, 2) of Chapter 2 in the Bangladeshi constitution recognizes freedom of thought,
conscience, and speech as a fundamental right.36 Online expression has been traditionally
considered to fall within the scope of this provision. The Information and Communication
Technology Act of 2006 is the primary legal reference for addressing issues related to internet
usage, in addition to defining and protecting freedom of expression online; it also penalizes citizens
who violate others’ rights to communicate electronically.37 In addition, the amended Bangladesh
Telecommunication Act of 2010 allows officials to intercept electronic communications from any
individual or institution to ensure the security of the state or public order.”® The judicial system of
Bangladesh is independent from the executive and the legislative branches of government, but
critics say it can be partisan, and police and regulators generally bypass the courts to implement

censorship and surveillance without oversight.39

Section 56 of the ICT Act defines hacking as a crime punishable by up to three years in prison, a
fine of BDT 10,000,000 ($ 125,000), or both. Section 57 is vaguer, and characterizes different
types of religious, social or political expression made electronically as potential violations. People
found guilty under this section face a maximum of 10 years imprisonment and fines up to BDT

10,000,000 ($125,000).*

The first arrests made using these clauses took place in 2013. On April 1, as regulators were
shutting down their websites, police detained bloggers Rasel Parvez, Mashiur Rahman Biplob, and
Subrata Ashikari Shuvo. Two days later they also detained Asif Mohiuddin, author of a renowned
blog on sensitive sociopolitical issues that won a user-nominated award from German broadcaster
Deutsche Welle in 2012.*' Just a few months before his arrest, in January 2013, Mohiuddin was

% 5.M. Shahidul Islam and Abdullah-Al Monzur Hussain, “Right to Information Act, 2009”, Manual of Cyber Law in Bangladesh,
(Dhaka, Central Law Book House, 2011) 1-47.

375 M. Shahidul Islam and Abdullah-Al Monzur Hussain, “Information and Communication Technology Act, 2006,” Manual of
Cyber Law in Bangladesh, (Dhaka, Central Law Book House, 2011) 90-91.

38 Bangladesh Telecommunication (Amended) Act, 2010.

3 “The Historic Masdar Hossain Case and the Independence of Judiciary of Bangladesh: A Compilation,” Wahab Ohid Legal Aid,
March 12, 2013, http://wahabohidlegalaid.blogspot.com/2013/03/the-historic-masdar-hossain-case-and.html; M.
Moneruzzaman, “Judiciary Independence Still on Paper,” The Bangladesh Chronicle, January 15, 2013,
http://www.bangladeshchronicle.net/index.php/2013/01/judiciary-independence-still-on-paper/.

*® |nformation and Communication Technology Act, 2006.

*! Emran Hossain, “Bangladesh Arrests 'Atheist Bloggers,' Cracking Down on Critics,” Huffington Post, April 3, 2013,
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hospitalized with serious stab wounds, apparently inflicted by armed assailants in reprisal for his
writing and activism.*? All four bloggers were charged with harming religious sentiment under
Section 57(2) of the ICT Act 2006, and conservative political forces branded them as anti-Islamic
atheists, though activists defended them.* The bloggers were later released on bail, though Asif
Mohiuddin’s application was initially denied until he appealed on medical grounds in June.* A
judge declined to extend bail beyond one month, and he was re-arrested in July.*”

Also in April, police arrested Mahmudur Rahman, acting editor and majority owner of the pro-
opposition newspaper Amar Desh, on charges that included defaming religion under ICT Act
sections 56 and 57.* The case was the latest in dozens of investigations involving Rahman that his
supporters characterize as politically motivated. In 2012, he was charged with sedition in relation
to his paper’s publication of private Skype communications involving an International Crimes
Tribunal judge that cast doubt on the integrity of the tribunal’s judgments;*’ the judge issued a
court order against the U.K.-based Economist magazine in the same case, though much of the
material was leaked online in Bangladesh.48

The threat of sedition charges—which carry a possible death penalty—has been used against others
for online activity. In October 2012, Australian immigration authorities granted asylum to
Muhammad Ruhul Khandaker after a court in Bangladesh recommended he be charged with
sedition for a comment he posted to his personal Facebook account while living in Australia.*’ In
January 2012, the court had sentenced Khandaker in absentia to six months in jail for contempt of
court when he failed to attend a hearing in Dhaka in relation to the comment, which was
considered insulting to Prime Minister Sheikh Hasina.*

At present, the government allows anonymous access and web posting, and does not require
website owners, bloggers, or internet users to register. However, even though people can post
comments online without revealing their true identities, they are susceptible to surveillance. Under
the 2010 Telecommunication Act, regulators have the power to intercept any communication—

http://www.huffingtonpost.com/2013/04/03/bangladesh-bloggers n 3009137.html; Arafatul Islam, “Bangladesh Gags Award-
winning Blogger,” Deutsche Welle, March 25, 2013, http://dw.de/p/183px.

42 “Blogger Knifed in Dhaka,” BDNews24, January 14, 2013, http://bit.ly/10vt99p.

43 “‘Bloggers’ to be Charged under ICT Act,” BDNews24, April 4, 2013, http://bdnews24.com/bangladesh/2013/04/02/bloggers-
to-be-charged-under-ict-act. See also, Rezwan, “Bloggers in Bangladesh Face Threats Online and Off,” Slate, Future Tense (blog),
April 4, 2013, http://slate.me/YOKIBE.

a “Bloggers Shuvo, Parvez Released,” The Daily Star, May 12, 2013 http://www.thedailystar.net/beta2/news/bloggers-shuvo-
parvez-get-bail/; Md Sanaul Islam Tipu, “Blogger Moshiur Granted Bail,” Dhaka Tribune, June 2, 2013; http://bit.ly/13d88yi;
“Blogger Asif Mohiuddin Gets Bail”, BDNews24, June 27, 2013, http://bit.ly/18zMRQY.

* “Blogger Asif sent to jail again,” The Daily Star, July 29, 2013, http://bit.ly/15GApCO.

* “Mahmudur Rahman Arrested Under ICT Act: MK Alamgir,” The Independent (Dhaka), April 11, 2013,

http://bit.ly/1fRgQZH.

4 7.)., “Press Freedom in Bangladesh: “In the Best Interest of the Media,”” Banyan (blog), The Economist, May 25, 2013,
http://www.economist.com/blogs/banyan/2013/05/press-freedom-bangladesh.

8 Economist, “The Trial of the Birth of a Nation,” December 15, 2012, http://econ.st/RpQnK7.

9 Adam Gartrell, “Bangladeshi Gets Asylum over Facebook Case,” Australian Associated Press, November 27, 2012,
http://news.smh.com.au/breaking-news-national/bangladeshi-gets-asylum-over-facebook-case-20121127-2a5b9.html.

*® Amanda Hodge, “Student, Muhammad Ruhul Khandaker, Fears Death Penalty for Facebook Comment,” The Australian,
January 10, 2012, http://bit.ly/woBd2q.
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voice or data—over the telecom network without a court order.’’ Both data and voice service
providers are required by law to aid the government in monitoring the user communications. >’
Meanwhile, citizens must provide their national identity card and related personal information to

obtain a mobile connection.

The BTRC has also been using methods such as deep-packet inspection to identify “unlawful and
sensitive information” sent over the internet, according to news 1‘eports.53 The government has yet
to define “unlawful” or “sensitive,” but no abuse of deep-packet inspection has been documented.
There is no independent oversight body in Bangladesh to guard against the abuse of surveillance
options initiated by the government.

The physical safety of journalists and media personnel is at risk in Bangladesh, with three journalists
killed in 2012.>* Bloggers and online news providers have also suffered from physical attacks, and
reported an increasing number of threats in the past year from different groups, perhaps in
response to intensifying activism by the Shahbag Movement and others. The government’s response
was contradictory, supporting the pro-independence, secular bloggers against the threats of anti-
Shahbag elements, while arresting some known, pro-Shahbag online activists for insulting Islam.

On February 15, 2013, during the peak of the Shahbag Movement, one of the group’s leading
activists, Ahmed Rajib Haider, was brutally murdered by suspected religious extremists.”” Police
found a series of posts targeting Rajib and other key figures in the movement on the blog, Sonar
Bangladesh, which the BTRC subsequently blocked.*® The first of such posts was against Rajib,
whose critical stance against religious extremism apparently offended them. On March 1, five
people police described as religious extremists were detained in connection with Rajib’s murder.”’
On April 1, 2013, police arrested four suspects in relation to the attack on Asif Mohiuddin, also

linking them with religious extremism.>®

Cyberattacks on key government websites, online news sites, and blogs are also on the rise. News
sites The Daily Star, Prothom Alo, BDNews24, and Banglanews24 have regularly been victims of hacking
and related cyberattacks by third parties; Prothom Alo and the London-hosted UKBDNews website

*1 Abu Saeed Khan, presentation in “Third South Asian Meeting on the Internet and Freedom of Expression,” Dhaka,
Bangladesh, 14-15 January 2013.

52 Bangladesh Telecommunication (Amended) Act, 2010.

>3 Ashraf Khan, “Cyber Crime Niyontrone Paanch Koti Takar Device” [The Device Forth Five Crore to Control Cyber Crime], Daily
Manab Zamin, April 20, 2013, http://bit.ly/1biMIHp.

** The motive for the murder was definitely related to journalism in one case; it remains unconfirmed in the other two. See,
Committee to Protect Journalists, “14 Journalists Killed in Bangladesh since 1992,” http://www.cpj.org/killed/asia/bangladesh/,
accessed July 2013.

3 “Blogger Brutally Killed,” The Daily Star, February 16, 2013,
http://archive.thedailystar.net/newDesign/news-details.php?nid=269336.

6492 Blogs, Facebook Pages Blocked,” BDNews24, February 20, 2013
http://dev-bd.bdnews24.com/details.php?id=240964&cid=2.

>7 “Blogger Rajib Killing - Mastermind Shibir man,” The Daily Star, March 3, 2013
http://archive.thedailystar.net/newDesign/news-details.php?nid=271147.

%8 “4 Held For Attacking Blogger Asif,” BDNews24, April 1, 2013,
http://bdnews24.com/bangladesh/2013/04/01/4-held-for-attacking-blogger-asif.
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reported being infected with malware in February 201 3,°” while The Daily Star site was attacked by
Anonymous in March.®® The youth population has turned out to be the most vulnerable group
against any privacy violations, predominantly through mobile phones and the internet.®’ People are
slowly realizing the importance of protecting their online presence against any outside, unlawful
intrusion. ISPs informally organized a Bangladesh Cyber Emergency Response Team and are
working towards dealing with cyberattacks, hacking, and other malicious threats.®” In addition, the
Bangladesh government has established its own response mechanism to deal with such issues.

5 Eqramul Islam, “Prothom-alo Spreading Viruses, ukbdnews.com Under Attack,” UKBD News, February 19, 2013
http://ukbdnews.com/english/1119-prothom-alo-spreading-viruses-ukbdnewscom-under-attack.html.

& “Daily Star Website Hacked,” Daily Sun, March 5, 2013

http://www.daily-sun.com/details yes 05-03-2013 Daily-Star-website-hacked 428 1 0 3 32.html.

®1 Faheem Hussain and Mohammad Sahid Ullah, “Mobile Communication and Internet in Bangladesh: Is Privacy at Risk for
Youth Population?” Media Watch, Centre for Communication Studies, 2013

®2 Bangladesh Cyber Emergency Response Team, accessed April, 2013, http://www.bdcert.org/v2/.
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INTERNET FREEDOM STATUS Nor | Not poruLATioN: 9.5 million 47
FrEE | FREE INTERNET PENETRATION 2012: percent

SociAL MEDIA/ICT Aprps BLOCKED: Yes

Obstacles to Access (0-25) 16 16
— POLITICAL/SOCIAL CONTENT BLOCKED: Yes

Limits on Content (0-35) 23 22 BLOGGERS/ICT USERS ARRESTED: Yes
Violations of User Rights (0-40)| 30 29 PRESS FREEDOM 2013 STATUS: Not Free
Total (0— 1 00) 69 67

* 0=most free, 100=least free

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

Change.org, an online petition platform, was blocked for two weeks in August 2012,
possibly in connection with a petition that supported the release of two citizens who had
been unjustly arrested (see LIMITS ON CONTENT).

The overall number of online users arrested declined in comparison to the mass arrests
that occurred during the spring 2011 protests; however, government persecution of

online activists became more targeted as arrests and detentions were more directly linked
to users’ online activities (see VIOLATIONS OF USER RIGHTS).

Each of the three major cases of criminal prosecution against media practitioners
concerned internet publications (see VIOLATIONS OF USER RIGHTS).

Instances of technical attacks against the websites of independent media and civil society
groups continued to grow (see VIOLATIONS OF USER RIGHTS).
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The overall situation for internet freedom in Belarus remained relatively stagnant during 2012-
2013. The government, run by the autocratic President Alexander Lukashenka, continues to exert
control over the online sphere by blocking websites and intimidating online users. Repression of
activists also became more targeted this year, compared to the large number of arrests made in
connection with a series of protests in 2011.

During the past year, internet access in Belarus continued to grow. The country’s external gateway
capacity expanded to 350 Gbps, and significantly more users reported having access to broadband
networks. All of Belarus’ mobile operators offer internet access and the number of mobile internet
users is growing. However, while access may be improving, the government continues to regulate,
control, and restrict the scope of online content.

In 2010, the Ministry of Telecommunications issued a regulation for a catalogue of websites whose
access should be blocked in state-run facilities and cybercafes. The procedure for consigning sites to
this blacklist remains nontransparent and there is no functioning appeal process. As of February
2013, the list reportedly contained 119 websites, including a number of leading political, news, and
human rights websites. The authorities continue the practice of occasionally blocking certain
independent websites under specific circumstances. On September 23, 2012, the day of the
parliamentary elections, the authorities blocked access to four websites that were reporting
violations observed by independent organizations and citizens.

During the past year, the harassment and persecution of online journalists and activists deemed to
be critical of the government continued and became more targeted. In 2012-2013, each of the
three major cases of criminal prosecution against media practitioners concerned internet
publications. Of the 11 political prisoners being held by the government, two regularly published
online. There were about 60 cases of detentions of journalists, independent press distributors, and
members of social networks. Instances of extralegal harassment of online activists, especially those
involved in political communities on social networks, continued to take place. In August 2012, the
authorities launched a campaign against social networks critical of President Lukashenka. Instances
of technical attacks against independent websites grew. In April 2013, several leading political and
civil society sites experienced a coordinated hacker attack, which included explicit threats against
online publishers and journalists.

OBSTACLES TO ACCESS

|

From 2012-2013, the number of internet users in Belarus continued to grow rapidly and the quality
of internet connections improved, despite a year of political and economic stagnation. The
government’s loss of popularity and credibility in the wake of the 2011 economic crisis continued
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to spur demand for alternative sources of information." With the authorities controlling the
majority of print and broadcast outlets, the internet serves as the country’s only island of free
media. At the same time, the crisis did not dramatically affect government investment in the
internet nor significantly increase internet costs, allowing many to begin using the internet as a
source for news and a tool for social interaction.

The National Statistical Committee reported that Belarus has an internet penetration rate of 71.9
percent.” An independent study by Gemius in December 2012 found that there were 4.6 million
internet users, or 13.8 percent more than the year before, producing a penetration rate of about 56
percent.’ Statistics reported by the International Telecommunication Union (ITU) place the
internet penetration rate lower at 47 percent for 2012.* In January 2013, the country’s external
internet gateway capacity was expanded to 350 Gbps. Following a growth of 20 percent in 2012,
this upgrade will result in an increase in capacity of 44 percent in the first half of 201 3.°In 2012,
Belarus” wireless network was expanded to 1,300 hot spots, including 712 in the capital.6

The country’s four mobile phone operators had a combined total of 10.7 million subscribers, for a
total penetration rate of 113 percent as of January 2012.” All four mobile operators offer internet
access, and 4,360 of the country’s 15,000 base stations are 3G-capable. The share of smartphones
in the mobile market is approximately 40 percent.8 By October 2012, about 12 percent of internet
users were accessing websites via mobile telephones, half of them with smartphones.9 A report by
Index on Censorship calculates that more than 2 million Belarusians have access to the internet via
mobile devices and that more than 4 percent of online page views from Belarus now come from
smartphones and tablets.'” Mobile phone operators report considerable growth in the average

! Alyaksandr Klaskowski, “Private media gain credibility,” Belapan, January 9, 2013,
http://en.belapan.com/archive/2013/01/09/en 598444 598445. See also AnekcaHap KnackoBckuid, «Pynopbl Bracrei
3ap)kaBenn. Yto B3ameH?» [Alyaksandr Klaskowski, The horns of the authorities rusted. What'’s instead?], Naviny.by, January
11, 2013, http://naviny.by/rubrics/society/2013/01/11/ic_articles 116 180482.

% National Statistical Committee (NSC), “Key indicators of public communication,” accessed January 27, 2013,
http://belstat.gov.by/homep/ru/indicators/transport.php. NSC data is based on the numbers reported by providers and does
not distinguish between legal entities and private users.

3 Mikhail Doroshevich, “Internet in Belarus, December 2012, E-Belarus, January 31, 2013. For the November 2012 statistics, see
Alena Spasyuk, “Internet users in Belarus said to have increased in number by 13.3%,” Belapan, November 23, 2012,
http://en.belapan.com/archive/2012/11/23/en 19271123m.

* International Telecommunication Union (ITU), “Percentage of individuals using the Internet,” 2012, accessed July 6, 2013,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx

® Belarus plans to raise Internet gateway capacity nearly by half, http://news.belta.by/en/news/society/?id=697993.

® “Belarus external Internet gateway capacity up to 350Gbps, Belta, January 3, 2013,
http://news.belta.by/en/news/society?id=703179.

7 National Statistical Committee (NSC), “Key indicators of public communication,” accessed January 27, 2013,
http://belstat.gov.by/homep/ru/indicators/transport.php.

8 “Undpbl UT — cTatuctmka B benapycun” [IT figures - statistics for Belarus], IT.tut.by, accessed January 27, 2013,
http://it.tut.by/numbers/#cell. One of the four mobile phone operators, TeleGeography Mobile Digital Communications
(Velcom), declared that as of December 31, 2012 its 3G/3G+ mobile networks were available to 100% of the urban population,
while voice services coverage extended to 98.9% of the total population, http://www.e-belarus.org/news/201301101.html.

° Alena Spasyuk, “Internet users in Belarus said to have increased in number by 13.3%,” Belapan, November 23, 2012,
http://en.belapan.com/archive/2012/11/23/en 19271123m.

% Andrei Alexandrau, Belarus: Pulling the Plug, Index on Censorship, http://www.indexoncensorship.org/wp-
content/uploads/2013/01/IDX Belarus ENG WebRes.pdf.
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revenue per user (ARPU), which is attributed to the rising number of the internet users and the
development of data transmission services.''

According to Gemius, 80.7 percent of internet users in Belarus access the internet on a daily
basis.'” The key divide in levels of access is not between rural and urban populations—since almost
75 percent of Belarusians live in urban areas—but between the country’s capital and other regions.
However, the share of users in the capital city of Minsk has decreased from 40 percent to 28
percent over the last five years, and internet users in other cities with a population of more than
50,000 now account for more than 20 percent of the total.” Another significant determinant of
internet use is age: 30 percent of all users are 25-34 years old, 21 percent are 19-24 years old,
19.5 percent are 35—44 years old, and only 6.5 percent are 55 years or older." Most internet
users—93.5 percent—regularly access the internet at home, and 29.8 percent do so at work.
Internet cafes remain the least popular point of access, with just 4.2 percent of users utilizing
them."

While Belarus has two official languages—DBelarusian and Russian—the majority of citizens use
Russian in daily life. As a result, most online software is in Russian, although some popular
software is also available in Belarusian, often translated by local enthusiasts.

In September 2012, almost 70 percent of Belarusian users reported having broadband access. ' This
figure has increased rapidly since 2010, when Belarus had Europe’s lowest level of high speed
access, at only 10 percent of the population. The largest choice and best quality of internet access is
available in Minsk, where 38 companies offer internet access through ADSL, Ethernet, cable TV,
and mobile networks. Smaller cities have a significantly narrower selection of options. Rural
dwellers are largely dependent on the state-owned telecommunications monopoly Beltelecom,
which provides IPTV'” and internet access through ADSL (if phone lines are available), or via
mobile internet, which is quite slow in remote locations. Internet connections are the slowest in
the sparsely-populated areas of the southeastern and northern parts of the country.

The cost of broadband access via DSL and cable is generally tied to volume, reflecting the pricing
structure that Beltelecom uses when selling bandwidth to downstream internet service providers
(ISPs). This makes it somewhat expensive to download large items like music or movies, while for
common activities such as e-mail and web browsing, the volume surcharges do not create a barrier
for most users. An unlimited internet access service was launched by Beltelecom in 2007. Initially
quite expensive, it has become more affordable, and prices range from approximately $5-$45 per

1 “The average revenue per user (ARPU) of Belarusian mobile carriers rose considerably in Q3 2012,” Belta, November 19,
2012, http://news.belta.by/en/news/econom?id=699383.

2 Mikhail Doroshevich, “Internet in Belarus, December 2012, E-Belarus, January 31, 2013, http://www.e-
belarus.org/news/201301311.html.

3 Alena Spasyuk, “Internet users in Belarus said to have increased in number by 13.3%,” Belapan, November 23, 2012,
http://en.belapan.com/archive/2012/11/23/en 19271123m.

% “Internet audience in Belarus increased by 14%,” IT.tut.by, October 24, 2012, http://it.tut.by/317249.

3 Mikhail Doroshevich, “Internet in Belarus, December 2012,” E-Belarus.org, http://www.e-belarus.org/news/201301311.html.
'8 “Internet audience in Belarus increased by 14%,” IT.tut.by, October 24, 2012, http://it.tut.by/317249.

Y |PTV refers to “internet protocol over television”, a manner of providing television viewing through the internet rather than
through traditional terrestrial, satellite, or other technologies.
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month, depending on the speed. Beltelecom raised internet access prices by 10 percent in March
2012 and by another 10 percent in January 2013."® Mobile phone and internet access charges were
increased by 20 percent in January 2013, as mobile operators were no longer exempted from

paying a value added tax (VAT)."

The increase in internet penetration has resulted in the continued growth of citizens’ activity on
social networking sites. The Russian site VKontakte (vk.com) continues to be the most popular
social network service, with 2.5 million accounts registered in Belarus, and is the most accessed
website in the country.20 About 1.6 million Belarusians use the Russian social network
Odnoklassniki.ru.” As of February 2013, there were more than 112,000 blogs registered on
LiveJournal from users in Belarus.” As of May 2012, there were 95,000 Belarusian users registered
on Twitter, including 18,000 active users.”” The total number of Facebook users in Belarus is close
to 500,000 (about 5 percent of the total population and 16 percent of internet users), and has
grown by more than 130,000 since May 201 2.

While foreign social networks remain very popular in Belarus and their number of users continues
to grow, local networks appear to be gaining an audience within the country. In April 2012, the
Minsk-based IT.TUT.by reported having over 1.2 million registered users on their social
networking site, LTUT.by.”> As of January 2013, there were over 1 million users registered in
another popular local social network, Vceti.by, compared to 315,000 users in October 2011 26

Beltelecom and the National Center for Traffic Exchange, established by the government in 2011,
remain the only entities with the ability to handle connections with ISPs outside of Belarus.
Beltelecom also holds a monopoly on fixed-line communications and internet services inside
Belarus. In April 2012, the Center for Traffic Exchange replaced Beltelecom in providing access to
the points of sharing national traffic (peering).”” The Ministry of Communications and Information
Technology has issued 180 licenses for secondary ISPs, though only 56 are currently active in
Belarus. The Beltelecom subsidiary Belpak remains the largest ISP. While the government does not
limit the amount of bandwidth that access providers can supply, all ISPs depend on the facilities of

18 “Bentenexkom He naaHMpyeT nosbiwaTth Tapndbl Ha MHTepHeT fo KoHua 2012 roga” [Beltelecom is not planning to raise tariffs
for Internet before the end of 2012], Ukaz60.net, accessed January 27, 2013, http://ukaz60.net/node/281; “C 18 aHusapsa byfly n
ZALA nogoposkatoT Ha 10%” [On January 18, byfly and Zala will increase prices by 10 %], Ukaz60.net, accessed January 27, 2013,
http://ukaz60.net/node/298.

1 Alyaksey Areshka, “Mobile phone, Internet access charges rise by 20 percent,” Belapan, January 2, 2013,
http://en.belapan.com/archive/2013/01/02/en_16550102.

2 Alexa, “Top Sites in Belarus,” accessed January 27, 2013, http://www.alexa.com/topsites/countries/BY.

A “Top 10 Websites,” gemiusAudience, accessed on May 12, 2013, http://www.audience.by.

2 “Undpbl UT — ctatucTuKa B benapycun” [IT figures - statistics for Belarus], IT.tut.by, accessed March 8, 2013,
http://it.tut.by/numbers/#cell.

% |bid.

 “Belarus Facebook Statistics,” SocialBakers, accessed January 27, 2013, http://www.socialbakers.com/facebook-
statistics/belarus/last-3-monthst#chart-intervals.

» “Undpbl UT — ctatucTMKa B Benapycn” [IT figures - statistics for Belarus], IT.tut.by, accessed January 27, 2013,
http://it.tut.by/numbers/#cell.

% Vseti.by, accessed on May 13, 2013, http://vseti.by.

2z “HaumoHanbHbIW LeHTp obmeHa TpadmMKom 3ameHun Bentenekom B yactu ycayr nupuHra,” [National Center for Traffic
Exchange replaced Beltelecom in providing peering services], TechOnliner.by, April 3, 2012,
http://tech.onliner.by/2012/04/03/nacionalnyj-centr-obmena-trafikom-zamenil-beltelekom-v-chasti-uslug-piringa.

BELARUS



FREEDOM ON THE NET 2013

the state-owned Beltelecom, which allows the authorities to control access speeds for the entire
country, if needed.

There is no independent regulator overseeing ICTs in Belarus. The Ministry of Communications
and Information Technology handles regulatory functions. In addition, the presidential
administration’s Operational and Analytical Center (OAC) has the authority to oversee ISPs,
conduct overseas online surveillance, and manage Belarus’ top-level domain (.by).*® Other bodies
with authority over this sector include the State Telecommunications Inspectorate, State Control
Committee, and Prosecutor General’s Office.

LIMITS ON CONTENT

With the 2000-2005 “color revolutions” and 2011 Arab Spring in mind, Belarus’ authoritarian
government has attempted to extend its control over online content. Local media rights groups
have argued that the regulations adopted during the last three years—such as Decree No. 60, (“On
measures for improving use of the national internet network”)—reflect an alarming trend toward
greater control of the internet, noting that many of the decree’s provisions remain vague and
unclear.”” The procedure for putting sites on an official blacklist, for example, is completely
nontransparent. Additionally, the government has continued to influence online content by
increasing financial support to pro-government media outlets. There were a few instances of
blocking in 2012-2013, such as the temporary blocking of Change.org in August 2012; however,
other sites such as Facebook, Twitter, and YouTube remain accessible.

Decree No. 60, which was enacted on February 1, 2010 and came into effect on July 1, 2010,
introduced provisions by which ISPs are required to block access to restricted information, such as
pornography and material inciting violence. By law, the authorities can only institute this blocking
in state institutions or when requested by individual users. In practice, however, the government
has engaged in ad hoc efforts to limit access to internet content deemed contrary to its interests,
though Belarusian telecoms typically cite technical problems rather than admitting to blocking. The
authorities have regularly blocked certain websites on specific days when there are elections,
holidays important to the democratic opposition, or scheduled protests.

On June 29, 2010, the Ministry of Telecommunications and the OAC issued a regulation calling for
the creation of two lists to catalog the URLs of all websites whose access should be blocked in state-
run facilities and internet cafes; one list is public, while the other is accessible only to ISPs.*® As of
May 2013, the publicly-accessible list did not contain any URLs, while the number of URLs on the

%8 See “Instructions on the procedure of domain names registration in the field of hierarchical names of the national segment of
the Internet network” at http://cctld.by/eng/rules.html.

% Volha Prudnikava, “Authorities use both legal and illegal methods to control Internet, experts say,” Belapan, January 11,
2012, http://en.belapan.com/archive/2012/01/11/en 522094 522095; “Belarus Again on the List of Internet Enemies (with
Andrey Bastunets Comments),” Belarusian Association of Journalists, March 12, 2012, http://baj.by/en/node/11431.

0 “Eenrn3 npuctynuia Kk dopmmuposaHuto "yepHoro cnmcka” [State Supervisory Body for Telecommunications Started Forming
the “Black List”] Electroname, July 9, 2010, http://www.electroname.com/story/7329.
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restricted list remains unknown.?' On July 10, 2012, the state news agency Belta reported that the
number of blacklisted websites had doubled since October 2011 and that the restricted list included
80 websites, most of which contain extremist or pornographic content. According to Uladzimir
Rabavolaw, the first deputy head of the presidential administration's Operational and Analytical
Center (OAC), the list contained 119 websites as of February 2013.” Based on unofficial
information, the blacklist also includes at least two of the country’s most popular independent news
and information websites, Charter97.org and Belaruspartisan.org, as well as the website of the
Viasna Human Rights Center and the blog of the popular independent political commentator
Yauhien Lipkovich.”* The Prosecutor General’s Office has confirmed that Charter97.org and
Belaruspartisan.org are on the restricted list.* State officials claim that the sites remain privately
accessible.”® State bodies authorized to add sites to the blacklist include the Ministry of Internal
Affairs, the Prosecutor General’s Office, and the KGB.

Under amendments dating from November 2011, which stipulate the fines for violating Decree
No. 60, ISPs that provide access to blacklisted websites are required to pay a small fine. In practice,
ISPs seem to be inconsistent in blocking access to these sites; some have blocked access to
blacklisted sites without any user requests, which is technically illegal under the decree, while
others have ignored the blacklist.’” ISPs block the blacklisted websites by web address or in
combination with IP filtering. In December 2012, Index on Censorship conducted field research
using a sample group of blacklisted sites to assess the scope of the filtering. The results indicated
varying degrees of blocking. While the sites were available via internet cafes in Minsk and through
Belarus’ three major mobile operators, some or all were blocked in places where the state had
greater control over the internet connection, such as government buildings and universities.’®

The authorities continue to practice occasional blocking of certain independent websites under
specific circumstances. In August 2012, Change.org, a site which offers individuals and
organizations the opportunity to publicize petitions and gather more supporters, could not be
accessed inside Belarus. The independent website Charter97.org alleged that the authorities had
blocked Change.org in order to prevent citizens from signing an online petition for the release of
Anton Surapin and Syarhey Basharymaw, who were unjustly arrested and charged with allegedly

3 “Crinckm orpaHuyeHHoro goctyna” [Lists of Restricted Access], Ministry of Telecommunications, accessed on May 12, 2013,
http://belgie.by/node/216. For the online version, see also http://bit.ly/14Tskal.

32up Benapycu yasonaock KonM4YecTso 3anpelyeHHbIx caitos,” [Number of banned websites doubled in Belarus], Ej.by, July 10,
2013, http://www.ej.by/news/politics/2012/07/10/v_belarusi udvoilos _kolichestvo zapreschennyh saytov.html.

33 “AAL, — 3abnsKaBaHbiM caitam: MNiwbiue anenaupli’[OAC to blocked websites: Write appeals], Viasna, February 17, 2013,
http://spring96.org/be/news/61348.

3 Zmitsier Lukashuk, “Websites restricted for state institutions since November 28,” Euroradio, November 30, 2011,
http://baj.by/en/node/9118.

35 Vyacheslaw Budkevich, “Government begins blocking access to opposition websites,” Belapan, April 11, 2011,
http://en.belapan.com/archive/2011/04/11/en 20240411.

36 Tanya Korovenkova, “Belarus: Internet under surveillance, but still relatively free,” Belapan, February 23, 2013,
http://en.belapan.com/archive/2013/02/23/en 607543.

3 Volha Prudnikova, “Authorities use both legal and illegal methods to control internet, expert says,” Belapan, June 24, 2011,
http://en.belapan.com/archive/2012/01/11/en 522094 522095.

3 “Belarus: Pulling the Plug,” Index on Censorship, pp. 12-13, http://www.indexoncensorship.org/wp-
content/uploads/2013/01/IDX Belarus ENG WebRes.pdf.
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assisting in the illegal flight of a foreign airplane over Belarusian airspace on July 4, 2012.%” While
accessible from other countries, Change.org remained blocked in Belarus for two weeks.

On September 23, 2012, the day of the parliamentary elections, the authorities again used
Beltelecom to block access to the websites of the civic and political For Freedom Movement
(Pyx.by), Belarusian Christian Democracy party (Bchd.info), and the political news source Unity-
Democracy-Freedom (UDF.by), as well as the crowdsourcing election monitoring platform
Electby.org. The main criteria for the blocking were election-related activities; all of the sites on
the list were publishing reports of violations from independent observation groups and ordinary
citizens. IP filtering was used as the blocking mechanism. The blocking commenced at 7:30pm on
September 23 and continued for about 24 hours. This type of blocking proved relatively easy to
bypass by changing IP addresses and updating DNS records. Three of the four sites (Electby.org,
Pyx.by, and UDF.by) utilized these tactics and were inaccessible for only short periods of time.
The Bchd.info team was unable to restore access, most likely due to the limitations of its hosting,
which did not permit changing the IP address. Unlike in past elections, most independent news
sources, as well as the majority of the political opposition’s websites, were not blocked. Social
networks also remained accessible. This limited response by the authorities reflected the fact that
citizens expressed little interest in these elections, and the opposition did not call for or plan public
protests.

On February 25, 2013, the Belarusian authorities again blocked access to the website of the
Belarusian Christian Democracy party (BChD), as reported by the press office of the unregistered
opposition party. BChD Executive Secretary Dzyanis Sadowski linked the blocking to the party’s

'

campaign called "Wave of Solidarity,'
40

which is aimed at supporting political prisoners and other

victims of the Lukashenka regime.

To date, it appears that the Belarusian government does not possess the capacity to employ
sophisticated internet blocking techniques, and therefore resorts to more basic approaches like IP
filtering and disabling DNS records.*' Also, it seems that the authorities do not perform regular or
automated monitoring of the accessibility of banned sites, and it generally takes from 4 to 16 hours
to block a new IP address. No documented instances of deep packet inspection (DPI) filtering have
been recorded so far.

Since 2008, the government has employed stringent requirements for accreditation to restrict non-
state journalists’ access to information.*” The Law on Mass Media requires journalists to obtain

3 Syarhey Pulsha, “Web users in Belarus unable to access popular online petition site,” Belapan, August 12, 2012,
http://en.belapan.com/archive/2012/08/12/en 12081454b.

0 Syarhey Karalevich, “Authorities block access to website of Belarusian Christian Democracy,” Belapan, February 25, 2103,
http://en.belapan.com/archive/2013/02/25/en 17350225m.

#up Benapycu 3abnoknpoBaH goctyn K cainty Change.org” [In Belarus access to Change.org website is blocked], Providers.by,
August 13, 2012, http://providers.by/2012/08/news/v-belarusi-zablokirovan-dostup-k-change-org.

*2 The Law on Mass Media envisages an authorization-based procedure of accreditation. Moreover, it does not allow the
possibility to appeal against a refusal of accreditation as a journalist. A journalist is forbidden to carry out professional activities,
if he or she is not accredited. “Comments on Suggestions to Media Law,” Belarusian Association of Journalists, January 24,
2013, http://baj.by/en/node/19255.
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authorization before they can become accredited and it does not allow individuals to appeal the
decision in cases where their accreditation is refused. Journalists, including those publishing online,
are not allowed to work professionally if they are not accredited.®’

In January 2013, the Ministry of Foreign Affairs denied the accreditation application of Pavel
Sviardlou, a Belarusian journalist known for his online reports for the Warsaw-based European
Radio for Belarus.** The ministry cited Sviardlou’s previous arrest in June 2012—when police
officers grabbed him off the street and forced him into a minibus, after which he served a 15-day
detention on the charge of using obscene language—as the reason for denying his application. On
March 26, 2013, the ministry denied accreditation, for the third time, to Belsat, the Warsaw-based
independent Belarusian-language satellite television channel and online news source, on the
grounds that Belarusian journalists reporting for the channel had violated Belarusian media laws.*
Additionally, journalists for Belsat have been continually harassed by the Belarusian authorities

through warnings and administrative arrests.

Another result of state pressure is self-censorship, which has become a pervasive phenomenon for
web-based media, especially state and commercial outlets. Online commentators and
administrators of web portals avoid posting content that might put them at odds with the
authorities. Many Belarusian websites and forums still practice pre-moderation of comments,
which discourages regular users and restricts communication. Under the Administrative Offences
Code, criminal code, and Decree No. 60, websites are not liable for users’ comments, but in
practice sites often face consequences for certain kinds of comments. Typically, users are warned in
the forum rules that they are responsible for their comments. Nevertheless, many site owners have
stated that they have been contacted by officials and businesspeople unhappy with comments.
Moreover, readers who are offended by comments often attribute blame to the website itself,
indicating that readers do not always make the distinction between the journalism content posted
by the website owners and commentary posted by unaffiliated users.*®

During the parliamentary election campaign in the fall of 2012, a pro-governmental candidate
threatened the editor of Uzhorak, a local independent print and online newspaper in the Mogilev
region, for publishing an article on the newspaper’s website informing citizens that he had refused
to take part in a public debate with a local democratic candidate.”” He was especially unhappy with
users’ comments and demanded that the article be withdrawn from the website. The editor refused

to remove the online article. Moreover, it was later published in the newspaper’s print issue.

On November 10, 2012, an anonymous blogger posted a critical article about the director of the
local post office in Hlybokaye on Westki.info, a popular independent information resource for

3 “Comments on Suggestions to Media Law,” Belarusian Association of Journalists, January 24, 2013,
http://baj.by/en/node/19255.

 “Belarus Media Law Offers No Defense,” Belarusian Association of Journalists, February 20, 2013,
http://baj.by/en/node/19694.

% “Belsat TV Denied Accreditation Again,” Belarusian Association of Journalists, March 23, 2013, http://baj.by/en/node/20242.
* Volha Prudnikava, “Bynet: rudeness is an issue,” Belapan, August 8, 2012,

http://en.belapan.com/archive/2012/08/08/en 566422 566423.

7 Andrei Borovko, “Bonkos oTKa3sasca oT gebatos” [Volkov refused to take part in the debates], Horki.info, August 28, 2012,
http://horki.info/news/88/2549.html.
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northwestern Belarus. Westki.info is a regional media site and blogging platform, where anyone
can create a personal blog. Blogs and comments are not moderated. Even though the director’s
name was not mentioned in the anonymous article or the comments, she contacted the website’s
administrator and demanded the personal information and contact information of the blog’s author,
as well as those of all critical commentators, as she was planning to sue them for slander. After
consultations with a lawyer, the Westki.info administrator removed the controversial post from the
site, but refused to turn over any personal information about the blogger and commentators.

The government is attempting to counter the gains in quality, popularity, and trust made by
independent civil society by increasing its own presence and influence online. Despite national,
regional, and local state agencies having an online presence, most government websites are
outdated, lack interactivity, and are not user—friendly.48 Local state websites usually have poor
designs, are not relevant, and draw few readers.” A special governmental program was launched in
2010 to assist regional and local state newspapers in creating and promoting their websites. To
aggregate the content produced by local and regional state publications, a portal for their websites
was created at Belsmi.by.

While the total amount of funding provided to pro-government online media is unknown, the
authorities continue to increase support to the state-owned media as a whole, despite economic
stagnation. The 2013 state budget allocated €60 million ($77 million) in subsidies for state media,
€19 million ($24 million) more than in 2012, including €46 million ($59 million) to TV and radio,
€6 million ($8 million) to print outlets and publishing houses, and €7.5 million ($9.6 million) to
“other mass media issues,” though it is not clear which line items include online media.”’

Media experts and website moderators see trolling—the use of inflammatory, extraneous and
provocative messages—as a major issue. Since the 2010-11 protests, the number of trolls and paid
commentators, and their disruptive activities, has significantly increased on independent websites,
the blogs of civic activists and commentators, and popular opposition communities on social
networks. Obscenities and rudeness continue to be a challenge for the Belarusian internet, often
making discussions on forums difficult.”’

While massive, orchestrated commentary by provocateurs usually takes place around important
political and civic events, such as the “silent protests” in the summer of 2011, there are also “agent
commentators” whose job is to regularly post comments on major independent websites and
popular political social network communities. On May 2, 2012, an ad was published on
Freelance.ru, a job search website, secking to hire people to write negative comments about the
opposition on the forum of Belaruspartisan.org, one of the most popular independent websites.

a8 “[3apKayHbls cCalTbl agcTaloub Ha a3ecauirognse,” [State websites are a decade behind], Tut i Ciaper, January 21, 2013,

http://svabodaby.net/by/196/society/1693/03ap>kayHblA-cainTbl-aAcTaloUb-Ha-a3ecauirogase--/lioctpa-a3én.htm.
# “pythorities can liberalize media market “only at gun point,” expert says,” Belapan, January 17, 2013,
http://en.belapan.com/archive/2013/01/17/en 599921 599922.

30«60 million goes to state-run mass media,” Belarusian Association of Journalists, December 19, 2012,
http://baj.by/en/node/18895.

*1Volha Prudnikava, “Bynet: rudeness is an issue,” Belapan, August 8, 2012,
http://en.belapan.com/archive/2012/08/08/en 566422 566423.
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The ad was posted from an anonymous account with only an ICQ name as a contact.”” Several
similar ads were posted on the same site under the names of real people, who later claimed that
their accounts on social networks had been hacked and that they had nothing to do with the dubious
posts, sparking anger and threats from other users.”’ After the independent media exposed this
trolling scandal, the ads were removed.

The government’s growing attempts to control the internet can be explained by the internet’s
growing popularity as a source of information, even while traditional print and broadcast media
remained the main sources of news for most Belarusians in 2012-2013. According to an
independent nationwide survey conducted in May 2012, 34.3 percent of respondents said that they
use the internet as their primary source of information. In 2012, independent web-based media
continued to serve larger audiences than state-supported online outlets. According to the
Belarusian ranking service Akavita.by, most of the top 10 and a majority of the top 50 news and
information websites are run by independent or opposition groups.54 The daily audience of
Charter97.org, the most popular opposition website, has quadrupled since November 2010 to
more than 100,000 unique visitors a day.

Not only are greater numbers of Belarusians reading independent news, they also find it more
credible. An independent survey conducted in December 2012 found that more Belarusians trust
independent media than the state media (48.1 percent versus 38.1 percent). Trust in the state
media has dropped by 14.8 percent since December 2010.” The government has been forced to
recognize the growing importance of independent online media. On January 15, 2013, President
Lukashenka surprised the public when he opened his annual press conference by addressing a
question raised on the popular independent website Gazetaby.com, even though its journalists were
not invited to the conference itself.*®

The government also employs direct and indirect economic pressure to limit financial support for
independent media. A series of restrictive amendments to the Law on Public Associations and the
criminal code were passed secretly in October 2011 and came into force a month later. Of note
were provisions that made it a criminal offense for nongovernmental organizations (NGOs) to
receive foreign funding. Since most independent online media outlets are run as NGOs, the
amendments constitute a grave threat to Belarusian civil society, including free media.”’

2 “Cramb JIyKalMcToM Aa aeHbrun, unu Tponnb aetekted,” [Become a lukashist for money, or Troll is detected], UDF.by, May 11,
2012, http://udf.by/news/main _news/59506-stan-lukashistom-za-dengi-ili-troll-detekted.html.

>3 Yahor Marcinovich, “3actabinbl, sk TBOM My, NnaBiHHbI 340xHYLUb,” [Lukashists, like your husband, must die], NN.by, May 11,
2012, http://nn.by/?c=ar&i=73256.

4 “Top ranker,” Akavita.by, accessed on January 28, 2013,

http://www.akavita.by/ru/top/All/Mass Media_and News/today/visitors/All/All.

>3 “Belarusians’ trust to non-state media rises, unlike to state-run media,” Belarusian Association of Journalists, January 8, 2013,
http://baj.by/en/node/19052; Alyaksandr Klaskowski, “Private media gain credibility,” Belapan, January 1, 2013,
http://en.belapan.com/archive/2013/01/09/en 598444 598445.

%8 Kirill Bukin, “JlyKalweHKo nepBbiM AenoM oTBeTU Ha Bonpoc ‘CanigapHacui’,” [Lukashenko first of all answered the question
of Solidarity], Gazetaby.com, January 15, 2013, http://gazetaby.com/cont/art.php?&sn nid=52702.

*’ See: “Belarus: Open Joint NGO Letter to the Parliament of Belarus,” Human Rights Watch, October 20, 2011,
http://www.hrw.org/news/2011/10/20/belarus-open-joint-ngo-letter-parliament-belarus.

BELARUS



FREEDOM ON THE NET 2013

Forced to operate in semi-underground conditions and experiencing constant pressure from the
authorities, independent online media and opposition websites are unable to monetize their
increasing audiences and growing popularity. During the first half of 2012, Belarus’ internet
advertising market rose by 20 percent and totaled over $2.7 million, up from $2.3 million in the
same period of 2011.°® But most independent news and information websites remain at an
economic disadvantage because state and private companies are afraid to advertise on them.
Moreover, there is an unwritten rule advising companies connected with the state that they should
not advertise in the independent media, including internet outlets. As a result, even the most
popular independent or opposition websites, such as Charter97.org and NN.by, generate little or
no advertising revenue. Since this ban exists only in the form of an oral recommendation, media

and human rights groups have been unable to oppose it.

Since the 2006 presidential election, independent websites, blogs, internet forums, and online
communities have played a significant role in educating citizens, turning out voters, monitoring the
polls, and mobilizing those protesting electoral irregularities. Beginning in 2010, social networks
have become an important tool for carrying out solidarity actions and organizing peaceful protests.
With the rapid rise of new media, independent online sources were able to compete with state-
controlled newspapers, radio, and television during the 2010 presidential and 2012 parliamentary
elections.

In 2012, pro-democratic forces significantly increased and diversified their presence and activities
in social networks. According to the digital marketing agency Ashwood Creative, as of December
2012, 28 of the top 30 Belarusian media communities on Facebook are run by independent media
and civil society groups.59 Despite crackdowns, hacking attacks, and the persecution of online
activists, numerous political communities are openly critical of the regime on VKontakte and
Facebook. Independent media, civil society organizations, the political opposition, and individual
citizens use the internet and other ICTs as tools for disseminating information, raising awareness
and mobilizing supporters. Online actions are often combined with offline activities, such as
demonstrations, meetings, flash mobs, political performances, underground exhibits, and
alternative concerts. The ongoing solidarity campaign with the country’s political prisoners
includes raising awareness on social networks, posting articles and banners on popular news
websites, and creating online petitions and appeals to national and international institutions, as well
as demonstrations and multimedia exhibitions.

Online petitioning became a popular form of civic activism in 2012. More than a dozen petitions
were created and carried out by Belarusian rights groups and individuals on Change.org alone,
addressing a gamut of issues, from the return of the body of Vladislav Kovalev (who was executed
in 2011) to his mother,” to the protection of Belarusian wetlands from destruction.®' Petitions on

%8 Alyaksey Areshka, “Internet advertising market up by 20 percent in first six months of this year,” Belapan, August 11, 2012,
http://en.belapan.com/archive/2012/08/11/en 11081522b.

> “Peiitunr 6enopycckux ctpaHuu Facebook 3a agekabpsb,” [Rating of Belarusian pages on Facebook in December], Ashwood
Creative, accessed on January 29, 2013, https://www.facebook.com/ashwoodcreative/app 152031511604374.

80 “petition: Give Vlad’s Body Back,” Change.org, accessed on January 29, 2013, http://chn.ge/14cFyim.

6! Anastasiya Yanushewskaya, “Over 10,000 sign online petition against peat mining in wetlands,” Belapan, February 1, 2013,
http://en.belapan.com/archive/2013/02/01/en 01021551b.
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simplifying visas, boosting local border traffic, preserving green spaces, reforming the election law,
and preserving historic sites were also launched by civil society.

The effective use of online media and ICT tools also helped citizens draw attention to and even
solve some pressing social issues, especially at the local level. In October 2012, several leading
independent news sites wrote about the construction of an entertainment complex on the territory
of Kurapaty, a forest on the outskirts of Minsk containing the graves of victims of Stalinist
repression.62 These articles generated a great deal of public discussion and outrage. An online
petition to stop the construction of the brothel ‘Bulbash Hall’ in Kurapaty was posted on
Change.org and signed by almost 4,500 people.63 A campaign against the project was also launched
via social networks. As a result, the General Prosecutor’s Office conducted an inspection, which
revealed serious planning violations, and decided to halt the construction.®* According to recent
statements by state officials, a memorial will be built there instead of the entertainment center.

In September 2012, the crowdsourcing platform Electby.org was used to monitor parliamentary
election violations (it was launched prior to the 2010 presidential elections). In the course of one
week, voters and observers sent in 528 testimonies on a variety of violations. This past year, the
monitoring was conducted in close cooperation with independent observation groups, making the
mapping more accurate. Electby.org moderators were able to verify 44 percent of all messages
received via different sources.®’

Since Belarusian users have regular access to most online resources under normal circumstances—
blacklisted sites are blocked only in public facilities, not private offices or households—they
generally have not employed proxy servers or other circumvention tools, leaving them vulnerable
during politically sensitive periods when targeted disruptions occur. Circumvention tools have not
been blocked by the authorities. Most often, people are reminded about blocking, hacking, trolling,
and phishing only when it takes place.66

VIOLATIONS OF USER RIGHTS

While the overall level of repression decreased over the past year due to the lack of mass social
protests such as those in 2011, the repression of online users became more targeted in 2012-2013.
All three criminal cases involving the media during this period were for instances of online
activism. Extralegal harassment and intimidation of online users has also increased.

62 “TamepAbla raa3aub Ha ‘cBaTa xbiuua’,” [The dead look at ‘celebration of life’], Novychas.info, October 24, 2012,
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While the right to information and freedom of expression are guaranteed by the Belarusian
constitution, they remain severely restricted and violated in practice. Formally, there are no laws
ascribing criminal penalties or civil liability specifically for online activities, but since 2007 the
government has employed a series of repressive laws—mainly defamation laws—that target
traditional media to stifle critical voices online. The 2008 Law on Media identified online news
outlets as “mass media.” According to this law, the Council of Ministers was supposed to further
specify criteria for defining which websites belong to the category of “mass media,” as well as the
procedures for their registration.67 To date this clarification has not taken place. Therefore, at the
moment, online news outlets are not obliged to obtain state registration as mass media.

In October 2011, the government introduced, and the parliament approved, an “anti-
revolutionary” package of amendments to laws regulating civic organizations and political parties, as
well as to the criminal code. These amendments—which apply to internet-based media outlets—
further criminalize protest actions, make receiving foreign funding a criminal offense, and extend
the authority of the KGB. Under the amendments, the KGB is now freed from the oversight of
other state bodies and has powers previously granted only during a state of emergency, including
the right to enter the homes and offices of any citizen at any time without a court order.®

While the repression of media practitioners and civic activists decreased in 2012, the persecution
became more targeted. According to the Viasna Human Rights Center, there were 233 cases of
politically-motivated administrative persecution (arrests, detentions, and fines) documented in
2012, including 104 arrests for terms ranging from 1 to 15 days.69 In 2012, the Belarusian
Association of Journalists registered approximately 60 cases of detentions of journalists,
independent press distributors, and members of social networks by representatives of different law-
enforcement bodies. Detained media practitioners were usually released within 2-3 hours. There
were, however, cases in which media workers were taken to court and sentenced to fines and
terms of imprisonment (up to 15 days) under administrative law. In 2012, at least 13 journalists
were officially warned by public prosecution offices for cooperating with foreign media without

valid press credentials.”

In the past year, each of the major cases of criminal prosecution against media practitioners
concerned internet publications. The most prominent case concerned the outspoken journalist
Andrzej Poczobut, who in the last three years has been repeatedly detained, fined, and placed
under administrative arrest. In 2011, he was convicted and received a three-year suspended
sentence for insulting the president of Belarus in a series of articles posted online, including on the
websites of the Polish daily Gazeta Wyborcza and Belaruspartisan.org, as well as on his LiveJournal
blog. In June 2012, Poczobut was detained again for slandering the president in articles written on

57 Law of the Republic of Belarus No. 427 of July 17, 2008, “On Mass Media,” available in Russian at
http://www.mininform.gov.by/documentation.

% “Belarus has adopted ‘anti-revolutionary’ amendments to the legislation,” Human Rights House, October 20, 2011,
http://humanrightshouse.org/Articles/17082.html.

&9 “ApmiHicTpaTtblyHbl Nnepacbied” [Administrative persecution], Viasna Human Rights Center, accessed on May 12, 2013,
http://spring96.org/persecution/?DateFrom=2012-01-01&DateTo=2012-12-31&ArrestFrom=1&ArrestTo=15&Page=0.

® Mass Media in Belarus — 2012: A Brief Review and Analysis, Belarusian Association of Journalists, February 11, 2013,
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the opposition websites Charter97.org and Belaruspartisan.org.71 During the politically-motivated
investigation into his writings, Poczobut could not leave his city of residence. If convicted, he
would have faced up to seven years in prison.72 On March 15, 2013, the Investigative Committee
closed the case against Mr. Poczobut, having found no legitimate evidence of the alleged crime.”

On July 4, 2012, as part of a publicity stunt carried out by the foreign advertising agency Studio
Total, two Swedish pilots flew across the Belarusian border in a small plane and dropped hundreds
of teddy bears with messages in support of solidarity and freedom of speech. On July 13, Anton
Surapin, a 20-year-old journalism student who posted the first photos of the teddy bears on his
website Belarusian News Photos, was arrested and spent over a month in a KGB prison for
allegedly “assisting foreign citizens in illegally crossing the Belarusian border.” On August 17,
Surapin was released, but the charges against him have not been lifted.”™ Amnesty International
included Surapin’s case in its top 10 most absurd and unjust arrests of 201 2.7 Additionally, when
Surapin’s independent media colleagues launched a solidarity campaign on his behalf that involved
posting photographs of individuals holding messages of support, two individuals were arrested and

fined for “unsanctioned picketing in the form of photography.”76

On August 17, the journalist and civic activist Mikalay Petrushenka was criminally charged with
defaming an Orsha public official in an article published on the Vitebsk-based Nash-dom.info
website. The criminal proceedings were dropped on October 17, 2012.

In December, the prosecutor’s office issued a warning to a democratic activist from Rahachou

concerning his articles published on a local independent website. The prosecutor claimed that the

activist’s posts contained inaccurate information about the political and economic situation in

Belarus, thus violating several articles of the criminal code regarding “insulting and discrediting the
w77

Republic of Belarus.

In January 2013, three human rights defenders from Hrodna were convicted and fined for an
unauthorized demonstration. The case was based on a photo posted on the website of the Viasna

"L “Official information: Poczobut accused of libel against the president,” Belarusian Association of Journalists, June 22, 2012,
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Human Rights Center, which showed them holding the portrait of political prisoner Ales Bialiatski
and a copy of the Universal Declaration of Human Rights.78

In September 2012, the Belarusian government lifted a travel ban that had been placed on
journalists, civic activists, and opposition politicians. Beginning in March 2012, a significant but
unknown number of individuals, including practitioners working within online media, were banned
from traveling abroad.” This violation of freedom of movement was allegedly a reaction to the
extension of the European Union’s visa ban list of Belarusian officials involved in the 2010-2011
repression. After removing the ban in September, the Citizenship and Migration Department
explained it away as a software gli‘cch.80

While the authorities have long used petty charges to prosecute civic activists and independent
reporters, this technique was increasingly applied against online activists in 2012-2013. Charges of
“petty hooliganism” (Article 17.1 of the administrative code) were used to detain and arrest a
number of online activists.®' For example, on May 7, 2013, in two separate court hearings, the
blogger Dzmitry Halko and journalist Aliaksandr Yarashevich were found guilty of alleged petty
hooliganism and disobeying the police (Article 23.4) and were sentenced to 10 and 12 days of
arrest, respectively. Both were detained the night before near the Akrestina detention center in
Minsk, where civil activists, politicians, and other journalists had gathered to meet those arrested
during the April 26 Chernobyl March.*? For Yarashevich, this was the second arrest in a fortnight.
On April 26, he and journalist Henadz Barbarych were detained for allegedly disobeying the police.
On April 29, the Soviet district court of Minsk sentenced the journalists to three days of
administrative detention (which they had almost served by the end of the trial) in spite of obvious
contradictions and blatant discrepancies in the testimonies of policemen.®’

Individuals are required to present their passports and register when they buy a SIM card and obtain
a mobile phone number. All telecommunication operators are obliged to install real-time
surveillance hardware, which makes it possible to monitor all types of transmitted information
(voice, mobile text message and internet traffic) as well as obtain other types of related data (such
as user history, account balance, and other details) without judicial or other independent oversight.
Mobile phone companies are required to turn over personal data of their customers at the
government’s request.

"4Yrodna: Human rights defenders get fined 4.5 million rubles for a photo on the web,” Spring96.org, January 8, 2013,
http://spring96.org/en/news/60388.
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Since 2010, the Belarusian government has allocated resources for online surveillance
technologies.84 In 2012, there were reports of Western firms supplying telecommunications
hardware and software that would allow the state to expand its surveillance of citizens. A report by
Index on Censorship states that the Swedish telecom companies TeliaSonera and Ericsson are
possible purveyors of this type of equipment, working through Turkish and Austrian firms that are
part-owners of Belarusian mobile telephone companies. The report also noted that the German
police had trained their Belarusian colleagues to use software that could track communications in
social networks.*

Russian surveillance technologies are also employed in Belarus. In March 2010, Belarus acquired
the SORM (“system for operational-investigative activities”) surveillance system, and has reportedly
also purchased other Russian surveillance software that is designed to allow for monitoring of social
networks.®

Decree No. 60 requires ISPs to maintain records of the traffic of all internet protocol (IP)
addresses, including those at home and at work, for one year. As a result, the state can request
information about any citizen’s use of the internet. As of 2007, internet cafes are obliged to keep a
year-long history of the domain names accessed by users and inform law enforcement bodies of
suspected legal violations.®” In December 2012, the Council of Ministers abolished the requirement
that the customers of internet cafes must present their passports. Instead, cybercafe employees are
required to take pictures of or film visitors.*® This regulation, “On personal identification of
internet cafe users,” came into legal force on January 28, 2013.* Restaurants, cafes, hotels, and
other entities are obliged to register users before providing them with wireless access, whether free
of charge or paid.”

On July 17, police searched the apartment of the editor of the local independent website Orsha.eu.
The editor’s computer and memory cards were confiscated on suspicion that the website contained
a link to another website with pornographic content. The equipment was returned five months
later without any explanation.91 In August, a correspondent of another independent regional

8 Meponpuatua no peanmsaumm HaumoHanbHOM NPOrpaMmbl YCKOPEHHOIO pasBuTMsA ycayr B cdepe MHGOPMaLMOHHO-
KOMMYHUKaLMOHHbIX TexHonornn Ha 2011-2015 rogbl [Measures on implementation of the National program of accelerated
development of information and communication technologies for 2011-2015], http://www.mpt.gov.by/File/Natpr/prill.pdf.
8 “Belarus: Pulling the Plug,” Index on Censorship, p. 16-17, http://www.indexoncensorship.org/wp-
content/uploads/2013/01/IDX Belarus ENG WebRes.pdf.

& Andrei Soldatov and Irina Borogan, “Russia’s Surveillance State,” World Policy Institute, Fall 2013,
http://www.worldpolicy.org/journal/fall2013/Russia-surveillance.

8 «Coger MuHucTpos Pecnybankun Benapyck MonoxeHUs o nopsake paboTbl KOMNbIOTEPHBIX KNY60B U MHTepHeT-Kade”
[Council of Ministers of the Republic of Belarus. Regulations on computer clubs and internet cafe functioning], Pravo.by, April
29, 2010, http://pravo.by/webnpa/text.asp?start=1&RN=C20700175.

8 Alyaksey Areshka, “Authorities scrap passport requirement for Internet cafes’ visitors,” Belapan, December 27, 2012,
http://en.belapan.com/archive/2012/12/27/en 27122104b.

8 “Passport identification in cyber cafes to become obsolete?”, Belarusian Association of Journalists, January 29, 2013,
http://baj.by/en/node/19310.

%0 Including the user’s name, surname, type of ID, ID number, and name of the state body which issued the ID, as per

Article 6 of the Regulation on computer clubs and internet café functioning,
http://pravo.by/main.aspx?guid=3871&p0=C20700175&p2={NRPA}.

o “Equipment given back after 5 months’ check-up,” Belarusian Association of Journalists, November 29, 2012,
http://baj.by/en/node/18627.
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website was summoned to the prosecutor’s office and questioned about an article by a local
opposition leader, which called for a boycott of the 2012 parliamentary elections and was published
on Westki.info. The prosecutor threatened the journalist with administrative responsibility for the
article, despite the fact that it was authored by another person.92

Instances of extralegal intimidation and harassment for online activities continued to take place in
2012-2013. In April 2012, a girlfriend of one of the leaders of the “Revolution Through Social
Networks” internet group, which organized the 2011 “silent protests,” was taken from her
apartment by plainclothes police officers, interrogated for eight hours, threatened with death,
forced to record a video slandering her boyfriend Viachaslaw Dziyanau and herself, and was tried
and fined for “hooliganism.” While leaving the country after the process, she was body-searched
and her laptop and other electronic devices were confiscated at the border.” On May 8, 2012, a
customer was kicked out of an internet cafe in Minsk, insulted, and beaten up by the police for
reading the Charter 97 website.”

In 2012, the authorities continued to harass active users of opposition communities on social
networks. On August 30, the KGB raided the apartments and detained the administrators of the
“We Are Sick of Lukashenka” online community, one of the largest on VKontakte. Created on the
eve of the 2010 presidential election, the group numbered 37,000 users, mainly 15 to 25 years old,
by August 2012. On the same day, the apartments of the administrators of a second community
were also raided. Known as “Only ShOS,” which stands for “Wish He would Die,” this community
had 15,000 members. The young activists were interrogated for four hours, threatened, and
beaten. Two were incarcerated for five to seven days for “hooliganism,” while the rest were
released. Simultaneously, hackers gained access to both online communities and removed their
content.” Nevertheless, the moderators created a backup VKontakte group, which already
numbers more than 4,000 users.

On February 17, 2013, two Belarusian students on their way back from Warsaw, where they
participated in a meeting dedicated to the “Day of Belarusian Wikipedia,” were detained in Brest.
The students were questioned and their personal belongings were inspected. The students were

9
released several hours later.”®

92 “Kactyca LWWbiTansa pacnbiTBai y npakypaTtypbl Npa nybaikauplto, y AKol 3ragsayca 6aikot,” [Kastus Shytal interrogated by the
prosecutor office about the publication mentioning boycott], Wetski.info, August 13, 2012,
http://westki.info/artykuly/13588/kastusya-shytalya-raspytvali-u-prakuratury-pra-publikacyyu-u-yakoy-zgadvausya-baykot.

% “Napblwak: Msxe narpasani BbiBesui ¥ fiec i pactpansaub,” [Lavyshak: “I was threatened to be taken to the forest and shot
there”], Svaboda.org, May 4, 2013, http://www.svaboda.org/content/article/24569492.html; "The police threatened to take
me to the woods and shoot", http://udf.by/english/main-story/59240-the-police-threatened-to-take-me-to-the-woods-and-
shoot-photo.html.

#* “Munuums nsbuna eutebuaHnHa 3a npocmoTp cawta XapTtum 97,” [Police beat a Vitebsk customer k for reading the Charter 97
website], Charter97.org, accessed on February 2, 2013, http://charter97.org/ru/news/2012/5/8/51879/pf.

9 Iryna Lewshyna, “Two young men linked to opposition online communities get jail terms,” Belapan, August 31, 2013,
http://en.belapan.com/archive/2012/08/31/571400 571404.

% “3aTpbIMaHbIX CTyA3HTAy-BiKineabicTay agnycouini” [Detained students - “wikipedists” were released], Svaboda.org, February
17, 2013, http://www.svaboda.org/content/article/24904651.html.
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One observer suggests that the August crackdowns were related to appeals for a public boycott of
the September 2012 parliamentary elections, which the government considered to be both illegal
and a threat to its legitimacy. First embraced by some opposition political parties, the calls for a
boycott were taken up and advocated for by some internet communities.””’ Dunja Mijatovic, the
OSCE Representative on Freedom of the Media, condemned the persecution and noted that they
“show continued efforts to muzzle dissenting voices and clamp down on freedom of expression

. 9
online."”®

Instances of technical attacks against the websites of independent media and civil society groups
have continued to grow. Trojans are often used to spy on opposition activists and the independent
media. In April, Iryna Khalip, a prominent Belarusian journalist and correspondent for the Russian
newspaper Novaya Gazeta, received an infected file from an unknown user via Skype. The file posed
as a photo of a document with a list of questions to be discussed during an urgent government
meeting concerning the fate of her then imprisoned husband, former presidential candidate Andrei
Sannikov. This Trojan, sent by an unknown user, was investigated by independent experts and
found to have successfully infected 14 other computers, most of which belonged to Belarusian
opposition politicians and civic activists.”

A similar tactic was used against the independent trade union of the Belarusian Radio and
Electronics Workers (REP). After the Skype and e-mail accounts of its leaders were hijacked with
Trojan software, the hackers pretended to be REP representatives and contacted the union’s Danish
partners in an attempt to obtain financial information regarding joint projects. This attack coincided
with the confiscation of a laptop of a REP activist, Andrej Strizhak, by border control officers, and

with verbal attacks against REP by state officials. 100

From July through August 2012, the website of “Platform,” an organization defending the rights of
prisoners, experienced repeated distributed denial-of-service (DDoS) attacks. On August 7, 2012,
the site was inaccessible for six hours. On the same day, the deputy director of the organization was
detained near her house for allegedly “using bad language” in public.101 On August 31, 2012,
unknown persons hacked the blog of the prominent opposition politician Viktar Ivashkevich on the
popular news website Belaruspartisan.org. A text insulting Iryna Khalip was posted on the blog on

behalf of Ivashkevich.'*

7 Vadzim Smok,“Internet Activism Under Siege in Belarus,” Belarus Digest, September 11, 2012,
http://belarusdigest.com/story/internet-activism-under-siege-belarus-11112.
%8 Tanya Korovenkova, “OSCE media freedom representative concerned about crackdown on online dissent in Belarus,”

September 4, 2012, http://en.belapan.com/archive/2012/09/04/en 15260904H.
99

v

XapTbia BbIKpblIa Yaprosbl TpasH crneycny»kbay,” [Charter unveiled another Trojan spread by intelligence], NN.by, April 25,
2012, http://nn.by/?c=ar&i=72400.

100 “Cyaiin u nouTOBbIN AWK npodcotoza P3N B3nomanu,” [Skype and email account of REP trade union hacked], Praca-by.info,
August 7, 2013, http://www.praca-by.info/cont/art.php?&sn nid=4805&sn cat=1.

101 wcair “’Mnardopmbl” 3HOY cnpabasani yanamaub,” [“Platforma” website was attacked again], Svaboda.org, August 7, 2012,
http://www.svaboda.org/content/article/24669047.html.

102 Iryna Lewshyna, “Two young men linked to opposition online communities get jail terms,” Belapan, August 31, 2013,
http://en.belapan.com/archive/2012/08/31/571400 571404.
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On April 2, 2013, the website of the Mogilev branch of the Viasna Human Rights Center was
hacked and a fake article, containing threats by a human rights defender against an independent
journalist, was posted.m On April 23-26, 2013, four independent websites were hacked. On
April 23, the Charter 97 website experienced a DDoS attack and ceased to function for an hour.
The attacker was not identified, but Charter 97 attributed the attack to the Belarusian special
services.'”™ On the morning of April 25, Belaruspartisan.org was attacked and a threatening letter
from anonymous hackers was posted on the site.'” In the evening of that same day, the Viasna
Human Rights Center website was hacked. Several publications posted on the site were distorted
after attackers gained unauthorized access. The attack affected all three language versions of the
site.'” On April 26, the website of the Belarusian Association of Journalists also experienced a
DDoS attack, which started half an hour after an article was published titled, “Why independent

websites are being hacked.”""’

Belarusian criminal law prohibits these types of “technical violence.” Specifically, Article 351 of the
Criminal Code, covering “computer sabotage,” stipulates that the premeditated destruction,
blocking, or disabling of computer information, programs, or equipment is punishable by fines,
professional sanctions, and up to five years in prison.108 A special department at the Ministry of
Internal Affairs is tasked with investigating such crimes. In reality, a number of the attacks on the
independent websites and personal accounts of democratic activists have been linked to the
authorities. The government has stated its intention to accede to the Council of Europe’s
Convention on Cybercrime, but it has made no move to sign on to the Convention for the

Protection of Individuals with regard to Automatic Processing of Personal Data.'”

103 4«

m

MpaBaabapoHLbl BbICTYNiNi 3 3asABail HAKOHT y3/10My calTa marinéyckan ‘BsacHol”[Human rights defenders made a
statement in connection with the hacker’s attack on Mogilev “Viasna” website], Belarusian Association of Journalists, April 4,
2013, http://baj.by/be/node/20342.

104 «Charter 97 under attack,” Charter 97, April 23, 2013, http://charter97.org/en/news/2013/4/23/68349.

103 “Belaruspartizan website cracked,” Belarusian Association of Journalists, April 25, 2013, http://baj.by/en/node/20617.

106 «\/iasna’s website resumes work after hacker attack,” Viasna, April 26, 2013, http://spring96.org/en/news/62869.

107 “Caiir BAXK noaseprca xakepckoi atake” [BAJ)'s website experienced hacker’s attack], Gazetby.com, April 26, 2013,
http://gazetaby.com/cont/art.php?sn nid=56172.

108 « BenTenekom»: BO3MOMKHO, HE3aBUCUMblE CaliTbI 6noKkMpoBanu apyrue opraHunsauun” [Beltelecom: Independent websites
could be blocked by other organizations], Charter 97, January 10, 2008, http://www.charter97.org/ru/news/2008/1/10/2905.
19 Council of Europe, “Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data,” 1
January 1981, http://conventions.coe.int/Treaty/Commun/QueVoulezVous.asp?NT=108& CL=ENG.
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INTERNET FREEDOM STATUS FREE FREE INTERNET PENETRATION 2012: 50 percent

SociAL MEDIA/ICT Aprps BLOCKED: No
Obstacles to Access (0-25) 7 7

— POLITICAL/SOCIAL CONTENT BLOCKED: No
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BRAZIL

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

Brazil’s Electoral Law, which prohibits online media and traditional broadcasters from
focusing on candidates for three months prior to an election, took center stage ahead of
the October 2012 municipal elections, resulting in increased takedown notices and
prosecutions of users found in violation of the law (see LIMITS ON CONTENT).

High-profile cases of intermediary liability—including criminal charges against Google
executives—attracted international attention in 2012 and 2013 (see LIMITS ON
CONTENT).

Retaliatory violence and intimidation of online journalists and bloggers increased in late
2012 and early 2013. Eduardo Carvalho, owner and editor of the Ultima Hora News
website, was murdered in November 2012 in connection with his online work (see
VIOLATIONS OF USER RIGHTS) .

Brazil’s cybercrime law went into effect and its reconfigured Azeredo Bill, which
establishes a framework for judicial takedown notices, was approved in April 2013 (see
VIOLATIONS OF USER RIGHTS) .
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Brazil, which was first connected to the internet in 1990, has made significant gains in expanding
internet access and mobile phone usage in recent years, offering tax incentives to the purveyors of
information and communication technologies (ICTs) for continued investment in Brazilian
infrastructure, and providing public access points (LAN houses) to citizens in order to facilitate
internet connec‘civity.1 Despite such notable progress in increasing ICT availability, particularly via
mobile technologies—4G services were introduced to Brazil in late April 2013—Brazil still faces
challenges in its quest to reach internet penetration rates commensurate with the country’s
economic wealth.

According to the International Telecommunication Union (ITU), Brazil’s internet penetration rate
falls below the average enjoyed by North American and European countries, as does the number of
Brazilian households with computers. Among the primary reasons for these deficiencies are faulty
infrastructure, social inequality, and poor education. In order to combat such issues, the federal
government has executed several national policies over recent years, resulting in an increase in
social network activity and internet-mediated civic participation.’

There is no evidence of the Brazilian government employing technical methods to filter or
otherwise limit access to online content; however, it does frequently issue content removal
requests to Google, Twitter, and other social media companies. Such requests increased in 2012
ahead of Brazil’s municipal elections, with approximately 235 court orders and 3 executive requests
imploring Google to remove content that violated the electoral law.? The law’s prohibition of any
content that ridicules or could offend a candidate directly impacted freedom of online expression
and played a pivotal role in two highly publicized cases of intermediary liability extending to
Google executives. Law 9.054 prohibits online and traditional media from publishing stories about
candidates for three months prior to elections. It also bans candidates from advertising on the
internet for the same period of time unless they are contenders for the office of president.4

Additional challenges to online expression in 2012 and 2013 came from civil defamation suits,
increasing violence against bloggers and online journalists, and legal action by the judiciary and
government officials. The penalties for such charges extend to content removal and fines. Brazil has

! Robert Hobbes Zakon, “Hobbes’ Internet Timeline v8.2,” Zakon Group LLC, accessed August 11, 2010,
http://www.zakon.org/robert/internet/timeline/; Tadao Takahashi, ed., Sociedade da Informagdo no Brasil: Livro Verde
[Information Society in Brazil: Green Book] (Brasilia: Ministry of Science and Technology, September 2000),
http://www.mct.gov.br/index.php/content/view/18878.html; National Education and Research Network (RNP), “Mapa do
Backbone” [Map of Backbone], accessed August 11, 2010, http://www.rnp.br/backbone/index.php.

% Cetic.br, Communication Technologies, pg. 236, February 15, 2013, http://www.nic.br/english/activities/ceticbr.htm.

®Sarah Laskow, “Google vs. Brazil: Why Brazil Heads Google’s List of Takedown Requests,” April 29, 2013, Columbia Journalism
Review, http://www.cjr.org/cloud control/brazilian _takedown requests.php?page=all&print=true.

* http://www.article19.org/data/files/pdfs/press/brazil-proposed-electoral-law-restricts-internet-freedom.pdf; See also: Article
19, Press Release: Brazil: Proposed Electoral Law Restricts Internet Freedom, September 14, 2009,
http://www.article19.org/data/files/pdfs/press/brazil-proposed-electoral-law-restricts-internet-freedom.pdf, and Gabriel
Elizondo, “Brazilian Elections No Joke — Literally,” August 25 2010, AlJazeera,
http://blogs.aljazeera.com/blog/americas/brazilian-elections-no-joke-literally.
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also witnessed an ongoing trend in which private litigants and official bodies sue internet service
providers (ISPs) and ask for takedown notices to be sent to blogging and social-networking
platforms. As Brazil rises to the level of other leading global economies and comes closer to a
networked society, issues such as cybercrime and distributed denial-of-service (DDoS) attacks,
access to public information, election campaigning on the internet, and intellectual property
protection are increasingly in the spotlight.

Although 2012 was witness to positive legislation regarding cybercrimes, the right to information,
and open governmental action plans, frustration has surrounded Brazil’s Marco Civil Bill, also
known as the “Civil Rights Framework for the Internet,” introduced to Congress in August 2011.
Congressional vote on this policy—which aims to guarantee access to the internet, safeguard
freedom of speech and communication, protect privacy and personal data, and preserve net
neutrality, among other provisions—was postponed five times during 2012. As of May 2013, a
vote had not yet occurred.” The main barrier to passage of the Marco Civil Bill has been Brazil’s
telecom lobby, which objects to some of the provisions regarding net neutrality.

OBSTACLES TO ACCESS

Although development of information and communication technologies (ICTs) has increased in
recent years, Brazil still lags behind many developing countries in terms of relative proportion of
citizens with internet access.® Widespread adoption of household internet services has been
hindered by high costs, low quality, and regional infrastructural disparity. Despite these challenges,
a number of government initiatives predicated on increasing national internet penetration have
begun to bear fruit. The country’s mobile sector is thriving, and Brazilians are increasingly turning
to smartphones to connect to the internet. As of mid-2013, Brazil was home to the largest mobile
phone market in Latin America.’

Internet penetration varies greatly among different geographical regions in Brazil due to
inconsistent infrastructure; access also varies from urban to rural areas. In 2012, Brazil’s aggregate
penetration rate was 50 percent.8 The latest figures from the Brazilian Internet Steering Committee
portray disparate figures in urban versus rural areas: household penetration was measured at 43
percent in urban zones, compared to 10 percent in rural areas. Internet access is also less
widespread in urban areas in the Northeast (22 percent penetration) than in the Southeast (49

® Murilo Roncolato, “Marco Civil ¢ Adiado Pela Quinta Vez” [Marco Civil is Postponed for the Fifth Time] Link (blog), February
15, 2013, http://blogs.estadao.com.br/link/marco-civil-e-adiado-pela-quinta-vez/.

® International Telecommunication Union (ITU), “Percentage of Individuals Using the Internet,” 2011, http://www.itu.int/ITU-
D/ICTEYE/Indicators/Indicators.aspx#; and “Fixed (wired) Broadband Subscriptions,”
http://www.itu.int/ITUD/icteye/Reporting/ShowReportFrame.aspx?ReportName=/WTI/InformationTechnologyPublic&ReportF
ormat=HTML4.0&RP_intYear=2011&RP _intLanguagelD=1&RP_bitLiveData=False.

7 Sergio Spagnuolo, “Brazil Launches 4G Wireless Service with Few Smartphone Options,” Reuters, April 17,2013,
http://www.reuters.com/article/2013/04/17/brazil-telecom-smartphones-idUSL2NOD320N20130417.

® International Telecommunication Union (ITU), Statistics: Percentage of Individuals Using the Internet, 2000-2012, ITU, June 17,
2013, http://www.itu.int/en/ITU-D/Statistics/Documents/statistics/2013/Individuals _Internet 2000-2012.xls.
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percent penetration).” Although the number of broadband connections is increasing as prices begin
to fall, widespread adoption of high-speed household connections has been delayed by a lack of

infrastructure and a market dominated by major telecommunications and cable companies.

There are no specific legal or economic restrictions related to operating ISPs, mobile, or other
digital technology providers, yet the Brazilian market remains highly concentrated. As of the fourth
quarter of 2012, four companies—Oi, NET, Telefonica, and GVT—accounted for roughly 90
percent of the country’s broadband market.'® Fixed broadband technology, such as DSL and cable,
accounts for 68 percent of household internet connections in Brazil. While mobile broadband,
measured at 18 percent, is still in the minority, such technology now accounts for most new
household broadband connections. In 2011, mobile broadband subscriptions exceeded dial-up

connections for the first time, indicating that Brazil is following global broadband growth trends."'

Public paid access centers—also known as local area network, or LAN, houses—are the primary
means of internet access for low income Brazilians in many regions, providing access to nearly 68
percent of those from the lowest income brackets.'> A report from the Brazilian Internet Steering
Committee noted a 10 percent decrease in use of LAN houses for internet access between 2011 and
2012. Nonetheless, such access points remain relevant to digital inclusion in Brazil, particularly in
the northernmost regions of the country, where they are the second most commonly used means of
connection after households.

Six private companies dominate Brazil’s mobile sector, the largest four of which—Oi, TIM, Claro,
and Vivo—control over 99.8 percent of market share."” Mobile penetration has grown significantly
over the past five years, increasing by an average of 19 percent annually, and reaching 145 percent
by the end of 2012." Smartphone sales also increased by 77 percent in the first half of 2012 as
compared to the same period in 2011."” Given such growth, Reuters forecasts that Brazil will
become the fifth largest smartphone market in the world by the end of 201 3.1

Investment in mobile technology is further increasing due to the perceived demands of the World

Cup, which will be hosted by Brazil in 2014. The country’s four largest mobile providers each

® Brazilian Internet Steering Committee (CGl.br), “Survey on the Use of Information and Communication Technologies in Brazil
2011,” pg. 436, on February, 15, 2013, http://op.ceptro.br/cgi-bin/cetic/tic-domicilios-e-empresas-2011.pdf.

1% Teleco, “Seg¢do: Banda Larga—Market Share de Banda Larga no Brasil” [Section: Broadband—Market Share of Broadband in
Brazil], January 20, 2013, http://www.teleco.com.br/blarga.asp.

" Brazilian Internet Steering Committee (CGl.br), “ICT Households and enterprises 2011 - Survey on the use of Information and
Communication Technologies in Brazil” pg. 358, Accessed February 20, 2013, http://bit.ly/Poj2ue.

12 Brazilian Internet Steering Committee (CGl.br), “Survey on the Use of Information and Communication Technologies in Brazil
2011,” pg. 436, on February, 15, 2013, http://op.ceptro.br/cgi-bin/cetic/tic-domicilios-e-empresas-2011.pdf.

3 Teleco, “Secdo: Telefonia Celular—Operadoras de Celular, Jun/10” [Section: Cellular Telephony—Cellular Operators, June
2010], Accessed February, 2013, http://www.teleco.com.br/mshare.asp.

14 Budde.com, “Brazil - Telecoms, Mobile, Broadband and Forecasts 2012,” Budde.com, Accessed February 2013,
http://www.budde.com.au/Research/Brazil-Telecoms-Mobile-Broadband-and-Forecasts.html?r=51.

13 Teleco, “Secdo: Telefonia Celular—Estatisticas de Celulares no Brasil” [Section: Cellular Telephony—Statistics of Cellular
Telephones in Brazil], February 6, 2012, http://www.teleco.com.br/ncel.asp; See also: Roberta Prescott, “Brazilian smartphone
sales increase 77% to 6.8 million in 1H 12,” September 14, 2012, http://bit.ly/PBrRTj.

16 Sergio Spagnuolo, “Brazil Launches 4G Wireless Service with Few Smartphone Options,” Reuters, April 17,2013,
http://www.reuters.com/article/2013/04/17/brazil-telecom-smartphones-idUSL2NOD320N20130417.
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began offering 4G services in April 2013 ahead of the Confederations Cup17 and each company has
signed an agreement with National Telecommunications Agency ANATEL to provide 50 percent
coverage in major cities by June 2013." It is likely that the timing of this agreement (which
required that the companies be 4G ready ahead of the Confederations Cup) was conceived in order
to provide the technology ample time for adoption—as well as a trial run—before the World Cup.
Despite high hopes that 4G will elevate Brazil’s technological capacity, consumer advisory board
Reclame has advised consumers that the expensive new service is unlikely to live up to its potential
until infrastructure is improved. Such a prediction is unsurprising given that 40 percent of mobile
phone users are reportedly unhappy with the quality of their current 3G coverage.19

In recent years, the Brazilian Government has initiated multiple programs to connect the
population to the internet. The National Broadband Plan, for example, launched in 2010, aims to
triple broadband access by 2014.° An increase in ICTs over the past few years, along with an
attendant increase in the number of internet users, has also encouraged governmental agencies to

improve the accessibility and quality of information available on institutional websites.
February 2012, the government announced a series of planned investments and tax incentives
intended to expand various ICT and technological capabilities throughout the country. The
development portion of the plan includes the expansion of the national fiber-optic cable from
11,000 to 30,000 km, the renewal of the One Laptop per Child program, and the extension of
broadband technology to an additional 13 million households.” Tt was also reported that tax
incentives would apply to various technologies, including tablets, which would be distributed to
public school teachers, presumably to increase digital literacy in classrooms. Following reports that
tablets would benefit from tax incentives, sales increased by 127 percent.23 Incentives were also
extended to telecom companies in exchange for an agreement to invest $8 billion in Brazilian ICT

infrastructure by 201 6.2

Brazil’s digital information landscape is largely unrestricted. Brazilians freely gather information
from the internet, as well as through mobile phone technology and other ICTs. They also have
access to a wide array of national and international news sources, blogs, social-networking

17 Telecompaper, “Oi Launches 4G Services in Rio de Janeiro,” April 26, 2013, Telecompaper.com,
http://www.telecompaper.com/news/oi-launches-4g-service-in-rio-de-janeiro--939998.

% Ben Tavener, “4G Data Services Launched in Rio,” The Rio Times, April 26, 2013, http://riotimesonline.com/brazil-news/rio-
business/4g-services-mobile-launched-in-rio/.

19 Angelica Mari, “We’ve Got 4G in Brazil! Oh, Wait...,” Brazil Tech/ZDNet, May 8, 2013, http://zd.net/10dWeQb.

20 Ministry of Communications, “Um Plano Nacional para Banda Larga” [A national plan for high bandwidth], accessed August
30, 2012, http://www4.planalto.gov.br/brasilconectado/pnbl.

% Marcelo Sarkis, “Access to Public Information in Brazil: What Will Change with Law No. 12.527/2011?” Freedominfo.org, May,
14, 2012, http://bit.ly/LKOP89.
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2012, http://bit.ly/HfWVBq.

3 Joe Aimonetti, “Apple gets tax incentives in Brazil to begin iPad production,” CNET, January 25, 2012,
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(1) “Primeiros a receber tablets serdo professores, anuncia MEC,” Estadao.com.br, February 3, 2012,
http://www.estadao.com.br/noticias/vidae,primeiros-a-receber-tablets-serao-professores-anuncia-mec,830914,0.htm [in
Portuguese] and (2) Roberta Prescott, “Hot market for tablets in Brazil,” RCR Wireless, January 2,
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platforms, and citizen journalism, the latter of which has proliferated over the past year. In keeping
with Brazil’s ardent and growing internet user database, economists predict that eCommerce in
Latin America’s largest economy will total $18.7 billion in 2012, representing a 21.9 percent
increase from 2011.%

Social media and communication apps such as Orkut, Facebook, and YouTube are freely accessible
and widely used in Brazil. In December 2011, Facebook surpassed Orkut, its rival within the
country, in terms of subscribers. As of June 2012, 42 million Brazilians had Facebook accounts, a
number which had ballooned to nearly 67 million by February 2013, ranking Brazil as the second
largest user of Facebook after the United States. As a nation, Brazil is also home to the fifth-largest
contingent of Twitter users in the world; among non-English speaking countries, it has the highest
percentage of users globally.26

Two regulatory bodies oversee Brazilian ICTs: ANATEL, viewed by some Brazilians as inefficient,
and the Administrative Council for Economic Defense (CADE), an antitrust body that is perceived
to be more effective in addressing complaints. While both regulators are tasked with ensuring free,
fair, and independent operation of ICTs, the General Telecommunications Law also authorizes
CADE to make decisions concerning market concentration and price setting.27 Despite the
presence of these regulatory bodies, competition between ICTs remains uneven. The Brazilian
Internet Steering Committee (CGLbr), a multi-stakeholder organization created in 1995, has
played a substantive role in Brazilian internet governance and regulation debate.”® The Committee’s
contributions include reliable and comprehensive yearly reports on the state of internet adoption in
Brazil as well as funding for internet governance-related research and academic publications.
Committee members are drawn from the government, the private sector, academia, and
nongovernmental organizations. The latest group of representatives was chosen in 2010 in
relatively democratic and open elections.”

LIMITS ON CONTENT

The Brazilian government does not employ technical methods to filter or otherwise limit access to
online content. Nonetheless, legal action pertaining to content removal by the judiciary and
government officials, as well as highly publicized cases of intermediary liability, have emerged as
possible barriers to free speech. Ahead of the October 2012 Municipal Elections, stringent
enforcement of the Brazilian electoral law, which prohibits coverage of candidates in online and
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Brazil 2011,” p. 297; See also: “More Buyers Join Brazil's Robust Ecommerce Market” http://bit.ly/13V1sYm.

% New Media Trend Watch, “Brazil: European Travel Commission (ETC),” New Media Trend Watch, Accessed February 2013,
http://www.newmediatrendwatch.com/markets-by-country/11-long-haul/42-brazil.

* Maria Cecilia Andrade, Ubiratan Mattos, and Pedro C. E. Vicentini, “Reforms in Brazilian Telecommunications Regulations and
their Impact on Sector Competition,” in The Antitrust Review of the Americas 2009 (London: Global Competition Review, 2009),
http://bit.ly/1fRMAQS; See also: Teleco, “Regulation: Legislation Guide,” July, 28, 2010, http://bit.ly/I9NMM Iw.
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traditional media for three months prior to elections and also bans any online content which might
“offend the dignity or decorum” of a candidate, added to the challenges associated with freedom of
online expression.30 While fears have also surfaced regarding Brazil’s international image and
censorship of national issues such as poverty ahead of the 2014 World Cup and 2016 Olympic
Games, social media have been used for positive citizen action in recent years, extending to
advocacy for the rights of indigenous communities.

Neither federal nor state governments have sponsored systematic content filtering or online
censorship, however efforts to place limits on content have occurred periodically. A Google
Transparency Report shows that in 2012, Brazil issued the highest number of government requests
for content removal of any country.31 Brazil also ranks in the top three countries in all categories
related to requests for content removal on Twitter’s Transparency Report,32 with 16 court orders
issued between July and December 2012.%> Recent cases related to content removal concern
defamation, nudity, and concern over Brazil’s international image. In May 2012, Facebook made
the decision to remove photos of “SlutWalk,” demonstrations in which topless women advocated
for women’s rights in various Brazilian cities. Facebook affirms that the censored photos constitute
“nudity and pornography,”34 and removal is therefore in line with company policy. Members of
SlutWalk allege that Facebook’s decision constitutes censorship of civil society action and urge the
company to “distinguish between pornography and protest material” when removing content.’” In a
separate instance, Google reportedly received requests from the Brazilian government to remove
the world “favela” (slum) from its maps of the country, in order to detract attention from Brazil’s
poor neighborhoods in advance of the 2014 World Cup and 2016 Olympic Games. Bloggers have
been vocal in their condemnation of such censorship.36

In July 2012, digital newspaper Seculo Diario received a court order to remove three articles and
two editorials from its site, all of which concerned the performance of Prosecutor Marcelo Barbosa
de Castro Zenkner. The judge further ruled that Seculo Diario must follow editorial
recommendations stipulated by the court in future posts. This was the third time that Seculo Diario
was issued a court order for the removal of content.?” In November 2012, a judge prohibited media
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https://transparency.twitter.com/information-requests-ttr2; and (2) Twitter, Transparency Report, “Government Requests
Received to Withhold Content”, accessed on February 15, 2013, https://transparency.twitter.com/removal-requests-ttr2.
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from mentioning the name of the current vice mayor and mayor-elect of the city of Campo Mourao
in articles concerning an alleged vote-buying scandal that occurred during the election.
Notifications of the order were sent to a number of print and digital news sites investigating the
alleged scheme, including the websites of Tdsabendo and Coluna do Ely. Should any of the outlets
ignore the judicial order, they will face fines of up to $14,000.%

State-initiated censorship in Brazil has primarily appeared in the context of elections, with
defamation charges and the removal of content related to elected officials becoming increasingly
common. This phenomenon is due in large part to an electoral law, extended to the internet in
2009, which tightly restricts the airing by opponents of content related to political candidates.*” In
March 2012, a ruling by the Electoral Superior Court resulted in the application of “time and place”
restrictions to political speech on Twitter and other social media platforms, as well as the internet
at 1arge.40 Although the law does not benefit any particular party, but instead secks to maintain a
civil and dignified electoral process, it has come under fire by freedom of expression advocates for
its restriction of content both online and offline. Journalists and bloggers cannot presently make
accusations against candidates for three months prior to elections; if they post any inflammatory
content online related to a political candidate, they risk having their writing or videos removed, as
well as being fined or arrested for defamation and violation of the country’s electoral law. A 2011
proposal to reform the current law would loosen pre-campaign restrictions, allowing for expanded
discussion and campaigning by candidates online, so long as such political promotion is performed
without intent of commercial gain.41 Thus far, two committees have approved the bill; it is

currently among those items prioritized for review. "

In late 2012 and early 2013, a spate of legal cases concerning intermediary liability drew worldwide
attention to Brazil’s internet policies. In September 2012, a Brazilian electoral court issued arrest
warrants for two senior Google Brazil executives, Edmundo Luiz Pinto Balthazar and Fabio Jose
Silva Coelho, for failure to remove content prohibited under electoral law. The executives were
accused of violating a vague provision that bans campaign material which “offend[s] the dignity or
decorum” of a candidate.’ Although the arrest of Balthazar was quickly overturned by a higher
court on grounds that “Google [was] not the intellectual author of the video...and [could not] be
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punished for its propagation,”44 the case was later reinstated, bringing Balthazar back into the realm
of the judiciary. Google finally blocked access to the controversial video in late September 2012
under pressure from Brazilian courts.*’ In March 2013, Balthazar was denied habeas corpus relief (a
writ or legal action requiring that a prisoner be taken before a judge in order to determine whether
his detention is lawful*’) and the Brazilian Superior Electoral Court upheld the criminal charges
filed against him for failing to comply with an electoral court order.*’ Google maintains that as a
platform it is not responsible for content published by users. Accordingly, the company announced
that it would comply with only 35 of the 316 Brazilian court orders it received from July to
December 2012 requesting the removal of content in violation of the country’s electoral law. In the
remaining 281 cases, Google said that it would “exercise its right of appeal...on the basis that
content is protected by freedom of expression under the Brazilian Constitution.”® As of May 2013,
criminal cases against both Coelho and Balthazar were still pending in Brazil.

Social media platforms such as Facebook and Orkut have also been subject to intermediary liability
issues and are the main target of civil liability claims regarding content removal and defamation. In
response to an electoral court order in December 2011, Google removed four Orkut profiles with
content that violated Brazil’s electoral law.*’ State courts in Brazil are still largely divided on the
issue of intermediary liability, however. Some attribute the legal burden to crowdsourcing websites
and social networks; others have adopted a notice-and-takedown approach that imposes liability
only if the intermediary fails to remove content after judicial notice. A Brazilian judge issued a
court order to YouTube for the removal of an anti-Islam video which sparked worldwide
controversy and was blamed for instigating outbursts of violence in multiple countries.”” Citing fear
of incitement to violence, Judge Gilson Delgado Miranda gave Google YouTube ten days to
remove the trailer for the movie from its website.’' Nationwide legislation pertaining to takedown
processes has been under debate in Brazil since the Marco Civil Bill, which includes a provision for
the establishment of a judicial notice-and-takedown framework, began gaining media attention in

2009.

The Marco Civil Bill is intended to serve as a “Constitution for the Internet,” guaranteeing freedom
of expression, net neutrality, and the right to privacy.52 Although previously lauded by Brazilian
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civil society, last-minute changes—including a provision that excludes copyright claims—threaten
the bill’s original promise, leaving users and ISPs in a climate of legal uncertainty.53 Activists warn
that recent changes could pave the way for the removal of allegedly copyrighted content without a
judicial order. Copyright owners could then sue intermediaries for alleged content infringement by
users, a precedent that could force ISPs to police users themselves. The final language used in the
new exclusionary paragraph of the Marco Civil Bill may also threaten legal certainty surrounding
safe harbors for ISPs. ** Despite deep concern about these changes, House Representative
Alessandro Molon is optimistic that the Marco Civil Bill will come to vote in the Chamber of
Deputies and be signed into law by the end of 201 3.

Over the past few years, Brazil has made several important developments regarding access to public
information. The Access to Information initiative, signed into law in November 2011, went into
effect in early 2012 and promises to increase transparency and enhance opportunities for civic
participation, social action, and the exposure of corruption.56 The enactment of the Access to
Information Act affords citizens the ability to request governmental information via the internet,
while also requiring that state bodies utilize the internet for the disclosure of information about
public administration, projects, and finances, all of which must be presented in an easily accessible
and understandable manner and kept up to date.’” Brazil is also a founding member of the Open
Government Partnership—a global effort to increase government transparency, efficacy, and
accountability.58 Brazil’s Action Plan for Open Government includes the adoption of measures that
will allow the country to (1) continue making headway in public transparency, (2) strengthen
access to information, (3) manage public funds, (4) promote integrity in the public and private
sectors, (5) foster citizen participation, and (6) deliver public services.”” According to a recent
OGP report, to date, Brazil has secured 32 commitments by 5 governmental bodies, 18 of which
have already been completed. 60

Social media is increasingly being used for civic activism in Brazil, with campaigns regarding

indigenous rights,61 sanitation and water,*’ and the need for reducing electoral campaign waste,?

%3 Carolina Rossini, “New Version of Marco Civil Threatens Freedom of Expression in Brazil,” Electronic Frontier Foundation,
November 9, 2012, https://www.eff.org/deeplinks/2012/11/brazilian-internet-bill-threatens-freedom-expression; See also:
Rodrigo Borges Carneiro, “Internet Bill should Not Fail to Include the Respect for Intellectual Property as a Principle,”
Entertainment Law Brazil (blog) April 11th, 2013, http://entertainmentlawbrazil.com.br/2013/04/11/internet-bill-should-not-
fail-to-include-the-respect-for-intellectual-property-as-a-principle/#more-1049.

% Carolina Rossini, “New Version of Marco Civil Threatens Freedom of Expression in Brazil,” Electronic Frontier Foundation,
November 9, 2012, https://www.eff.org/deeplinks/2012/11/brazilian-internet-bill-threatens-freedom-expression.

%5 Index on Censorship, “Threats to Online Free Speech are a Civil Society Defeat,” March 27, 2013, http://bit.ly/16XBC5A.

*% Article 19, “Brazil Adopts Access to Information Law,” Article 19, November 22, 2011, http://bit.ly/sCLNZH.

> United Nations Online Training Centre, “Learner’s Submission: Access to Information in Brazil” UNPAN, February 11, 2013,
http://unpanelearning.wordpress.com/tag/freedom-of-information-act/.

*8 http://bit.ly/16laayQ.

59Open Government Partnership, “Brazil’s Country Commitment to the Open Government Partnership,” Open Partnership.org
September 20, 2011, http://www.opengovpartnership.org/countries/brazil.

60 Open Government Partnership, “Brazil’s Country Commitment to the Open Government Partnership,” Open Partnership.org
September 20, 2011, http://www.opengovpartnership.org/countries/brazil.

®1 Sara Moreira, “From Indigenous Protest to Online Preaching, Portuguese Language Countries in 2012,” Global Voices online,
December 31, 2012, http://bit.ly/VTLUKH.

2 sara Moreira,“Brazil: Rio de Janeiro Demands Better Sanitation,” Global Voices online, November 12, 2012,
http://globalvoicesonline.org/2012/11/12/brazil-sanitation-rio-de-janeiro/.

BRAZIL



FREEDOM ON THE NET 2013

popping up on Twitter and Facebook as people in all regions of the country call the government to
action. In late 2012, the Guarani-Kaiowa, an indigenous community in Mato Grosso do Sul
threatened with eviction from ancestral lands, found support on Facebook and other social media
platforms. In late October and early November, a wave of protests occurred in six Brazilian cities,
as well as in overseas locales as far flung as Germany, Portugal, and the United States. Although it is
difficult to ascertain the impact of the protests, given that the Guarani-Kaiowa also sent a letter to
legislators announcing an intention to fight to the death for their land, a federal judge decided to
suspend their eviction.®* Various campaigns for environmental rights have also been started on
Twitter, Facebook, and other online forums, with online petitions being used to pressure the
Secretary of State for the Environment to clean up pollution and prevent future sewage spills on
local beaches.®

VIOLATIONS OF USER RIGHTS

The Brazilian constitution forbids anonymity but protects freedom of speech, including cultural and
religious expression. Specific laws also establish freedom of the press.66 Various cybercrime
initiatives and court rulings made headlines in 2013 for their impact on regulation of computer
intrusion, brand infringement, and discriminatory content. Although the internet is generally
viewed as a freer atmosphere than traditional media, in 2012, 40 percent of the threats received by
journalists and bloggers were related to content posted on personal blogs, websites, and social
networks. This phenomenon emphasizes the multivariate challenges to freedom of expression on
the internet, which concern not only legislation but also physical safety.67

An increase in retaliatory violence against journalists and bloggers in late 2012, which appears to
bear a clear link to content they posted online, negatively impacts freedom of expression and has
the potential to encourage self-censorship. According to Reporters Without Borders, Brazil is now
one of the world’s five deadliest countries for media personnel.68 In 2012 and 2013, Brazil was also
witness to instances of local officials bringing defamation suits against bloggers and online
journalists. One blogger faced a prison sentence for a fictional story he posted online.

In recent years, various legislative initiatives have directly affected freedom of expression rights.
The Azeredo Bill (Lei Azeredo, Law #12.735/2012), which pertains to regulation of content
online, was approved in April 2013 after major changes to its original, highly controversial
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proposal. By the time it was approved, only 6 of the law’s initial 22 articles remained. These items
establish the creation of specialized teams and sectors structured by the judicial police to combat
cybercrimes and to take down racist content (other defamatory content is not directly covered by
the bill). Takedowns require judicial notice, but can be issued before police investigations have
begun.69 Another initiative currently under consideration in the Senate, Bill 494/08, aims to
impose a series of obligations on ISPs, websites, and blogs to ensure cooperation with the police in
pedophilia investigations. 70

Two recent court decisions have made headlines in regard to their potential to influence the scope
of freedom of expression on the internet. In September 2010, popular newspaper Folha de Sao
Paulo won an injunction against satirical blog Falha de Sao Paulo on grounds that the name and
layout of the blog were too similar to that of the newspaper and constituted brand infringement.
The domain Falhadespaulo.com.br was subsequently frozen. In a countersuit in early 2013 in which
the blog owners fought back against the newspaper, a Brazilian court upheld the ruling,
permanently disabling the satirical site.”! Critics allege that such rulings set a dangerous precedent
for censorship and interfere with diversity of online content while proponents applaud the court for
upholding brand integrity and intellectual property standards.”

In two separate cases in 2012, legal proceedings were brought against bloggers for alleged
defamation. In the first case, blogger Afranio Soares was sued by Ipu city council president Carmen
Pinto. If he is found guilty, Soares may be charged with fines of more than § 12,000.” In the
second case, defamation charges were filed against journalist and blogger Jos¢ Cristian Goes in
December 2012 for a fictional story he posted on his blog Infonet. The charges, which were both
civil and criminal, were initiated by high court judge Edson Ulisses, who claimed that both he and
his brother were defamed in the story, which mocks political corruption in Brazil but does not
name or describe any particular person.” In early July 2013, Goes was sentenced to 7 months and
16 days in prison. The sentence has since been commuted to community service. Goes plans to

appeal the ruling 7
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As mentioned above, several legal provisions, including Article 57-D of the recently revised
electoral law, place restrictions on anonymity. Users are generally required to register with their
real names before purchasing mobile phones or opening a private internet connection, though the
use of pseudonyms in discussion forums is common. Despite the potential for registries to be
employed to punish users for critical online speech, as of May 2013, there were no reports of such
actions, nor were there reports of government efforts to track netizens participating in discussions
critical of the government or particular social or political groups.

Extralegal surveillance of internet activities by the government is not believed to be widespread,
although efforts to collect user data have increased in recent years. In 2012, the Brazilian
government submitted more user data requests to Google than all other Latin American nations
combined. Although there is no public count, most of these requests are believed to be warrants or
court orders likely related to ongoing investigations or lawsuits. In the case of Twitter, most user
information requests were tied to criminal investigations. With the exceptions of an emergency
situation or a legal prohibition related to a specific case, Twitter notifies users of requests for
account information. With a total of 2,777 information requests sent to Google in 2012, and 34
sent to Twitter, Brazil is ranked by both companies as third worldwide in number of requests,
following the United States and Japan.”™

Some lawmakers have pushed for legal provisions requiring the recording of internet
communications from public access points such as LAN houses in order to prevent crime. Such
surveillance, lawmakers say, would also allow LAN houses to avoid liability for acts committed by
users. Legislation of this kind already exists in Sao Paulo and Rio de Janeiro. A federal measure
pertaining to compulsory registration of LAN users was approved by the House of Representatives
in 2011 and is currently in the Senate, where it has been approved by three commissions and now
awaits a final report.77 If finalized, the legislation would regulate LAN houses as “multi-purpose
entities of special interest for digital inclusion,” requiring them to register all users.”®

In a disturbing trend, threats, intimidation, and violence against online journalists and bloggers have
been increasing in recent years. In February 2012, Mario Randolfo Marques Lopes, editor-in-chief
of news website Vassouras na Net, was kidnapped and murdered. Marques, who often reported on
police corruption and violence, had previously survived a 2011 assassination attempt that left him in
a coma for three days.79 In late April 2012, Décio Sa, a longtime political journalist and blogger
who wrote for the newspaper O Estado do Maranhdo and ran a blog by the name of Blog do Décio, was

76 7ach Miners, “Twitter Transparency Report Shows Government Data Requests on the Rise,” Good Gear Guide, PC World
Australia, January 28, 2013, http://bit.ly/TNX6Pc; See also: Google, “Transparency Report - Brazil : Summary of Requests,”
Accessed February, 2013, https://www.google.com/transparencyreport/userdatarequests/BR/.

""Federal Senate of Brazil, Portal Atividade Legislativa, Projeto de Lei da Camara, No 28 de 2011 [Camara Bill, No. 28/2011],
http://www.senado.gov.br/atividade/materia/detalhes.asp?p cod mate=100025.

’8 Draft Legislation no. 4361/2004, proposed by representative Vieira Reis, accessed February 7, 2012,
http://www.camara.gov.br/proposicoesWeb/fichadetramitacao?idProposicao=268907.

’® Committee to Protect Journalists, “Mario Randolfo Marques Lopes,” February 9, 2012, CPJ online,
http://cpj.org/killed/2012/mario-randolfo-marques-lopes.php.
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shot to death while sitting in a bar. Police suspect that Sa, who is survived by a pregnant wife and
eight year old daughter, was targeted for his reporting.80

In July 2012, journalist Andre Caramante began receiving threats from Adriano Lopes Lucinda
Telhada, a former military police commander and a candidate in the October 2012 municipal
clections. The threats began after Caramante wrote a column that was critical of Telhada for
newspaper Folha de Sao Paulo. Telhada quickly turned to Facebook to vent his anger, where he
posted inflammatory messages that surpassed defamation and amounted to incitement of hatred,
according to a press release from Reporters Without Borders. Telhada, who later won the
municipal election and is now a councilman in Sao Paulo, denies having posted such material
online.”'

In November 2012, Eduardo Carvalho, owner and editor of the Ultima Hora News website, was
murdered as he returned to his home in Campo Grande. Carvhalo, a former military police officer
who often wrote about local corruption, had already survived one earlier attack on his life. Prior to
his murder, Carvhalo had received so many death threats that he always carried a gun and often
wore a bullet proof vest.*” In December 2012, the home of Antonio Fabiano Portilho Coene,
owner of the Portal i9 website, was attacked by unidentified gunmen who threw a Molotov cocktail
into the courtyard and fired shots on the house. Before leaving, the assailants placed a hammer
outside the house with a message warning that Portilho would be beaten to death and referencing
the murder of fellow corruption reporter Eduardo Carvalho. No injuries were sustained by
Portilho or his farnily.s3

Cyberattacks are a significant problem in Brazil, with targets ranging from online banking sites to
energy plants.84 In early 2012, the hacker group Anonymous made a significant impact by launching
distributed denial-of-service (DDos) attacks against the websites of three of Brazil’s largest banks, "’
including Banco de Brasil, the largest in the country. An increasing amount instructional material
for hackers is also produced in Brazil, including information on how to conduct illegal mobile

phone wiretaps or hack passwords.86

In April 2013, a Brazilian cybercrime law commonly referred to as “Lei Dieckman” came into
force. The law’s adopted moniker comes from actress Carolina Dieckman due to the fact that the

& Committee to Protect Journalists,” Décio S&,” April 23, 2012, CPJ online, http://cpj.org/killed/2012/decio-sa.php.

& Danilo Thomaz, ““Nunca o Ameacei,’ Diz Telhada Sobre Journalista”[l Never Threatened Him, Says Telhada of Journalist],
Epoca online, October 8, 2012, http://glo.bo/PQykWO; “Online Hate Messages: Newspaper Reporter Targeted on Former
Police Chief’s Facebook Page,” Reporters Without Borders, July 20, 2012, http://bit.ly/PiB7r6.

8 Committee to Protect Journalists, “Brazilian Journalist Killed in Campo Grande,” CPJ online, November 26, 2012,
http://cpj.org/2012/11/brazilian-journalist-killed-in-campo-grande.php#more.

8 Reporters Without Borders, “News Website Owner’s Home Attacked in Brazil,” IFEX, December 4, 2012,
http://www.ifex.org/brazil/2012/12/04/brasil actu update port/.

8 Dmitry Bestuzhev, “Brazil: A Country Rich in Banking Trojans,” Securelist, October 16, 2009,
http://www.securelist.com/en/analysis/204792084/Brazil a country rich in banking Trojans.

& Kenneth Rapoza, “Hacker Group 'Anonymous' Gun For Brazil Banks; Itau Internet Banking Briefly Shut Down,” Forbes,
February 8, 2012, http://onforb.es/xtjC5w.

8 For examples of tools for “do-it-yourself wiretapping,” see: (1) ItecDiffusion.com:
http://www.itecdiffusion.com/PT/escuta_telemovel.html; (2) Apostila Hacker [Hacker Toolkit]:
http://www.apostilahacker.com.br/.
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legislation took center stage after nude photos of her were distributed online in early 2012.% The
law criminalizes breaches of digital privacy such as computer intrusion, the “installation of
vulnerabilities,” and editing, obtaining or deleting information—including credit card numbers—
without authorization. The distribution, sale, production, or offer of programs or devices meant to
facilitate the aforementioned actions or to interrupt ICT services are also categorized as crimes.
Associated punishments vary from fines to up to five years imprisonment.

8 The News Desk, “After 13 Years, Brazil Approves Two Cybercrime Laws at Once,” Linha Defensiva,
http://www.linhadefensiva.com/2012/11/after-13-years-brazil-approves-two-cybercrime-laws-at-once/.
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BURMA

2012 2013

PoPULATION: 55 million

INTERNET FREEDOM STATUS Not | Not 1

FREE | FREE INTERNET PENETRATION 2012: percent

SociAL MEDIA/ICT AprPSs BLOCKED: Yes
Obstacles to Access (0-25) 22 20
— POLITICAL/SOCIAL CONTENT BLOCKED: No

Limits on Content (0_35) 23 16 BLOGGERS/ICT USERS ARRESTED: NO
Violations of User Rights (0-40)| 30 26 PRESS FREEDOM 2013 StATUS: Not Free
Total (0— 1 00) 75 62

* 0=most free, 100=least free

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

Burma lifted online censorship in 2012—in practice, if not in law (see LIMITS ON
CONTENT).

In January 2013, Information Minister Thein Tun was dismissed on corruption charges
after he blocked attempts to reduce the high cost of mobile SIM cards (see OBSTACLES
TO ACCESS).

A 2013 government distribution of cheaper SIM cards spawned a black market without
improving service (see OBSTACLES TO ACCESS).

Vicious online postings, some by officials, promoted violence that internally displaced
over 120,000 Rohingya Muslims (see LIMITS ON CONTENT).
A draft telecommunications law, though badly needed to attract foreign investment,

retained repressive measures that were still being debated in mid-2013 (see
VIOLATIONS OF USER RIGHTS).
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Burma’s nominally civilian government took significant steps in the past year to reform what was,
until very recently, among the world’s most repressive and underdeveloped telecommunication
sectors, notably lifting a policy of media censorship that had been in place for the past 48 years in
August 2012. Few limits on content remain online, and several experts privately told Freedom
House that the government has no plans to expand monitoring and filtering technology
nationwide.' If true, this liberalized attitude has yet to be supported by legal reform. Repressive
media laws enacted by the military regime are still in place, and could be used at any time to punish
online expression, while drafts prepared to replace them retained content restrictions and harsh
penalties for violating them electronically. In summer 2013, lawmakers still appeared open to
consultation to improve these drafts. Doing so would keep them on the startling upward trajectory
the country registered for its internet freedom record in 2012.

The changes stem from Burma’s gradual transition from military rule to democracy following what
were widely viewed as sham 2010 elections that secured the junta’s supporters an 80 percent
majority in the legisla‘cure.2 When parliament appointed Thein Sein—a military leader who had
served as prime minister since 2007—as its first civilian president in March 2011, a political
transformation seemed unlikely.3 But Thein Sein proved a comparative moderate. While he
maintained discriminatory policies against ethnic minorities like the Muslim Rohingya,4 he also
engineered a detente with opposition leader Aung San Suu Kyi and her National League for
Democracy (NLD) party, which won 43 of the 44 parliamentary seats they contested in April 2012
by—elections.5 Though the win was too small a gain to affect the balance of power in government,
the NLD’s participation alone was significant. Since the junta discounted a landslide NLD electoral
victory in 1990, the opposition has either boycotted or been excluded from politics. Suu Kyi, a
Nobel Peace laureate kept under house arrest for much of the past two decades,® was sworn into
public office as a representative of the township of Kawhmu in the lower house of parliament on

May 2, 2012.”

Burma’s young information and communications technology (ICT) sector developed in a climate of
fear and self-censorship under the junta. The government’s first attempt to restrict internet
freedom was through the 1996 Myanmar Computer Science Development Law, which made the

! Unless otherwise noted, all interviews for this report were conducted in Burma on the basis of anonymity.

> The military-led government renamed the country Myanmar without a referendum in 1989, a decision the opposition rejected
as politicized. Many international governments and organizations, including Freedom House, retain the use of Burma on those
grounds, though Myanmar is becoming more common since the regime has adopted a more civilian form of government.

3 The Associated Press, “Burma Names Thein Sein as President,” via Guardian, February 4, 2011,
http://www.guardian.co.uk/world/2011/feb/04/burma-names-thein-sein-president.

* Human Rights Watch, “Burma: Rohingya Muslims Face Humanitarian Crisis,” March 26, 2013,
http://www.hrw.org/news/2013/03/26/burma-rohingya-muslims-face-humanitarian-crisis.

> “Myanmar Confirms Sweeping Election Victory for Suu Kyi's Party,” CNN, April 4, 2012,
http://www.cnn.com/2012/04/04/world/asia/myanmar-elections.

® “NLD Sweeps Parliamentary By-Elections,” Radio Free Asia, April 2, 2012, http://www.rfa.org/english/news/burma/elections-
04022012160808.html.

" “Burma's Aung San Suu Kyi Sworn in to Parliament,” BBC, May 2, 2012, http://www.bbc.co.uk/news/world-asia-17918414.
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possession of an unregistered computer modem and connection to unauthorized networks
punishable by up to 15 years in prison.

How the industry will adapt once the model of state control is transformed has yet to be seen. In
2012 the government announced plans to systematically privatize its telecommunications sector.
Yet the persisting state monopoly keeps costs high and quality low, while competing services, like
voice over internet protocol applications, are banned. Although mobile phone use expanded in
2012, phone and internet connectivity remains extremely poor, and only a tiny percentage of the
population has regular access to ICTs. In January 2013, just after Transparency International ranked
Burma fifth worst worldwide out of 176 countries in a global survey of corruption in the public
sector,® Information Minister Thein Tun became the first member of the cabinet to be dismissed
amid an anti-graft probe, leading many to hope that these systemic inequalities are on the point of
change.

Besides corruption, lack of coordination between government agencies and rivalries among ruling
elites are also responsible for confusing and contradictory initiatives. SIM cards with quality service
cost citizens over $200, while a 2013 government initiative to distribute them for $2 each was
mired in corruption allegations by mid-year. The government is also planning to offer overseas
visitors affordable mobile service during the December 2013 Southeast Asian Games as part of a bid
to raise Burma’s profile on the international stage; Burma is also chairing the ASEAN regional
meeting in 2014.° Though the government awarded two foreign telecom companies licenses to
provide service, observers say a draft telecommunication bill could oblige them to cooperate with
state interception and monitoring of their users. Meanwhile, Chinese companies play a central role
in sustaining the industry, but two of them, Huawei and ZTE, were implicated in the corruption
investigation into Thein Tun, according to Radio Free Asia. Even while reforms are underway, the
average Burmese user may be the last to benefit.

Burma’s engaged online communities, however, are resilient, and their influence has often been
felt beyond their comparatively small subset of the population. Many pushed the boundaries of
permissible speech during the era of censorship, ensuring the offline spread of reports by exile-run
news websites, among other banned content. Ethnic minority groups—of which official statistics
count more than 130, not including an estimated 800,000 population of Rohingya who are denied
citizenship under Burmese law—have also used the internet to promote a multi-ethnic Burma in
the past.

Troublingly, the newly liberalized online space shows signs of disconnecting from this pluralistic
vision, in part because poor infrastructure and connections discourage consumers from seeking out
diverse sources of information, but also because the lifted restrictions allowed for an outpouring of
hate speech directed at the Muslim minority. In the past year, social media played an undisputed
role in amplifying racial and religious tensions—further stoked by some state institutions and

8 Transparency International, “Corruption by Country/Territory: Myanmar,” December 2012,
http://www.transparency.org/country#MMR.

% “ASEAN Gambles on Myanmar's Regional Leadership,” Reuters, November 17, 2011,
http://www.reuters.com/article/2011/11/17/us-myanmar-idUSTRE7AG0QQ20111117.
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mainstream news websites—between them and the majority Buddhist groups in western Arakan
state.'” Over 100 people were killed and 120,000 people, mostly Rohingya, internally displaced in
the violence that resulted;'' more than 40 were reported dead after similar riots broke out in the
heartland township of Meiktila in March 201 3.2 Deadly riots were subsequently documented in the
central town of Okkan and Lashio in northern Shan state in April and May. 1

Other post-censorship phenomena included a parliamentary hunt for an anonymous blogger who
criticized a new law that defies the constitution. Cyberattacks on Burmese news websites also
appear to be on the rise. Several media practitioners reported hackers attempting to compromise
their personal email accounts in late 2012 and early 2013, prompting open debate about the alleged
involvement of the military, which a government spokesperson denied." It is too soon to cast this
as a negative trend. However, those in Burma who have undergone decades of information control
and strict punishment for forbidden expression, and minority communities who fear further
marginalization from the dominant national discourse, remain cautious. Some distance still needs to
be covered before they enjoy full freedoms online.

OBSTACLES TO ACCESS

Besides a state monopoly of telecommunications companies, the lack of a legal framework, poor
infrastructure and widespread poverty limit Burmese citizens’ internet access and usage. Over the
past three years, the number of internet users has notably increased, though it remains only a
fraction of the population. The International Telecommunication Union (ITU) estimated internet
penetration at 1 percent in 2012." This seems surprisingly low, although the precise scale of usage
is notoriously difficult to ascertain in Burma, where independent surveys are not available and
government statistics historically lack credibility. Nevertheless, government sources and a Burmese
telecommunications expert interviewed for this report estimated one million internet users in the
country in 2012, putting penetration closer to 2 percent. One 2012 news report put the number
of broadband Internet users at 150,000;'” the ITU estimated just 5,400 in its 2012 survey.]8

19 Arakan was renamed Rakhine when Burma became Myanmar. “UN Says Over 26,000 Displaced by Myanmar Unrest,” Agence
France-Presse via ReliefWeb, October 28, 2012, http://bit.ly/1hfKXr).

n “Myanmar Riots Stoke Fears of Widening Sectarian Violence,” Reuters, March 22, 2013,
http://www.reuters.com/article/2013/03/22/us-myanmar-unrest-meikhtila-idUSBRE92L04G20130322.

12 «Brma: State of Emergency Imposed in Meiktila,” BBC, March 22, 2013, http://www.bbc.co.uk/news/world-asia-21894339;
“Seven Muslims jailed over violence in Burma's Meiktila, ”BBC, May 21, 2013, http://bbc.in/121Q7rD.

¥ Yadana Htun, “Myanmar Anti-Muslim Violence Injures At Least 10 In Okkan As Mosques, Homes Attacked,” The Associated
Press, via Huffington Post, April 30, 2013, http://www.huffingtonpost.com/2013/04/30/myanmar-anti-muslim-

violence n 3185932.html; Zunetta, “Violence in Lashio,” Partners Asia (blog), May 31, 2013, http://bit.ly/16awgos

1 “State-Sponsored Attack Warning of the Google does not Need to Cause Excessive Concern, Says Government Spokesman”
(in Burmese), Popular News, February 11, 2013.

'3 International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2012,”
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

16 “Sky Net Internet Installation Cost Reduced” (in Burmese), Popular News, January 26, 2013.

7 “Mobile Internet Users Experience Slow Connection,” Eleven Media News, November 23, 2012,
http://elevenmyanmar.com/national/science-tech/1426-mobile-internet-users-experience-slow-connection.

'8 |nternational Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2012.”
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The Ministry of Communications and Information Technology (MCIT) retains control over the
country’s international connection to the internet through two main internet service providers,19
the state-owned Myanmar Post Telecommunication (MPT) and the military-linked Yatanarpon
Teleport (YTP). Private internet connections are prohibitively expensive, though there is
significant regional variation. The one-time installation cost of broadband access ranged from $530
to $588 in early 2012, down from $625 the previous year, depending on speed and connection
method.” Monthly fees vary from $30 for 512Kbps to $155 for 3Mpbs.21 MPT and YTP also offer
ADSL service via landline, and dramatically lowered installation costs in late 201 2.2 YTP reduced
them from $588 to $117, while MPT’s went down from $588 to $58. For comparison, the private
company Redlink Charges about $500 for installation and monthly fees from$30 to US$130 for its
popular Wi-Fi service, according to its data plan. However, since Burma’s gross domestic product
was just $848 per capita in 2012, these costs keep personal internet access far out of reach for the

s .23
ma]orlty.

More people can access the internet via mobile phone. Government sources reported 5.4 million
mobile phone subscribers in Burma at the end of December 2012, a significant jump from the 2.8
million mobile subscribers Freedom House documented in February 2012;** the ITU agreed and
estimated penetration at 11 percent. One November 2012 news report estimated the number of
mobile internet users at over 200,000.?° Meanwhile, once-essential cybercafés are receiving fewer

.. . . 2
visitors as personal connections proliferate. 6

MPT controls the mobile phone market, but grants distribution rights to a select set of trusted
companies, either military-linked—Ilike YTP—or privately owned but closely linked to the
government—Iike Elite, a subsidiary of Htoo Trading Company owned by tycoon Tay Za, who the
U.S. government has long sanctioned from trading with American companies for his association
with the junta.”” Smaller firms secking retail vending rights must purchase equipment from these

1 Many still refer to the Ministry, formerly responsible for Communications, Posts and Telegraphs, by its old abbreviation
MCPT.

2 |nterview with telecommunication company employees, January 2013.

2L “\wiMax Reduced Internet Installation Price from 630,00 Kyats to 450,000 Kyats Since December 6” (in Burmese), Eleven
Media News, , December 5, 2012, http://news-eleven.com/local/16670-wimax.

2 M, Republic of the Union of Myanmar, “Telecommunication Operator Tender Evaluation and Selection Committee Nay Pyi
Taw,” accessed May 2013, http://www.mcit.gov.mm/sites/default/files/Expression_of Interest.pdf.

2 |nternational Monetary Fund, “World Economic Outlook Database,” October 2012,
http://www.imf.org/external/pubs/ft/weo/2012/02/weodata/weorept.aspx?pr.x=84&pr.y=11&sy=2010&ey=2017&scsm=1&ss
d=1&sort=country&ds=.&br=18c=518&s=NGDPDPC%2CPPPPC&grp=0&a-=.

2 “Digicel Goes after Myanmar,” Guardian Media (Port-of-Spain), February 3, 2013, http://guardian.co.tt/business/2013-02-
02/digicel-goes-after-myanmar; “Myanmar Sets 2015 Goal for Teledensity,” Myanmar Times, January 16, 2013,
http://www.mmtimes.com/index.php/business/technology/3790-myanmar-sets-2015-goal-for-teledensity.html. An
independent observer estimates that there are just over three million mobile phone users. See “Footsteps of 2012” (in
Burmese), Internet Journal, January 1, 2013, http://myanmarinternetjournal.com/ij/article/6275-2013-01-02-09-02-46.

% “Mobile Internet Users Experience Slow Connection,” Eleven Media News, November 23, 2012,
http://elevenmyanmar.com/national/science-tech/1426-mobile-internet-users-experience-slow-connection.

% |Interviews with three cybercafé proprietors in Rangoon and two in Naypyidaw, and nine mobile phone users in Rangoon and
Mandalay, January 2013. See also, “Cyber Cafes do not Receive Internet Users as Before, and Asked for Price Reduction” (in
Burmese), Popular News, August 11, 2012.

" Erika Kinetz and Matthew Pennington, “AP Impact: Myanmar Sanctions List Languishes,” Associated Press, May 18, 2013,
http://bigstory.ap.org/article/ap-impact-myanmar-sanctions-list-languishes-0.
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larger distributors and are generally unable to offer consumers lower prices than the ones mandated
by those at the top of the chain.

The retail mobile market has become more dynamic to meet rising demand,”® but poor service has
limited the expansion of mobile internet, even after some ambitious public initiatives. In 2011, the
government announced a project to expand the number of mobile phone lines almost six-fold—to
30 million—over the next five years. In January 2012, private company Shwe Pyi Ta Khun
announced it was seeking permission from the President’s Office to sell a SIM card for 5,000 kyat
(86) as part of the president’s poverty reduction initiative, to widespread acclaim. Within a week,
however, officials rejected the proposal. Authorities subsequently pressured companies to chop the
price of a SIM card from 500,000 kyats ($625) to 200,000-250,000 kyats ($250-312). But the
supply of new cards could not meet consumer demand, while the continuing poor quality of service
disappointed users, according to news reports and Freedom House interviews. In many cases
mobile internet barely functions, even in major cities.

In March 2013, facing mounting public pressure, President Thein Sein pledged that the government
would price SIM cards at 1,500 kyat ($2) starting in April. Though a welcome development, the
distribution of the new cards was a gift to corrupt officials and black market racketeers. Rather than
make them available through service providers, users were directed to local government offices,
where they were asked to submit houschold registration, ID, and two photos. The application was
not for a SIM card, but for the opportunity to enter a draw for the chance to buy one of the
350,000 circulated nationwide.

Events in the Rangoon Division are probably representative of what happened next around the
country. Having received a quota of 119,000 cards, local officials promptly reserved a quarter for
themselves and their staff before allocating the rest to different townships. In one neighborhood,
over 2,500 applicants competed for 114 cards that were soon being resold for 60,000 kyats ($666)
to 90,000 kyats ($1000), despite numerous reports of unreliable, substandard service. The
government issued a second round of 1,500 kyat cards using the same system in May.

Another major drawback of the SIM cards is that they used an outdated CDMA 800 MHz network
launched in 1999, rather than the GSM system that is more common worldwide, even though GSM
has been available in Burma since 2002 and is considerably more popular.29 Sources interviewed for
this report told Freedom House that the CDMA network is owned by the military conglomerate
Myanmar Economic Cooperation (MEC), which sold the SIM cards cheaply for public use because
the CDMA network is no longer useful for the military. The deal benefits Chinese companies
selling CDMA-capable handsets. The best-selling mobile handset in 2012 was one developed by

28 “Mobile Phone Accessory Shops Increase” (in Burmese), 7Days News, January 25, 2013,
http://www.7daynewsjournal.com/article/9515.

2 December 2012 figures showed 4 million subscribers on the GSM network, and 1 million on two CDMA networks, 800MHz
and 450 MHz. An additional 0.7 million subscribed to 3G services on the WCDMA network launched in 2008. In December 2012,
the Ministry launched a joint “One Million Phone Lines” project with Chinese telecommunication companies to introduce 3G
network-capable GSM and WCDMA phones in five cities. See, MCIT, “Telecommunication Operator Tender Evaluation.”
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Chinese technology giant Huawei, which at 100,000 kyats ($117), was still beyond the reach of

most Burmese, according to local market researchers.

In July 2012, the government announced plans to liberalize its telecom sector and invite foreign
investment.’® A senior official said that a total of four operating licenses would be granted—two for
Burmese companies and two for foreign firms, incorporating 4G services as early as 2013. The plan
proposed privatizing MPT to form the Myanmar Telecoms Company, which would be awarded one
of the cellphone licenses. Another would go to YTP, though other companies were reportedly
applying,’' possibly for joint ventures. Critics raised concerns about possible conflicts of interest in
the tender process for domestic licenses.

In June 2013, the government awarded the international licenses Norway’s Telenor and Qatar
Telecom, allowing them to offer services and infrastructure alongside local firms.*” However, as
the coverage period of this report ended, the legislature has not enacted a telecommunications law
governing their operation.33 Critics of a draft from early 2013 noted repressive prohibitions of anti-
state content and social media use, and that it may require intermediary service and content
providers to cooperate with state surveillance to detect violators.** Human Rights Watch warned
international telecommunications companies that there is a risk of complicity in human rights
abuses if they enter the Burmese market before adequate protections are in place.

In the meantime, foreign investment in telecommunications was less than $6 million per year in
carly 2012.% According to official data, there are currently 14,000 kilometers of fiber in Burma
and around 1,800 towers, leaving an estimated 15,000 towers and hundreds of thousands of
kilometers of fiber to make up the difference required to meet the government’s expansion
objectives. Experts estimate the total cost involved would be closer to $4 billion.

The government—though unable to meet demand for existing services—announced two additional
projects during the coverage period for this report. The first was an installment plan to offset the
cost of mobile telephones in rural areas begun in October 2012, which requires a 40,000 kyats
($47) down payment followed by 10,000 kyats (811) per month.* Critics said the plan disguises
the high cost of the phones—which comes to a total of 150,000 kyats ($176)—rather than bringing

30 Martin Petty, “Insight: Disconnected for Decades, Myanmar Poised for Telecoms Boom,” Reuters, September 13, 2012,
http://in.reuters.com/article/2012/09/13/us-myanmar-telecoms-idINBRE88C03K20120913.

31 “Elite Tech Plans to Apply for Private Telecommunications Operator” (in Burmese), 7Days News, September 29, 2012,
http://www.7daynewsjournal.com/article/7792.

32 shibani Mahtani and Chun Han Wong, “Norway's Telenor, Qatar Telecom Get Myanmar Telecom Licenses,” Wall Street
Journal, June 27, 2013, http://online.wsj.com/article/BT-CO-20130627-703302.html.

33 “Japan and Singapore Technology Firms Invest in Burma” (in Burmese), 7Days News, December 27, 2012,
http://www.7daynewsjournal.com/article/9090; “Those Firms which Want to Invest in Burma Waiting for Telecommunications
Law” (in Burmese), 7Days News, December 8, 2012, http://www.7daynewsjournal.com/article/8763.

* Human Rights Watch, “Reforming Telecommunications in Burma,” May 19, 2013,
http://www.hrw.org/reports/2013/05/19/reforming-telecommunications-burma.

3 “Myanmar (Burma) - Telecoms, Mobile and Internet,” BuddeComm, accessed January 2, 2012,
http://www.budde.com.au/Research/Myanmar-Burma-Telecoms-Mobile-and-Internet.html.

% “Huawei Ranks Bestselling Hand-set in 2012” (in Burmese), 7Days News, December 26, 2012
http://www.7daynewsjournal.com/article/9089.
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it down.?” The second project involved SIM cards for foreign visitors during the Southeast Asia
Games, which Burma is scheduled to host in December 2013. According to a senior government
official, the temporary SIM card will be sold to non-Burmese citizens for $15, some 12 times
cheaper than the price paid by most locals. The information ministry also announced that it will
increase internet connection speeds in time for the Games. Chinese firms will reportedly provide
technical support for this upgrade and broader ICT security efforts.’® Huawei, for example,
donated three million dollars’ worth of video conferencing equipment to organizers of the Games
in late 2012.%

Though limits on content have declined dramatically in the past two years, the state’s links with
telecommunications companies mean it is still inclined to restrict ICT access when profits are at
risk. In October 2012, the government announced that it would sever internet connections
detected making international calls via Voice over Internet Protocol (VoIP).* International VoIP
calls made via applications such as Skype, Gtalk, Pfingo, VBuzzer, and VZO were banned under a
government directive in March 2011, which prescribed penalties ranging from fines or confiscation
of property to five years’ imprisonment. The measure was apparently aimed at protecting revenue
earned from international phone calls made over the network of the state-owned telecom,*' or via a
new government-sponsored VolP program called Ytalk launched in late 2011.* The directive,
however, is not effectively enforced.

The Posts and Telecommunications Department regulates Burma’s telecommunications industry
under the MCIT. While there are several other state institutions tasked with ICT development and
management, they are either not very active or exist only on paper.” Under the junta, the MCIT
and intelligence agencies implemented arbitrary and ad hoc censorship decisions. Under the more
civilian government, however, the MCIT has demonstrated more authority on telecommunications

issues.

In early January 2013, Minister of Information and Telecommunications Thein Tun was fired for
alleged corruption, in the first anti-graft probe under the new government to target a cabinet
minister.* The minister, who had blocked efforts to reduce the price of SIM cards in favor of his
own initiative to sell four million cards at $220 a pop, is now under house arrest; the investigation,

37 Author’s interview with three local journalists who cover IT news, January 2013.

38 “China Supports Burmese Internet Security” (in Burmese), Popular Journal, accessed January 8, 2012,
http://popularmyanmar.com/mpaper/archives/33163.

¥ “Huawei Helps USS$3 Million for Video Conference System in 2013 SEA Games” (in Burmese), 7Days News, September 26,
2012, http://www.7daynewsjournal.com/article/7790.

0 “phone Lines that Make Illegal Calls to Foreign Countries Will be Cut” (in Burmese), Internet Journal, October 20, 2012
http://myanmarinternetjournal.com/mobile/mobile-news/5337-2012-10-15-09-52-34.

“ Aung Myat Soe, “Government Bans Internet Overseas Calls,” Mizzima, March 16, 2011,
http://mizzimaenglish.blogspot.com/2011/03/government-bans-internet-overseas-calls.html.

*2 Author’s interviews with two Burmese IT experts and four local journalists, June 2012.

 These include the Myanmar Computer Science Development Council, the e-National Task Force, the Myanmar Computer
Federation, the Myanmar Computer Professionals’ Association, the Myanmar Computer Industry Association, and the Myanmar
Computer Enthusiasts’ Association.

a“ “Myanmar Ex-Telecoms Minister Faces Graft Probe,” The Associated Press, January 24, 2013,
http://bigstory.ap.org/article/myanmar-ex-telecoms-minister-faces-graft-probe.
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which is also looking into handsets produced by Huawei and ZTE, is ongoing.45 The investigation
overshadowed the reforms in the telecommunications sector, but also signaled a possible turning
point. Many observers expressed hopes of fairer pricing and a lifting of the VoIP ban in the
aftermath of the minister’s removal.” In a reminder that the military still has an overwhelming
influence in government, however, Thein Sein tapped Myat Hein, commander-in-chief of the air
force, to replace him in February 201 3.

LIMITS ON CONTENT

On August 20, 2012, the government lifted the systematic state censorship of traditional and
electronic media prior to publication that had been in place for nearly five decades. Political
content appeared to be almost universally available, and even social content, such as pornography,
was not blocked in mid-2013. Troublingly, however, draft legislation maintains that may even
intensify limits on content outlined in existing laws. What’s more, the transformation had some
unforeseen effects, as simmering distrust between Burma’s ethnic groups found expression on
social media, and particularly targeted the Rohingya, whom commentators of all stripes
characterized as “dogs, thieves, terrorists and various expletives.”48 Though other online activism
was more positive, the role of ICTs in fermenting violence that affected over a hundred thousand
people—and sent ripples through sympathetic Muslim communities across Asia—cast a shadow
over the newly open internet landscape.

For years, the Burmese government had systematically restricted access to political content online,
but in September 2011 they lifted blocks on foreign news sources and major exile media sites; the
latter had long been on the regime’s blacklist for their critical reporting.49 The websites of
international human rights groups were also unblocked. In tests conducted by OpenNet Initiative
on YTP in August 2012, only 5 out of 541 URLs categorized as political content were blocked.
When Freedom House conducted its own tests in December, almost all previously banned
websites, including those five, were accessible.* By mid-2013, even sites hosting previously-
filtered social content about pornography or drugs, were no longer blocked.

% «Ex_Minister Under House Arrest,” Radio Free Asia, January 23, 2013, http://www.rfa.org/english/news/burma/phone-
01232013152301.html.

8 Telephone interviews with a senior Ministry of Information and Telecommunications official and a key telecommunications
investor, January 2013. See also, “Expectation on Better Telecoms Service Grows as Minister Resigns” (in Burmese), 7Days
News, January 17, 2013, http://www.7daynewsjournal.com/article/9403.

47 Nyein Nyein, “Former Generals to Run Burma’s Telecoms, Border Affairs Ministries,” Irrawaddy, February 14, 2013,
http://www.irrawaddy.org/archives/26820.

8 “Internet Unshackled, Burmese Aim Venom at Ethnic Minority,” New York Times, June 16, 2012,
http://www.nytimes.com/2012/06/16/world/asia/new-freedom-in-myanmar-lets-burmese-air-venom-toward-rohingya-
muslim-group.html? r=0.

9 The Associated Press, “Myanmar Authorities Unblock Some Banned Websites,” Yahoo News, September 16, 2011,
http://news.yahoo.com/myanmar-authorities-unblock-banned-websites-050311492.html; Qichen Zhang, “Burma's
Government Unblocks Foreign Websites Including YouTube,” OpenNet Initiative, September 20, 2011,
http://opennet.net/blog/2011/09/burmas-government-unblocks-foreign-websites-including-youtube.

%0 One of the URLs listed as blocked by ONI, http://www.niknayman-niknayman.co.cc, was not found in or outside Burma.
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Despite these notable positive developments, the impact of the new opening has been tempered by
an atmosphere of uncertainty. In particular, harsh laws governing content remain in effect pending
the passage of replacements to repeal them, which some observers say could be even stricter. The
draft telecommunications bill that will regulate service providers also contains content restrictions,
at least in early drafts, according to news reports. A report published in November 2012 noted that
one of the law’s new articles appeared to ban social media use entirely, though whether that was
the intent or how it might be implemented is not known.’' Human Rights Watch reported that a
draft it reviewed includes ill-defined bans on “indecent” and “undesirable” content that are open to
abuse.”” Journalists also objected to another draft law governing the print media for introducing the
kind of censorship familiar from its repressive predecessor, including bans on criticism of the
constitution; the implications for online news outlets remain unclear.” Civil society groups
objected to both drafts, and their passage was consequently delayed beyond the coverage period of
this report. Observers noted that although government consultations with different stakeholders

regarding the law were far from perfect, they were better than in the past.

Threats remain effective tools to force intermediaries to delete content; however, the extent of this
practice and its impact on the information environment as a whole is hard to measure. Self-
censorship remains common online, though topics considered off-limits have changed. In
particular, internet users have been reluctant to raise human rights abuses committed in the past
under the junta, for fear of jeopardizing the political opening. Objective coverage of the Rohingya,
let alone defense of the persecuted minority, has become taboo, and news outlets that continue to
provide it are accused of anti-Burmese bias.**

As limits on content are lifting, ministries and political groups have used ICTs to challenge the
opposition, rather than blocking them. Several ministries, including the Ministry of Information,
have their own websites and blogs. Other blogs, such as Myanmar Express and OppositEye, were more
manipulative, launching smear campaigns against the opposition and Aung San Suu Kyi.

As in 2011, social media tools gained prominence in 2012 and 2013, including Facebook, Twitter,
Friendfinder, Netlog, and Google+. Facebook is the most popular, since many users developed the
habit of using the platform to share information, initiate collective action on social and political
issues, or follow exile media outlets when website blocking was still pervasive. Although no precise
statistics are available on the number of Facebook users in Burma, one expert estimated that 80
percent of the country’s internet users had a Facebook account in 2011 .>> For some users frustrated
at the challenge of navigating between sites on poor connections, Facebook is the sole source of
online news.

31 “Myanmar Bans Social Media Use Under Telecoms Bill,” Eleven Media News, November 12, 2012,

http://elevenmyanmar.com/politics/1280-myanmar-bans-social-media-use-under-telecoms-bill.

2 Human Rights Watch, “Reforming Telecommunications in Burma,”

>3 Committee to Protect Journalists, “Draft Media Law a Step Backward for Burma,” news alert, March 1, 2013,
http://www.cpj.org/2013/03/draft-media-law-a-step-backward-for-burma.php.

* Asia Sentinel, “Burma’s Irresponsible New Media,” Irrawaddy, July 11, 2013, http://www.irrawaddy.org/archives/8862.

>* Based on an estimated 500,000 internet users in Burma. Tun Tun, “Facebook’s Mini-Revolution in Burma,” Mizzima, August
17, 2011, http://www.mizzima.com/edop/features/5786-facebooks-mini-revolution-in-burma.html.

BURMA



FREEDOM ON THE NET 2013

Unfortunately, hate groups and manipulative photos and messages are also common on Facebook,
and Burmese internet users spread racially-charged comments across social media platforms
throughout the coverage period.56 Several promoted violence, including a self-designated
“beheading gang” that targeted Muslims on Facebook, which the platform later removed from the
site.”” The hatred expressed online and in government statements in the media proved mutually
reinforcing.58 In 2012, religious riots broke out in western Arakan state sparked by state and
private media reports that treated the rape and murder of a local woman as a racially-motivated
crime,”’ and contrasted the Arakan Buddhist victim with her allegedly Muslim attackers.®’
Propaganda photos and posts from both sides of the conflict circulated on the internet.®’ A senior
official from the president’s office framed the issue as a matter of national security on his personal
Facebook page and urged people to rally behind the armed forces.®® Since the riots took place in a
remote area challenging for journalists to reach, these Facebook updates were disproportionately
influential in media reports.63 The anti-Rohingya rhetoric sparked counter-protests overseas,
including one coordinated by hacktivist group Anonymous, which sent 24,000 messages per hour

with the hashtag #RohingyaNOW one day in March 2013.%*

Other online activism was more positive. In 2012, villagers, Buddhist monks, and citizen journalists
united on Facebook to mobilize against a copper mine in the central Letpaudaung hills, run by the
military-owned conglomerate Union of Myanmar Economic Holdings Limited and China’s Wanbao
Mining Limited, a subsidiary of the arms manufacturer NORINCO. Initially, politicians and
traditional media largely ignored the protesters, who called for a halt to the project citing
environmental, social and health concerns. However, on November 29, 2012, riot police raided six
protest camps at the mine, detained several dozen protesters, and injured at least 100 Buddhist
monks and villagers, many of whom incurred severe burns. Activists used Facebook extensively to
post photos and information about the crackdown, triggering an outcry from the media and the
political opposition. Recognition, however, was the only substantive outcome of the action.
President Thein Sein appointed Aung San Suu Kyi to chair an Investigation Commission. However,
the Commission recommended that the mining project go ahead in March 201 3.9

%6 sait Latt, “Intolerance, Islam and the Internet in Burma today,” New Mandala, June 10, 2012,
http://asiapacific.anu.edu.au/newmandala/2012/06/10/intolerance-islam-and-the-internet-in-burma-today/.

" Min Zin, “Why Sectarian Conflict in Burma is Bad for Democracy,” Transitions (blog), Foreign Policy, June 13, 2012,
http://transitions.foreignpolicy.com/posts/2012/06/13/winners_and losers from the conflict in_arakan.

% New Light of Myanmar, a state newspaper, printed a government statement that included the racial epithet kalar, a
derogatory term for foreigners of Indian appearance, when referring to the Muslim victims of mob violence. It corrected the
reference to “Islamic residents” the following day, but did not apologize. See, Hanna Hindstrom, “State Media Issues Correction
After Publishing Racial Slur,” Democratic Voice of Burma, June 6, 2012, http://www.dvb.no/news/state-media-issues-
correction-after-publishing-racial-slur/22328.

59 “Burma’s Irresponsible Media,” Irrawaddy, July 11, 2012, http://www.irrawaddy.org/archives/8862.

0 On June 3, 10 Muslims were killed in the same region in apparent retaliation for the murder of the Buddhist girl.

®1 “Media Freedom Still Murky in Myanmar Despite Progress,” Global Voices, February 21, 2013,
http://globalvoicesonline.org/2013/02/21/myanmar-media-freedom-still-under-threat/.

2 Min Zin, “Why Sectarian Conflict in Burma is Bad for Democracy.”

® Hmuu Zaw’s Facebook page, accessed on August 2013, https://www.facebook.com/hmuu.zaw.

&4 “Anonymous Taught Twitter About the Rohingya Genocide,” Vice, March 26, 2013, http://www.vice.com/read/anonymous-
taught-twitter-about-the-rohingya-genocide.

65 Kyaw Phyo Tha, “Wanbao Welcomes Inquiry Commission’s Verdict,” Irrawaddy, March 13, 2013,
http://www.irrawaddy.org/archives/29255.
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Besides employing online tools for social and political mobilization, users have organized
gatherings, with government permission, to share general ICT-related knowledge. In January 2013,
Burma’s fourth BarCamp—a user-generated conference about technology and the internet—was
held in Rangoon with over 6,000 participants.66 BarCamp meetings were also held in cities like
Mandalay and Bassein.

VIOLATIONS OF USER RIGHTS

Given Burma’s appalling history of violating user rights, late 2012 and early 2013 were
comparatively neutral periods as citizens awaited the results of sluggish legislative reforms. Users
remain at risk of prosecution and imprisonment under the repressive laws enacted by the junta, and
in a troubling May 2013 analysis, Human Rights Watch noted that an early draft of the
telecommunications law retained the Electronic Transactions Law’s repressive section 33 without
change. Bloggers are not immune from legal threats, and a parliamentary committee wasted
valuable time and resources trying to identify an anonymous blogger who had criticized their
conflict with a constitutional court. Yet no new arrests were reported, and the only ICT-related
imprisonments on record involve former officials accused of leaking secrets.

The current constitution, drafted by the military-led government and approved in a flawed 2008
referendum, does not guarantee internet freedom. It simply states that every citizen may exercise
the right to “express and publish their convictions and opinions,” but only if these are “not contrary
to the laws enacted for Union [of Myanmar]| security, prevalence of law and order, community
peace and tranquility or public order and morality.”67 Three other laws govern ICTs: the 1996
Computer Science Development Law, the 2002 Wide Area Network Order, and the 2004
Electronic Transactions Law (ETL).®® Of the three, the ETL is the most notorious and frequently
used. Under section 33, internet users face prison terms of 7 to 15 years and possible fines for “any
act detrimental to” state security, law and order, community peace and tranquility, national
solidarity, the national economy, or national culture—including “receiving or sending” related
information.® In 2011, state-run media warned that the ETL could apply to defamatory statements
made on Facebook.”

Draft laws to reform this legislative framework were expected to pass in 201 3,”" but their status at
the end of the coverage period remained unclear. Traditional media censorship was still authorized
in theory by the Printers and Publishers Registration Act of 1962, even though the board that

66 “BurmaCamp Rangoon: Over 6,000 Participants” (in Burmese), Myanmar Times, January 23, 2013,
http://myanmar.mmtimes.com/index.php/technology/3334-2013-01-23-10-37-23.html.

87 «Constitution of the Republic of the Union of Myanmar (2008) — English,” available Online Burma/Myanmar Library,
http://www.burmalibrary.org/show.php?cat=1140.

88 “ljst of Burma/Myanmar laws 1988-2004 (by date),” available Online Burma/Myanmar Library,
http://www.burmalibrary.org/show.php?cat=1729.

89 “Electronic Transactions Law, State Peace and Development Council Law No. 5/2004,” available United Nations Public
Administration Network, http://unpanl.un.org/intradoc/groups/public/documents/un-dpadm/unpan041197.pdf.

0 Francis Wade, “Prison Threat for Facebook ‘Defamers’,” Democratic Voice of Burma, August 3, 2011,
http://www.dvb.no/news/prison-threat-for-facebook-‘defamers’/16865.

" Interview with a senior government advisor, January 2013.
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enforced it was dismantled. Though new legislation that would repeal this law was passed in the
lower house of parliament in July 2013, it stalled in the upper house. Critics point out it retains
vaguely worded content controls and potentially punitive licensing for news outlets,” even though
many lawmakers believed these had been removed following consultations with journalists.73
Similarly, the draft telecommunications law, which corresponds most closely to the ETL,
reproduced that law’s repressive section 33 verbatim, according to a review of one draft by Human
Rights Watch.” Officials told Human Rights Watch that many repressive measures were missing
from a subsequent draft, but this has not been made public.75

While potential penalties for ICT use still exist, no arrests were reported during the coverage
period. At least three former military or government officials remain imprisoned after they were
sentenced in early 2010 for leaking sensitive information about junta activities to overseas groups
via the internet.”® Dozens of political prisoners formerly jailed for electronic activities remain free
since they were released en masse in 2011. In general, however, these releases came with a
condition that reoffenders will receive a new sentence in addition to previously unfinished
sentences.

Although limits on content have loosened, content producers continue to face legal investigations
for publishing online. Two print newspapers with websites, the Voice Weekly and Modern Journey,
were sued for libel in 2012 for reports they said were in the public interest.”” In another notorious
example, a member of the military-backed ruling party urged parliament to uncover the identity of
pseudonymous blogger, “Dr. Seik Phwar,” following a January 14, 2013 post titled, “Is Parliament
Above The Law?”” The article questioned parliament’s decision to amend a law governing a nine-
member, presidentially-appointed constitutional tribunal with power to overrule the government.
The amendment, which Thein Sein adopted on January 22 under pressure from parliamentarians,
gives them the right to challenge the tribunal’s rulings, even though its authority is outlined in
article 324 of the 2008 constitution.” On February 8, a 17-member parliamentary committee was
established to uncover the blogger’s identity, though when it announced its findings in July it did

2 Simon Roughneen, “Burma’s Press Council Threatens Resignation Over Media Rules,” July 18, 2013,
http://www.irrawaddy.org/archives/39522.

3 “Bad News: New Freedoms Under Threat,” Economist, August 17, 2013, http://www.economist.com/news/asia/21583700-
new-freedoms-under-threat-bad-news.

* Human Rights Watch, “Reforming Telecommunications in Burma,”

"In August 2013, outside the coverage period of this report, a state news report said a bill amending the ETL submitted to
parliament proposed more lenient sentences.

®n January 2010, a former military officer and a foreign affairs official were sentenced to death, and another foreign affairs
official was sentenced to 15 years in prison, for leaking information and photographs about military tunnels and a general’s trip
to North Korea. Interview with Bo Kyi, cofounder of the Association for Assisting Political Prisoners (Burma), July 2012. The
executions have not been carried out.

7 “Burmese Editor and Publisher Charged with Libel,” BBC, September 20, 2012, http://www.bbc.co.uk/news/world-asia-
19659294; Phanida, “Gov’t Construction Engineer Sues Modern Journal,” Mizzima, March 7, 2012,
http://www.mizzima.com/news/inside-burma/6721-govt-construction-engineer-sues-modern-journal.html.

8 Oliver Spencer, “Myanmar: Dr Seik's Famous Blog Post being Investigated by Parliament (in English),” Article 19, February 13,
2013, http://www.article19.org/join-the-debate.php/91/view/; Saw Zin Nyi, “Naypyitaw Investigates the Mysterious Case of
‘Dr. Seik Phwar,”” Mizzima, March 5, 2013,
http://www.mizzima.com/news/inside-burma/9003-naypyitaw-investigates-the-mysterious-case-of-dr-seik-phwar.html.

® “Burmese MPs Force Out Constitutional Court Judges,” BBC, September 6, 2012, http://www.bbc.co.uk/news/world-asia-
19498968.
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not appear to have succeeded.® The case was further complicated by the blogger’s unclear political
affiliation, since Seik Phwar had criticized both Aung San Suu Kyi and Thein Sein alike since 2011,
and many observers believe he is influenced by anti-reformist military hardliners. Some of his
articles were reproduced in the journal Smart News, which is published by the information ministry.

How the new environment might transform state surveillance, which has historically been pervasive
and politicized, is not known. Experts interviewed for this report said there are no funds or interest
in developing nationwide technical surveillance at present, though activists are still monitored.

The junta is believed to have carried out cyberattacks against opposition websites in the past. These
attacks increased in February 2013 when many journalists and academics, including the author of
this report, received Google’s notification of state-sponsored attempts to infiltrate personal
accounts on its e-mail service, Gmail;*' officials denied responsibility.82 Some recipients speculated
the attackers had military support.83

80 “Parliamentary Commission Fails to Expose Defamatory Blogger,” Eleven Media News, July 2, 2013,
http://elevenmyanmar.com/national/2656-parliamentary-commission-fails-to-expose-defamatory-blogger.

8 Thomas Fuller, “E-Mails of Reporters in Myanmar Are Hacked,” New York Times, January 10, 2013,
http://www.nytimes.com/2013/02/11/world/asia/journalists-e-mail-accounts-targeted-in-myanmar.html|? r=3&; Shawn
Crispin, “As Censorship Wanes, Cyberattacks Rise in Burma,” CPJ Internet Channel, February 11, 2013,
http://www.cpj.org/internet/2013/02/as-censorship-wanes-cyberattacks-rise-in-burma.php.

8 The Associated Press, “Myanmar Denies Hacking Journalist Email Accounts,” February 11, 2013,
http://bigstory.ap.org/article/myanmar-denies-hacking-journalist-email-accounts.

87 experts and journalists interviewed in 2012 and 2013 noted that those who previously received ICT trainings in Russia and
other countries could still be playing a role in launching cyberattacks against opposition websites and journalists.
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2012 2013

INTERNET FREEDOM STATUS N/A P’;}‘:}EY
Obstacles to Access (0-25) n/a 14
Limits on Content (0-35) n/a 15
Violations of User Rights (0-40) [ n/a 18
Total (0-100) n/a | 47

* 0=most free, 100=least free

PopPuLATION: 15 million
INTERNET PENETRATION 2012: 5 percent
SociAL MEDIA/ICT Aprps BLOCKED: No

POLITICAL/SOCIAL CONTENT BLOCKED: No
BLOGGERS/ICT USERS ARRESTED: No
PRESS FREEDOM 2013 StATUS: Not Free

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

® In May 2012, the government announced it was in the process of drafting Cambodia’s
first ever cybercrime law, which netizens fear could extend traditional media
restrictions online (see VIOLATIONS OF USER RIGHTS).

At least three antigovernment blogs remain inaccessible on most ISPs, after an apparent

government ban in 2011, implemented without transparency, (see LIMITS ON
CONTENT).
In November 2012, the government told internet cafés near Phnom Penh schools to
relocate or close, threatening access throughout the capital (see OBSTACLES TO
ACCESS).
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INTRODUCTION

New media and increased internet access are transforming the information environment in
Cambodia, where press freedom is traditionally curtailed. Through the use of new media and
digital tools, young activists of both genders are able to disseminate views on important social and
political issues, including the country’s besieged environmental resources. Social media websites
are quickly becoming an integral tool for sharing information and opinion.

The Royal Government of Cambodia,' led by Prime Minister Hun Sen since 1998, restricts access
to sexually explicit content but has yet to systematically censor online political discourse, leading
some observers to hope Cambodia is entering an era of “digital democracy.”2

Yet the tide may be turning. Authorities have begun to interfere with information and
communications technology (ICT) access, blocking at least three blogs hosted overseas on multiple
ISPs for content that criticized the government since 2011. In 2012, government ministries
threatened to shutter internet cafes too near schools—citing moral concerns—and instituted
surveillance of cafe premises and cell phone subscribers as a security measure that could foretell the
emphasis of the country’s first cybercrime law, which the government began drafting in May 2012.
Online activists continued to raise public awareness around a number of causes such as the
imprisonment of veteran journalist Mam Sonando, who was sentenced to 20 years imprisonment
after documenting land seizures in 2012, then released on probation in 2013. Yet the very success
of such campaigns may be spurring the leadership’s efforts to curb internet freedom in the same
way they do traditional media.

OBSTACLES TO ACCESS

The International Telecommunication Union reported internet penetration in Cambodia at just 5
percent in 2012.> Other estimates are higher: Cambodia’s Ministry of Posts and
Telecommunications (MPTC) reported 2.7 million Internet users in March 2013, around 18
percent of the population of around 15 million.*

The absence of an extensive landline network has historically restricted internet penetration, since
the fixed landlines that broadband internet services depend on are often unavailable in rural areas.
Wireless broadband, which emerged in 2006, has helped bridge the digital divide between rural

and urban internet users.

! cambodia is a constitutional monarchy. King Norodom Sihamoni succeeded his father as head of state in 2004.

2 Sopheap Chak, “Digital Democracy Emerging in Cambodia,” UPI Asia Online, November 11, 2009, http://bit.ly/1fyzWa3.

? International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2012,” http://bit.ly/141lykM.
4 Suy Heimkhemra, “Cheap Data, Better Tech Putting More Cambodians Online,” Voice of America, March 25, 2013,
http://www.voanews.com/content/cheap-data-better-tech-putting-more-cambodians-online/1628531.html. The consulting
firm “We Are Social” put penetration at 16 percent in a late 2012 report. See, Simon Kemp, “Social Digital and Mobile in
Cambodia,” We Are Social (blog), November 7, 2012, http://wearesocial.net/blog/2012/11/social-digital-mobile-cambodia/.
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There are at least 24 internet service providers (ISPs) operating in the Cambodian market—
government accounts cite as many as 27°—and they offer competitive rates for high-speed internet,
at around $12 a month.® Affordable smart phones, tablets and other devices have also contributed
to the rise in the number of Cambodian internet and mobile users. About 98 percent of internet
users today have mobile access, ecither via satellite networks or Wi-Fi connections, according to the
MPTC. However, insufficient electricity supplies often result in nationwide blackouts—which
impose constraints on computer and internet use.

Mobile phone users surpassed the number using fixed landlines surprisingly early in Cambodia, and
have gained in popularity since 2000, even at the bottom of the economic pyramid, due to their
affordability.7 As of September 2012, mobile penetration was at 131 percent, because some people
own more than one device.® The figures are the outcome of intense competition among 10 mobile
service providers, who offer free SIM cards, affordable handsets and bonuses in their efforts to
secure more market share. In April 2013, the MPTC attempted to pass a resolution banning all
providers from offering these bonuses, apparently to protect companies with links to officials from
losing out to their competitors, but backed down after a public outcry.9

Thanks to these low prices, mobile phones have become indispensable in Cambodia, preferred over
traditional communications including landlines and the postal service. With poor transportation
infrastructure and electricity coverage, mobile phones offer the most convenient access to a range
of services including radio, music and video, and increasingly web access. Beyond that, mobile
phones have had a great impact on mobilization and collective actions. In the run-up to the 2007
and 2013 elections, political parties used short-message service (SMS) text messaging as the
cheapest and most effective way of spreading their message, while election monitoring groups also
used SMS to gather data. With technical support from the Cambodian NGO Open Institute and the
International Foundation for Electoral Systems, the Cambodian National Election Committee
(NEC) launched a voice-based information service to provide pre-recorded details for voters, free
of charge, in advance of the National Assembly election scheduled in July 2013."

Language is another obstacle to access, since few online applications are coded in Khmer.
Technology companies and ICT experts have made a significant investment to improve Cambodia’s
infrastructure, including the development of Khmer language applications. The Khmer Unicode
font become widely available after the government recognized it as a standard in 2010."" After five

®> 0.U. Phannarith, Head of CamCERT and Permanent Member of Cybercrime Law, Working Group of National ICT Development
Authority, “Cambodia Effort in Fighting Cybercime in the Absence of Law,” slideshow presented at the Asia Pacific Regional
Mock Court, Jakarta, Indonesia, September 18-19, 2012.

6 “Cheap Data, Better Tech Putting More Cambodians Online,” VOA News, March 25, 2013, http://bit.ly/109e0Tm.

7 Sopheap Chak, “Mobile Technology gives Cambodians a Voice,” UPI Asia Online, 23 April 2010, http://bit.ly/a6vs0S.

8 International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2012.”

o Kaing Menghun and Joshua Wilwohl, “Ban on Generous Mobile Top-Up Offers Lifted,” Cambodia Daily, May 7, 2013,
http://www.cambodiadaily.com/archive/ban-on-generous-mobile-top-up-offers-lifted-22713/. See also, Menghun and
Wilwohl, “Mobile Bonuses Axed after Firm Complaint,” Cambodia Daily, May 2, 2013, http://bit.ly/16zRyyd.

1o Open Institute, “IVR-based Information for the 2013 National Assembly Election Available,” 18 March 2013,
http://www.open.org.kh/en/node/528.

" sebastian Strangio and Khouth Sophak Chakrya, “Unicode opens door for Khmer computing,” May 2, 2008,
http://www.phnompenhpost.com/special-reports/unicode-opens-door-khmer-computing.
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years of collaboration by software developers, the release of Google’s Khmer translation feature is
anticipated by the end of 2013." In addition, developers Sous Samak and Kim Sokphearum
launched their own Automatic English-Khmer Translation System in March. B With these efforts, it
is hoped that Khmer speaking netizens will be able to read non-Khmer content and vice versa,

connecting Cambodian netizens to a wider audience.

The government welcomes and supports such technology and infrastructure developments.
However, despite public claims to support freedom of expression by Information Minister Khieu
Kanharith and others,'* officials have taken steps to interfere in internet access. In early 2010 the
government planned to introduce a state-run exchange to control all local ISPs with the declared
aim of strengthening internet security against pornography, theft and cybercrime.15 This plan,
however, has been postponed due to popular opposition—even from inside the government.16

There is no independent regulatory body overseeing the digital landscape in Cambodia, and
controls are implemented through ad hoc internal circulars.'” In early November 2012, a
government circular called for the relocation of all internet cafées within a 500-meter radius of
schools and educational institutions in the capital, Phnom Penh."® The circular cited young people’s
growing addiction to “all kinds of [internet] games” which it categorized as illegal along with
terrorism, economic crime, and pornography.19 Penalties for violating the circular include forced
closure, the confiscation of equipment, and arrest, though it did not specify potential sentences.
The rules would affect almost every cybercafe in the city, threatening internet access for those with
no personal computer, according to a map-based visualization produced by the non-profit web
portal Urban Voice Cambodia, which puts nearly every building in the capital within 500 meters of
one school or another.” Internet users worry this indicates the kind of heavy-handed regulation
that might feature in an upcoming cyberlaw, which the government announced it would draft in

May 2012. So far, though, the circular has yet to be implemented.

LIMITS ON CONTENT

At least three popular Cambodian blogs hosted overseas were blocked for perceived
antigovernment content in 2011, and most users within the Kingdom are still unable to access them

12 Arne Mauser, “Google Translate now Supports Khmer,” Official Google Translate Blog, April 18, 2013, http://bit.ly/18efRin.
13 prak Chanseyha, “Two Young Cambodian Women Develop an Automatic Translation System” [In Khmer], March 26, 2013,
http://news.sabay.com.kh/articles/391769.

¥ “Minister: Democracy Exists Without Opposition Newspapers,” Cambodia Herald, May 3, 2013, http://bit.ly/18zuUnz.

1> Sopheap Chak, “Cambodia's Great Internet Firewall?” Global Voices Online, March 2, 2010, http://bit.ly/brP14M.

'8 Brooke Lewis and Sam Rith, “Ministers Differ on Internet Controls,” Phnom Penh Post, February 26, 2010,
http://www.phnompenhpost.com/index.php/2010022632744/National-news/ministers-differ-on-internet-controls.html.

7 A Circular is a measure endorsed by a Minister or the Prime Minister and is used to explain a point of law or to provide
guidance with regards to a point of law. It is advisory in nature, and does not have binding legal force, though it can include
penalties for non-compliance.

18 LICADHO, “New Circular Aims to Shut Down Internet Cafes in Cambodia,” press release, December 13, 2012,
http://www.licadho-cambodia.org/pressrelease.php?perm=298.

1% cambodian Center for Human Rights, “Cambodian Government Seeks to Shut Down Internet Cafés in Phnom Penh Thereby
Posing a Threat to Internet Freedoms,” briefing note, December 14, 2012, http://bit.ly/17cObuG.

2 Urban Voice Cambodia, “Save the Internet Cafes Campaign,” March 15, 2013, http://bit.ly/1bR8pxp.
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without the use of circumvention tools. While this has not yet resulted in more systematic
censorship, these blocks revealed a troubling degree of cooperation between ISPs and officials, a
lack of transparency, and a refusal to heed public opinion, which generally remains against
government regulation of online content. In other cases, however, online activism has raised
awareness of compelling issues in the public interest.

Compared to traditional media in Cambodia, new media, including online news, social networks
and personal blogs, enjoy more freedom and independence from government censorship and
restrictions. However, the government has proactively blocked blogs and websites, either on moral
grounds, or for hosting content deemed critical of the government.

Since early 2009, websites and blogs showing pornography or sexually explicit images have been
subject to blocking. Notably, Reahu, a US-based site selling images of models depicting traditional
Apsara or Cambodian goddesses in erotic poses, is inaccessible in Cambodia.”" In early 2010, news
reports cited plans to gather bi-monthly meetings of a government morality committee, including
MPTC, Ministry of Women’s Affairs and Ministry of Interior representatives, to review websites
and block those in conflict with national values. An official said this monitoring was necessary in
light of the rapid spread of ICTs nationwide.” No restrictions have been reported as a result of such
a plan, but the government’s intent appears unchanged: In early 2011, So Khun, Cambodia’s
Minister of Posts and Telecommunication, asked mobile phone operators to “co-operate” in
blocking web sites “that affect Khmer morality and tradition and the government,” according to The
Phnom Penh Post, citing internal MPTC minutes.”?

Politically-motivated blocking has not yet been systematically applied, although it has been
observed on a case by case basis. In 2009, the Cambodian Center for Human Rights (CCHR)
reported the AngkorNet ISP was blocking access to a report by the UK-based NGO Global
Witness, because it criticized government corruption. AngkorNet confirmed its subscribers could
not access the content,”* but said it was due to a technical error.”” Since then, however,

international NGOs and news websites have been Widely available.

Blogs hosted overseas, in contrast, became subject to blocks within Cambodia in early 2011 when
all ISPs blocked the international host service Blogspot, apparently in reaction to a December 2010
post on KI-Media, a blog run by Cambodians both inside and outside of the Kingdom. The site,
which is often critical of the administration, described the prime minister and other officials as
‘traitors’ after opposition leader Sam Rainsy alleged they had sold land to Vietnam at a contested

2 Brendan Brady, “Govt Moves Raise Censorship Fears,” Phnom Penh Post, March 3, 2009,
http://www.phnompenhpost.com/national/govt-moves-raise-censorship-fears.

22 5en David and Brooke Lewis, “Cambodian Government Panel to Target Racy Images,” Phnom Penh Post, February 3, 2010,
http://www.phnompenhpost.com/national/govt-panel-target-racy-images.

2 Thomas Miller, “Ministry Denies Blocking Website,” Phnom Penh Post, February 16, 2011,
http://www.phnompenhpost.com/national/ministry-denies-blocking-website.

% Sebastian Strangio and Vong Sokheng, “NGO Site Barred by Local ISP,” Phnom Penh Post, February 9, 2009,
http://www.phnompenhpost.com/national/ngo-site-barred-local-isp.

% “provider Denies Blocking Watchdog’s Web Site,” VOA Khmer, February 9, 2009,
http://www.voacambodia.com/articleprintview/1354564.html.
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national border. All ISPs except Metfone subsequently restored service to the sites following
customer complaints, according to CCHR.” In February 2011, however, multiple ISPs including
Online, WiCam, Metfone and EZECOM reinstated blocks on individual Blogspot sites, including
KI-Media, Khmerization—another critical citizen journalist blog—and a blog by the Khmer
political cartoonist Sacrava.

The government denied responsibility for ordering the blocks. However, the same month, The
Phnom Penh Post leaked the contents of an e-mail sent from the account of Sieng Sithy, deputy
director of MPTC policy regulation, extending appreciation to ten ISPs for blocking access to KI-
Media, Khmerization and Sacrava, among other sites.”” The Post also cited official minutes
documenting the ministry asking ISPs to impose the blocks. In the leaked email, Sieng Sithy urged
non-compliant service providers WiCam, Telesurf and Hello to abide by the request: “We found
that you are not yet taken an action [sic], so please kindly take immediate action [...]Again and
again, in case of not well cooperation is your own responsibility [sic].””® Sieng Sithy declined the
Post’s request to comment on the email, but other ministry officials denied its veracity, describing it

as a publicity stunt by the bloggers.

ISPs proved similarly evasive when reporters tried to narrow down the source of the blocks. An
EZECOM spokesman denied being asked to restrict access to specific sites, characterizing the
blocking as a technical problem. An unnamed WiCam employee, on the other hand, confirmed
receiving the emailed request to block the sites; WiCam users trying to visit KI-Media were
notified the content was “blocked as ordered” by the MPTC until mid-February, when the notice
was replaced by a generic error message, according to the Post.

The incident was a worrying indication to civil society groups that the government was seeking to
control online content as it does traditional media.” Despite their protests, however, media
coverage of the censorship died down in 2012, though the affected sites remained largely
inaccessible within Cambodia in May 2013.

Besides blocking content, government bodies have also sought to restrict text messaging in the past.
The NEC and the MPTC requested three main mobile service providers shut off SMS services
nationwide the day before 2007 polls, justifying the action under a law prohibiting campaigning on
the day of or the day immediately before a vote. Opposition parties and human rights groups said
the ban would hamper freedom of expression.30 Ironically, the Cambodian People’s Party—who
implemented the ban—themselves embraced SMS as part of a successful 2008 election campaign,

% Cambodian Center for Human Rights, “Fundamental Freedoms Series: Internet Censorship,” factsheet, June 2011,
http://www.cchrcambodia.org/admin/media/factsheet/factsheet/english/Internet Censorship Factsheet Dove en.pdf.
7, Miller, “Tangled Web Revealed,” Phnom Penh Post, February 16, 2011. See also, VOA News, “Cambodia Blocks Anti-
Government Websites,” February 16, 2011, http://bit.ly/16zRlel.

28 Miller, “Tangled Web Revealed.”

% Freedom House, “Cambodia Country Report,” Freedom on the Press 2013, http://bit.ly/159AgGQ.

30 preetam Rai, “Cambodia: SMS blocked During Elections,” Global Voices, March 31, 2007,
http://globalvoicesonline.org/2007/03/31/cambodia-sms-blocked-during-elections/.

People Daily’s Online, “Cambodian election authority bans SMS on election day,” March 30, 2007,
http://english.people.com.cn/200703/30/eng20070330 362308.html.
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fuelled in part by a nationalistic movement stemming from disputed claims to temple on the border
with Thailand. The party won acclaim when it denounced Thai claims to the temple as an invasion
of Cambodian territory, though they subsequently had to distance themselves from popular SMS
campaigns urging Cambodians to boycott everything Thai. No attempts to limit SMS have been
documented since then. However, as the use of mobile technology continues to grow, officials
cited May 2012 rumors of a violent political clash in Phnom Penh circulating via SMS among the
justifications for the cybercrime law now in its draft stages.”

Despite these restrictions, the internet has contributed to the social and political development of
Cambodia. A range of netizens and grassroots activists have used new media and other online tools
to mobilize and make an impact. Facebook has a total penetration of 5.11 percent and is growing
fast, with Cambodian Facebook subscriptions increasing by 31 percent between May 2012 and
March 2013, according to one source.’” Such a sharp increase—albeit from a low starting point—
has evidently given the government cause for concern. As July 2013 elections approached, the NEC
issued a statement in May requesting social media users to avoid providing wrong information
about election procedures and dates.” On the same day, in remarks made to students, Information
Minister Khieu Kanharith warned those who are active on Facebook not to use the tool to impugn
the reputation of others.**

Personal blogging is popular in Cambodia. Most bloggers are aged between 20 and 29 and are well
educated, but the majority blog about personal experiences, rather than political events.” There
are a number of political blogs and websites available to Cambodian youth, however. Users
continue to read even those blogs which are blocked, like KI-Media, through software that allows
proxy access, although no data is available indicating how widespread this practice is. A number of
blog causes have also emerged, such as “Prey Lang — It’s Your Forest Too,” a blog to provide public
updates on conservation activities surrounding an endangered forest. 3 Several online campaigns
and petitions have met with success. Veteran human rights defender and journalist Mam Sonando,
who was sentenced to 20 years imprisonment after reporting on land seizures in 2012, was released
on probation in March 2013 after sustained online and offline activism and international attention
caused the court to drop some of the charges against him.*” Internet users also protested against the
arrest of activists from the Boeung Kak community, who defend Phnom Pehn’s urban wetlands, *®

3! Cambodian Centre for Human Rights, “Cambodian Governmentis drafting the first ever Cyber Law,” alert, May 24, 2012,
http://www.cchrcambodia.org/index old.php?url=media/media.php&p=alert detail.php&alid=21&id=5.

32 social Bakers, “Facebook Statistics: Cambodia,” accessed March 27, 2013,
http://www.socialbakers.com/facebook-statistics/cambodia.

33 National Election Committee of Cambodia, “Statement on the Usage of Social Media” [In Khmer], May 23, 2013,
http://www.necelect.org.kh/nec_khmer/index.php?option=com content&view=article&id=1064&Itemid=340; “NEC Says
Statement on Bloggers Not Attack on Free Speech,” Cambodia Daily, May 27, 2013, http://bit.ly/15aHXs;j.

3 cambodian Express News, “Khieu Kanharith Reminds Facebook users to be Careful Writing Misinformation and Affecting
Others’ Reputations” [In Khmer], May 23, 2013, http://bit.ly/1biONCZ.

s Department of Media and Communication, “Empowering Cambodian Women Psychologically Through Blogging,” Cambodia
Communications Review 2010, December 2010, 18.

36 Prey Lang is the “largest primary lowland dry evergreen forest remaining both in Cambodia and on the Indochinese
Peninsular.” See, “Our Prey Lang,” (Blog) accessed July 2013, http://ourpreylang.wordpress.com/.

37 International Federation of Journalists, “Joint Statement: Cambodia: Mam Sonando Released,” March 22, 2013,
http://asiapacific.ifj.org/en/articles/joint-statement-cambodia-mam-sonando-released.

38 See, for example, Free the 15, (Blog), accessed July 2013, http://freethel5.wordpress.com/.
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and helped document Cambodia’s rising number of traffic accidents, stirring debate on how to
improve public safety.

There have been several blogosphere and technology gatherings among individuals who are
passionate about ICTs and personally invested in improving Cambodia’s ICT development.
Organizers of events such as BarCamp have extended even beyond Phnom Penh, thanks to
international donors and the private sector. Cambodia also hosted BlogFest Asia, a community-
organized gathering of around 200 individuals from several Asian countries, in early November
2012.

VIOLATIONS OF USER RIGHTS

The news that the government was drafting a cybercrime law was the most concerning
development for Cambodian internet users in the past year. While the legislation will ostensibly
combat cybercrime, the use of existing criminal defamation and incitement laws to limit free
expression and punish traditional journalists sets a troubling precedent for future abuses by the
state. Neither is the government transparent about existing measures which govern the online
space: a circular ordering cybercafés and telecommunications providers to store user data and
provide it to police investigating threats to national security—without judicial oversight—has been
in place since February 2012, though it only came to light in August 2012.

The right to freedom of expression is enshrined in Article 41 of Cambodia’s constitution, and
protected by international treaties that the country has ratified and incorporated into its domestic
law.* However, Cambodia has a poor record of honoring the right in practice. Politicians past and
present have sought to intimidate and suppress critics: Insofar as traditional media is concerned,
Cambodia appears to be pluralistic, yet the government and its allies exercise tight control over
print and broadcast news outlets, particularly those they perceive to be aligned with the political
opposition.

The government uses legal provisions governing criminal defamation and incitement to punish
those who use traditional media to share views that run counter to their own. In a 2012 report,
Human Rights Watch, citing local NGOs, reported 12 imprisonments on those counts handed
down by Cambodian courts since December 2010.* These punishments serve as a disincentive to
individuals and organizations who wish to express their own views, encouraging self-censorship.

Since the last general election in 2008, the government has worked to increase the legislative

arsenal available to the judiciary in the pursuit of government critics.”’ A new penal code, which

3 Constitution of the Kingdom of Cambodia, Article 31 states that “the Kingdom of Cambodia shall recognize and respect
human rights as stipulated in the United Nations Charter, the Universal Declaration of human Rights, the covenants and
conventions related to human rights, women's and children's rights.”

*© Human Rights Watch, “World Report 2012: Cambodia,” http://bit.ly/1dPDNdO.

*1 cambodian Center for Human Rights and ARTICLE 19, “Cambodia: Freedom of Expression and the Point of No Return,” Press
Release, February 14, 2011, available at Scoop.co.nz, http://bit.ly/e6bklj.
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came into force in December 2010,* contains nine provisions which criminalize various forms of
expression, while forthcoming laws that regulate unions and non-governmental organizations

threaten to further undermine freedoms of association and expression.43

In that context, internet users face the prospect of new legislation governing the online space with
trepidation. In May 2012, the government announced it was in the process of drafting Cambodia’s
first ever cyber law,* with the stated intention of cracking down on online crimes so that it can
“protect formal, private and copy-righted data from hacking, or the destruction of users’ formal

data, especially banks and related institutions.”"

Besides legal measures, official harassment creates a climate of self-censorship on offensive or
politically-sensitive topics among Cambodia’s human rights and free expression communities.
CCHR documented 123 cases of anti-media harassment between 2007 and 2011.* Among them,
police were reported arresting journalists, preventing them from entering public events,
confiscating or damaging their property, and threatening closure of their news outlets; other
journalists were subject to physical violence in retaliation for their work. Cambodian publishers and
editors have an active policy to cover less sensitive—and often less interesting—stories, “in order

to stay out of harm’s way.”47

While bloggers have yet to be targeted in the same way as their traditional media counterparts, this
restrictive information environment helps explain why comparatively few netizens are politically
vocal. Furthermore, a 2010 conviction of a UN Food Program employee in Phnom Penh who
printed articles from KI-Media for colleagues served as a warning to internet users. The Phnom
Penh Municipal Court sentenced Seng Kunnaka to six months’ imprisonment and a fine of 1 million
riel (§250) on charge of incitement to commit a felony under Article 495 of the new penal code,*
though he had shared the information with just a handful of associates. Since this is an offense
anyone using digital tools to distribute information is liable to commit daily, observers believe the
conviction was intended as a deterrent. A more recent case also demonstrates the extension of
offline tactics of control to new media. In early 2013, after a teacher described Phnom Penh police
impounding his new motorbike on his personal Facebook account, police used the threat of a

2 Human Rights Watch, “Cambodia: New Penal Code Undercuts Free Speech”, December 23, 2010,
http://www.hrw.org/en/news/2010/12/22/cambodia-new-penal-code-undercuts-free-speech.

3 “Draft Law on Trade Unions,” available at Sithi, accessed August 2013
http://www.sithi.org/temp.php?url=law_infrastructur.php&tab id=&type=1&Ig; and “Draft Law on Non-governmental
Organizations and Associations,” available at Sithi, accessed August 2013
http://www.sithi.org/temp.php?url=law_infrastructur.php&tab id=&type=1&Ig.

* cambodian Center for Human Rights, “Human Rights Chronology,” Sithi, December 10, 2012,
http://sithi.org/temp.php?url=crono_era.php&Ig.

** Faine Greenwood, “As the Internet Raises Civic Voices in Cambodia, a Struggle Brews over Net Control,” Techpresident,
March 27, 2013, http://techpresident.com/news/wegov/23659/internet-civic-voices-cambodia-struggle-net-control.

6 “Harassment of Media,” Sithi, accessed July, 2013, http://www.sithi.org/temp.php?url=jour case/jour case.php&Ig. No data
has been published for the coverage period.

47 «soldiers for Free Speech,” Phnom Penh Post, January 6, 2010.

*8 |nternational Federation for Human Rights, “Cambodia: Assault on Freedom of Expression Continues with Conviction of UN
Staff,” December 23, 2010, http://www.fidh.org/Cambodia-Assault-on-freedom-of-expression.
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defamation case against him to extract a signed statement that he would no longer discuss the topic
over Facebook.*

In February 2012, a joint Ministry of Interior and MPTC circular ordered internet cafes to set up
surveillance cameras and store footage for three months; phone shops and telecommunications
operators were told to register subscribers’ national ID cards or international passport and visas, on
the grounds such measures would “better promote protection of national security, safety and social
order for the country.”50 The operators “are obliged to provide necessary documents including
users’ identity cards and used data”—which must be stored for six days—to designated officials “for
purposes of investigation of any offense which is involved in issues of national security, safety and
social order.” Under the internal circular—which only came to public notice in August 2012—
providers must also notify existing subscribers of the new requirements and are entitled to
temporarily suspend service if they fail to produce ID within a month. As of April 2013, in
accordance with Cambodia’s habitually slow pace of adopting new regulation, the requirements
have yet to be implemented, though civil society groups fear the impact of such supervision for
public debate and social activism. The circular’s vague definition of what constitutes an offense
involving these issues, the lack of judicial oversight over officials’ requests for user data, and the
threat to impose unspecified fines or revoke licenses for telecommunications operators who fail to
comply, all represent a lack of respect for digital rights.

Government websites have been vulnerable to technical violence in the form of cyberattacks since
2002. Targets in 2012 and 2013 included the Supreme Court and the national police.51 The same
month, the hacktivist collective Anonymous released thousands of government documents online,
including official personnel and expense records, details of lost Cambodian passports, and law
enforcement exchanges with Cambodian-based embassies and consulates, in what the group
described as retaliation for the arrest of the absconding Swedish founder of file-sharing website The
Pirate Bay. Cambodian authorities deported Gottfrid Svartholm Warg under an international
warrant in September 2012 to serve a one-year jail term in Sweden in relation to a 2010 conviction
for copyright violations.”> While experts say many technical attacks go unreported in Cambodia,
analysts have not identified systematic targeting of civil society groups or government critics.

%9 cambodian Center for Human Rights, “Phel Phearun Accused of Defamation over a Facebook Post,” Case Study Series, March
2013, http://cchrcambodia.org/index old.php?url=media/media.php&p=factsheet detail.php&fsid=54&id=5.

*® john Weeks, “Cambodia’s Default Internet Law — Draft Translation,” Jinja.Apsara, July 5, 2012,
http://jinja.apsara.org/2012/07/cambodias default internet law-%E2%80%93-draft translation/.

51 Ellyne Phneah, “Two More Cambodia Govt Sites Hacked and Defaced,” ZDNet, January 10, 2013, http://www.zdnet.com/two-
more-cambodia-govt-sites-hacked-and-defaced-7000009622/; Denise Hruby and Neou Vannarin, Cambodia Daily, January 10,
2013, http://www.cambodiadaily.com/archive/government-websites-a-haven-for-hackers-7577/.

*2 Conal Urquhart, “Pirate Bay Co-founder Gottfrid Svartholm Warg Arrested in Cambodia,” Guardian, September 3, 2012,
http://www.guardian.co.uk/technology/2012/sep/02/pirate-bay-founder-arrested-cambodia.
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KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

Mobile replaced broadband as the number one means of accessing the internet in 2012
(see OBSTACLES TO ACCESS).

China’s cybercafés are now 40% owned by chains, which are easier for authorities to
regulate than independent businesses (see OBSTACLES TO ACCESS and VIOLATIONS OF
USER RIGHTS).

Traffic on Virtual Private Networks (VPNs)—used to bypass censorship—was
disrupted, sometimes obstructing commercial use (see LIMITS ON CONTENT).
Regulators ordered online video services to censor short films in July 2012, when users
adopted them to bypass film and broadcast restrictions (see LIMITS ON CONTENT).
Security agents in Tibet and Xinjiang searched cellphones to pre-empt allegedly anti-
state activity (see VIOLATIONS OF USER RIGHTS).

A Criminal Procedure Law amendment took effect in January 2013, strengthening legal

grounds for detaining anti-state suspects incommunicado (see VIOLATIONS OF USER
RIGHTS).
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CHINA

564 million: internet users the government reported as of January 2013;
986 million: Mobile phone owners reported;

800 million: People still citing television as their main source of news (see
OBSTACLES TO ACCESS).

94. China’s position in one worldwide survey of broadband speeds;

3. Hong Kong’s position in the same survey (see OBSTACLES TO ACCESS);
400 million: Microblog accounts registered on Sina Weibo;

46 million: Sina Weibo accounts that are actively used;

50,000 Sina Weibo accounts openly operated by ministries or officials (see
LIMITS ON CONTENT);

24 hours: Time it takes for Sina Weibo to delete most banned posts (see LIMITS
ON CONTENT);

12: Tibetans detained for allegedly inciting separatism, some via mobile phone (see

VIOLATIONS OF USER RIGHTS);

20. Uighurs sentenced in March 2013 for alleged militant activity involving
internet, phone and digital storage devices (see VIOLATIONS OF USER RIGHTS).
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The Chinese Communist Party’s commitment to curtailing internet freedom was unwavering over
the course of the leadership change that took place during the coverage period for this report, May
1, 2012, to April 30, 2013. If anything, the high-level meetings at which the handover was
announced served as catalysts for tighter controls on content, measures to deliberately slow
internet traffic, and intensified harassment of dissidents, as the party’s propaganda and security
agencies worked to eliminate any nascent political challenge. The internet restrictions Freedom
House documented this year were faster and more nuanced than ever before.

The selection of Xi Jinping as the new party chief and head of state emphasized continuity, a
message that was reinforced by the simultaneous promotion of party hard-liners like propaganda
czar Liu Yunshan. The rhetoric of the new leadership also harkened back to the past. Party officials
circulated seven “speak-nots,” or taboo topics—which included “citizens’ rights” and “press
freedom”—to universities and media groups in May 2013. Meanwhile, Xi adopted the Maoist term

“mass line” to encourage fellow cadres to remain close to the people.

This conservative discourse cannot conceal the unprecedented transformation taking place in
China: More than 500 million people in the country are now online. Internet penetration is at 42
percent, compared with just 6 percent when Xi’s predecessor, Hu Jintao, took office in 2003.
Residents of cities like Shanghai and Beijing are the primary beneficiaries of this expanded access,
while rural areas lag behind. An estimated 800 million people still rely on television outlets, like
state broadcaster China Central Television (CCTV), as their main source of information.' But for
the first time on record, more Chinese people connected to the internet via mobile phone than
through any other method in the past year, meaning penetration will only continue to climb.

Internet access has provided Chinese citizens with new tools to challenge policy. This year, millions
of online comments about air pollution spurred a nationwide upgrade of oil refineries. Online
forums also host a surprising range of opinions on political topics. When Edward Snowden fled to
Hong Kong after leaking U.S. National Security Agency secrets, users of microblog platforms in
China both supported and derided him; some joked cynically that he should see how China handles

. .. . 2
its citizens’ internet records.

Many believe that such incremental civic gains will inevitably spark political reform. A 2013 meme
imagined a future shift in the perspective of the Chinese authorities: “When there are a hundred of
you, we will detain you,” it read, but “when there are a hundred thousand of you—we will join

you.”3 Yet the internet has also provided those authorities with an extraordinary range of tools to

" Hu Yong et al., Mapping Digital Media: China (New York: Open Society Foundations, 2012),
http://www.opensocietyfoundations.org/sites/default/files/mapping-digital-media-china-20121009.pdf.

2 Wendy Qian, “Chinese Web Users React to PRISM: The End of the Affair with Google and Apple?” Tea Leaf Nation, June 11,
2013, http://www.tealeafnation.com/2013/06/chinese-web-users-react-to-prism-the-end-of-the-affair-with-google-and-
apple/.

® Xiao Shu, “The Southern Weekly Incident, An Exercise in Citizen Action,” China Media Project, January 31, 2013,
http://cmp.hku.hk/2013/01/31/31034/.
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contain critical conversations. A 2012 academic review of censorship across nearly 1,400 online
platforms in China estimated that 13 percent of posts containing sensitive keywords were deleted,
many within 24 hours of publication, some within minutes.*

Even with vast technological and human resources at their disposal, censors struggled to limit some
online debates in the past year. Actress Yao Chen posted a quotation from Soviet-era dissident
Aleksandr Solzhenitsyn, “One word of truth outweighs the whole world,” to her network of 32
million microblog followers in support of Southern Weekly journalists in Guangzhou who were on
strike against censorship in January 2013.> Anti-Japanese protesters also overwhelmed content
controls during a flare-up in the territorial dispute between China and Japan in September 2012.
Online vitriol escalated into violent rioting, which Chinese Communist Party (CCP) officials
consider a threat even when it supports their position.

But Chinese information authorities are also adept at manipulation, and increasingly adaptable as
complex situations unfold. In Guangzhou, propaganda officials negotiated with journalists to end
the January strike without conceding to all their demands, and the story fell out of the public eye. It
was a memorable achievement, but no other newsrooms were emboldened to follow suit. A state-
led wave of editorials condemning anti-Japanese activity helped rein in protests the previous
September. Experts even speculate that censorship can be temporarily lifted, and criticism of select
officials tacitly encouraged, as a weapon in the party’s internal politics. Anticorruption campaigns
spread like wildfire online in China, helping the central government hold local officials in check.
Yet when the New York Times and Bloomberg accused the families of top leaders of amassing
disproportionate wealth, their websites were subjected to punitive blocking and their staff
computers were hacked.

Even when content is filtered, the process is being constantly refined, often by private companies
that serve as intermediaries between the state and users. The 1989 Tiananmen Square massacre is
so thoroughly censored that users of the popular Sina Weibo microblogging platform are not even
able to use the search term “today” on the anniversary, June 4.° Yet this year, Sina unblocked a
handful of Tiananmen-related search terms, allowing users to access dozens of discussions—though
unrelated to the 1989 protests in Beijing or the subsequent military crackdown.” By offering
sanitized results rather than the standard message that blocked keywords usually produce, the
company appeared determined to make its censorship invisible.

Far from stifling private innovation, the state has effectively harnessed it to further its own goals.
Sina publicly acknowledges that it cannot yet fulfill all of the Chinese government’s requirements,
like registering its Weibo users’ real names. But to avoid getting shut down, it will continue to try.

4 Gary King, Jennifer Pan, and Margaret Roberts, “How Censorship in China Allows Government Criticism but Silences Collective
Expression,” Working Paper, June 18, 2012, http://gking.harvard.edu/files/censored.pdf.

% Scott Greene, "Southern Weekly Editorial Staff Goes on Strike," China Digital Times, January 6, 2013,
http://chinadigitaltimes.net/2013/01/southern-weekend-editorial-staff-goes-on-strike/.

6 “Censoring a Commemoration: What June 4-Related Search Terms Are Blocked on Weibo Today,” Citizenlab, June 3, 2013,
https://citizenlab.org/2013/06/censoring-a-commemoration-what-june-4-related-search-terms-are-blocked-on-weibo-today/.
7 “Sina Testing Subtle Censorship ahead of Tiananmen Anniversary,” Greatfire.org, May 31, 2013,
https://en.greatfire.org/blog/2013/may/sina-testing-subtle-censorship-ahead-tiananmen-anniversary-0.
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Indeed, many of the more subtle developments documented in this report did not originate with
the central propaganda department, a bastion of conservative ideology not known for nuance.
Instead, they were developed by service providers looking to satisty the government’s demands
while maintaining the illusion of freedom for their users. Google, since it challenged the Chinese
government’s censorship practices in 2010, has attempted to innovate on the side of transparency,
briefly informing Chinese users of blacklisted search terms in 2012.% But its experiments have cost
it considerable market share as the authorities seek to marginalize the company.

Much is at stake for these firms, but the penalties of defying the state are far greater for individual
dissidents. Security agencies make use of widespread surveillance capabilities and a politicized legal
system to pursue selective prosecutions of dozens of people like Cao Haibo, whose eight-year
prison sentence for publishing antistate content online was reported in November 2012. What
constitutes antistate content is alarmingly broad—in Cao’s case it was articles he had written about
democracy—and can include material published years before a case comes to trial, whether or not
it was censored at the time. Ethnic minorities in regions where CCP rule is disputed or resented,
such as Tibet and Xinjiang, are particularly vulnerable. At least a dozen Tibetans and 20 Uighurs
were jailed during the coverage period in relation to their sharing of information online or via
mobile phone. Prosecutors’ claims that they were inciting separatism or violence are impossible to
verify, as their trials lack due process and are closed to observers. The state continues to pour
resources into separating these perceived enemies from families, lawyers, and journalists. In 2012,
China spent more on “social stability maintenance”—which includes many of the practices of
information control outlined in this report—than it did on defense.

The CCP’s influence online reaches far beyond China’s borders. Nearly a third of cyberattack
traffic worldwide in 2012 was traced to Chinese soil, and cybersecurity experts tracked one
notorious hacking group to a military facility in Shanghai. Such international activity generally falls
outside the scope of this report, but it is rooted in the online environment outlined here. It also
serves as an added reminder that Chinese internet freedom, or the lack thereof, has ramifications

for the entire world.

8 Censors quickly disabled the feature, and the company apparently discontinued it. Bill Bishop, “Today’s China Readings,”
Sinocism China Newsletter, July 11, 2012, https://sinocism.com/?p=5722; “All Blocked Keywords According to Google,”
Greatfire.org, June 2, 2012, https://en.greatfire.org/blog/2012/jun/all-blocked-keywords-according-google.
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OBSTACLES TO ACCESS

China had the largest number of internet and mobile phone users in the world in January 2013,
with an estimated 564 million and 986 million, respectively.” These figures, though staggering,
paint an incomplete picture of China’s uneven economic development and manipulated
connectivity. Average broadband connection speeds are comparatively slow, leaving China in 94th
place in global rankings.10 It is stymied by poor infrastructure—particularly in the country’s vast
rural areas—and a telecommunications industry dominated by state-owned enterprises.
Centralized control over international gateways and sporadic, localized shutdowns of internet
access around sites of social unrest are significant obstructions to full and free access. Nationwide
blocking, filtering, and monitoring systems further slow access to international websites.'" The
Hong Kong administrative region, free of these obstacles, enjoys the third-fastest average
connection speeds worldwide, after South Korea and Japan,'” and at a fraction of mainland prices.

The China Internet Network Information Center (CNNIC), an administrative agency under the
Ministry of Industry and Information Technology (MIIT), reports that rates of internet adoption
have actually slowed since 2011 as the urban market approaches saturation."” Moreover, the gap
between penetration rates in urban and rural areas has widened since 2007."* The 72.2 percent of
residents online in the capital, Beijing, vastly outnumber the 28.5 percent with internet access in
the least-connected province of Jiangxi in the southeast.” This divide kept overall internet

penetration at just 42.1 percent,16 slightly higher than the global average, which was 35 percent in
2011."

o CNNIC, “The CNNIC Released the 31st Statistical Report on Internet Development in China,” News Release, January 15, 2013,
http://www1.cnnic.cn/IDR/ReportDownloads/201302/P020130221391269963814.pdf.

0 in Jingdong, “Global Speed Heavy: Mainland China Ranked 94" in the Second Half of 2012,” VentureData.org, January 26,
2013, http://www.venturedata.org/?i480706 Global-speed-Heavy-Mainland-China-ranked-94th-in-the-second-half-of-2012.

1 James Fallows, “The Connection has been Reset,” The Atlantic, March 2008,
http://www.theatlantic.com/magazine/archive/2008/03/-ldquo-the-connection-has-been-reset-rdquo/6650/.

12 Christy Choi, “Hong Kong Has Fastest Peak Internet Speed in World,” South China Morning Post, January 25, 2013,
http://www.scmp.com/news/hong-kong/article/1135480/hong-kong-has-fastest-peak-internet-speed-world?page=all.

2 CNNIC, Zhong Guo Hu Lian Wang Fa Zhan Zhuang Kuang Tong [The 28th Report on the Development of the Internet in Chinal
(Beijing: CNNIC, 2011), http://www.cnnic.cn/research/bgxz/tjibg/201107/P020110721502208383670.pdf.

% CNNIC, Zhong Guo Hu Lian Wang Fa Zhan Zhuang Kuang Tong [The 29th Report on the Development of the Internet in Chinal
(Beijing: CNNIC, 2012), 21,
http://www.cnnic.cn/research/bgxz/tjbgdtygg/dtgg/201201/P020120116330880247967W020120116337628870651.pdf; Benat
Bilbao-Osorio, Soumitra Dutta, and Bruno Lanvin, “The Global Information Technology Report 2013,” World Economic Forum,
2013, http://www3.weforum.org/docs/WEF GITR Report 2013.pdf.

13 eNNIC, “Zhong Guo Hu Lian Wang Fa Zhan Zhuang Kuang Tong,” [The 31st Report on the Development of the Internet in
China]), January 2013, 15 http://www.cnnic.cn/hlwfzyj/hlwxzbg/hlwtjbg/201301/P020130122600399530412.pdf.

16 CNNIC, [The 31st Report on the Development of the Internet in China].

YITU, The World in 2011: ICT Facts and Figures (Geneva: ITU, 2011), http://www.itu.int/ITU-
D/ict/facts/2011/material/ICTFactsFigures2011.pdf.
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Graph A. Internet Penetration Rate in Provinces of Mainland China between 2011
and 2012
(Source: CNNIC)
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The CNNIC reported 422 million mobile internet users in December 2012. By contrast,
broadband subscriptions declined from 450 million in 2010 to 380 million in 2012." (Broadband
subscriptions have dwarfed dial-up since 2005."")

Mobile replaced fixed-line broadband as China’s preferred means of accessing the internet for the
first time in 2012. Internet access via cybercafe declined, accounting for 22.4 percent of users,

down from 27.9 percent in 2011.%°

While internet-enabled 3G (third-generation) phones are
priced beyond the reach of many, platforms like the Tencent QQ instant-messaging service and

Sina Weibo allow users to send and receive messages at low cost via 2G handsets.

'8 163.com web portal visualization of CNNIC, [The 31st Report on the Development of the Internet in China],
http://tech.163.com/special/cnnic30/#full.

19 “CNNIC Releases Internet Report: China’s Internet Users Exceed 100 Million,” Xinhua News, July 22, 2005,
http://news.xinhuanet.com/newmedia/2005-07/22/content 3251081.htm.

0 CNNIC, [The 31st Report on the Development of the Internet in China], 21.
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Graph B. Percentage of Internet Users Getting Internet Access Through Mobile
Phones, Broadband, and Cybercafés
(Source: CNNIC)
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The historically high cost of broadband internet access helps to account for the shift toward mobile.
The government took steps to address this when a 2011 antimonopoly investigation accused the
state-owned China Telecom and China Unicom of abusing their market dominance to manipulate
broadband pricing and overcharge competitors. The investigation was the first instance in which a
2008 antimonopoly law was used against state-owned enterprises, and it was announced in an
unusually public way on CCTV.?" The telecom giants swiftly revised their internetwork pricing
structures to allow rivals fair access to their infrastructural resources.” Interestingly, one of the
beneficiaries of this measure may be a government regulator, the State Administration of Radio,
Film, and Television (SARFT), which said in 2012 that it would launch a national cable network,
funded by the Ministry of Finance and offering telephone, broadcasting, and internet services. The
plan would advance the overall integration of these three services, a goal the State Council had
previously pledged to achieve throughout China by 2015, though the timetable for its

. . . 2
implementation is not clear. 3

While customers can now choose from among scores of private internet service providers (ISPs),
the large state enterprises are widely perceived as responsible for the costly, inefficient connections

% Jan Holthuis, “War of the Giants — Observations on the Anti-Monopoly Investigation in China Telecom and China Unicom, HIL
International Lawyers & Advisers, March 2, 2012, http://legalknowledgeportal.com/2012/03/02/war-of-the-giants-
observations-on-the-anti-monopoly-investigation-into-china-telecom-and-china-unicom/..

21 Hui, “China Telecom, China Unicom Pledge to Mend Errors after Anti-monopoly Probe,” Xinhua News, December 2, 2011,
http://news.xinhuanet.com/english2010/china/2011-12/02/c 131285141.htm; “Guo Jia Guang Dian Wang Luo Gong Si Jiang
Qiang Cheng Li Zhong Yi Dong Wei Can Yu Chu Zi” [State Radio and Television Networks Will be Set Up], Sina, November 15,
2012, http://tech.sina.com.cn/t/2012-11-15/03037799520.shtml..

2 Tan Min, “SARFT Finishes Plan for National Cable Operator,” Caixin, August 6, 2012, http://english.caixin.com/2012-08-
06/100420145.html.
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that continue to prevail.24 The Beijing-based research company Data Centre of China Internet
reported that the average cost of 1 Mbps of bandwidth was 469 times more on the mainland than in
Hong Kong in 2011 ,° while consumers complained that broadband speeds remained slower than
advertised in 2012.%° The MIIT has sought other methods to improve internet service, such as
mandating that homes constructed within reach of public fiber-optic networks be connected via a
selection of service providers from April 2013 onward.”” Whether China’s infrastructure will be
able to keep pace with such ambitious government projects, however, is still uncertain. Although
the MIIT said all broadband users would have internet access at 100 Mbps by 2015, the average
speed in the fastest city, Shanghai, was just 4.04 Mbps in 2012, compared with 2.52 Mbps in the

less-developed—and more heavily censored—Tibetan Autonomous Region.28

Graph C. Average Broadband Connection Speed in 2012 Q4 (Source: ChinaCache)
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Mobile phone communication is also dominated by state-owned enterprises, including China
Mobile, China Telecom, and China Unicom. This situation, too, is under review: The MIIT issued
draft proposals to open the market in January 2013, allowing private companies to buy mobile

2 “Tighter Rules for Telecom Costs,” Shanghai Daily, April 26, 2012, http://www.china.org.cn/business/2012-

04/26/content 25241615.htm.

> “Zhong Guo Kuandai Yong hu Diaocha” [Survey of China’s Broadband Users], Data Center of China Internet, 2011-2012,
http://www.dcci.com.cn/media/download/905430773daab3f27453929ee140539fdc12.pdf. The center has not released data
for 2012.

% «Chinese Internet Choked by ““Fake Broadband”’ Providers,” Global Times, October 8, 2012,
http://www.globaltimes.cn/content/736926.shtml.

* Shen Jingting, “New Residences Required to Provide Fiber Network Connections,” China Daily, January 9, 2013,
http://usa.chinadaily.com.cn/business/2013-01/09/content 16099801.htm.

8 «China’s Broadband Speeds Show Shanghai Zooming Ahead [INFOGRAPHIC],” Tech in Asia, September 20, 2012,
http://www.techinasia.com/china-broadband-speeds-2012-infographic/; “China Internet Report: The First Quarter of 2013,”
ChinaCache, May 2013, http://files.shareholder.com/downloads/ABEA-528 MQE/2583814687x0x664689/2c293e5¢c-de24-4102-
b7bd-828c0501bd94/ChinaCache First Quarter 2013 China Internet Report.pdf.
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network resources and repackage them for the user over a two-year trial period.29 China Mobile
began testing faster 4G service in some eastern Chinese cities in 2013, and the MIIT said in late

2012 that it would be issuing licenses to providers to upgrade to 4G service within a year.30

The government has been willing to liberalize the telecommunications market in part because of
the country’s centralized connection to the international internet. Six state-run operators maintain
the country’s international gateways. ' This arrangement remains the primary infrastructural
limitation on open internet access, as it gives the authorities the ability to cut off cross-border
information requests. All ISPs must subscribe via the gateway operators and obtain a license from
the MIIT. Internet access via mobile phones is also monitored by the international gateway
operators under MIIT oversight.

The government has shut down access to entire communications systems in response to specific
events, notably imposing an astounding 10-month internet blackout in the Xinjiang Uighur
Autonomous Region after an outburst of ethnic violence in the regional capital Urumgqi in July
2009.% Since then, authorities have enforced smaller-scale shutdowns lasting several days or weeks.
Officials in predominantly Tibetan areas of western China twice cut off local internet access during
2012: once in February following clashes surrounding a series of self-immolations and reports that
soldiers had opened fire on civilians,” and again for two days around the July 7 birthday of the
Dalai Lama, Tibet’s exiled spiritual leader.”* More than 100 self-immolations—suicides committed
in protest against Chinese rule—have been documented since 2009. ¥

In other cases, the level of official interference with connectivity was hard to gauge. China was
briefly isolated for two hours in April 2012 when users reported that all international websites
were inaccessible. Hong Kong and U.S. users were unable to visit sites hosted in China during the
same period. Cloud Flare Inc., a U.S.-based company that studies web performance, told the Wall
Street Journal that the interruption appeared to have been triggered by overactive filtering, rather
than a technical glitch, and that only traffic from China Telecom and China Unicom plummeted;
smaller providers were unaffected.’® In August 2012, the same company reported “increased

2 Seng Jingting, “Telecom Plans ‘Will Help Break’ Industry Monopoly,” China Daily, January 1, 2013,

http://www.chinadaily.com.cn/bizchina/2013-01/09/content 16098031.htm.

30 “China Mobile Launches TD-LTE Commercial Trials in Hangzhou, Wenzhou,” Marbridge Daily, February 4, 2013,

http://www.marbridgeconsulting.com/marbridgedaily/archive/article/63196/china_mobile launches td Ite commercial trials
in_hangzhou wenzhou#When:12:00:00Z; Want China Times, “China Paves Way for 4G Telecom Network Expansion,”

November 28, 2012, http://www.wantchinatimes.com/news-subclass-cnt.aspx?id=20121128000040&cid=1502.

3 CNNIC, [The 31st Report on the Development of the Internet in China], 21.

32 Chris Hogg, “China Restores Xinjiang Internet,” British Broadcasting Corporation (BBC), May 14, 2010,

http://news.bbc.co.uk/2/hi/asia-pacific/8682145.stm.

* Tania Branigan, “China Cut Off Internet in Area of Tibetan Unrest,” Guardian, February 3, 2012,

http://www.guardian.co.uk/world/2012/feb/03/china-internet-links-tibetan-unrest.

3% “China Celebrates Dalai Lama’s Birthday by Cutting Communications in Tibetan Region,” Index on Censorship, July 10, 2012,

http://www.ifex.org/china/tibet/2012/07/10/communications cut/.

35 «Self-Immolations by Tibetans,” International Campaign for Tibet, June 19, 2013, http://www.savetibet.org/resources/fact-

sheets/self-immolations-by-tibetans/.

* paul Mozur, “New Clarity on China Internet Outage,” China Real Time Report (blog), Wall Street Journal, April 13, 2012,

http://blogs.wsj.com/chinarealtime/2012/04/13/new-clarity-on-china-internet-outage/.
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difficulty with traffic out of China,” but without a consistent pattern to indicate the cause.”” An
MIIT spokesperson denied rumors that China was “closing down the internet” in advance of the

politically sensitive 18th Party Congress in the fall, but acknowledged conducting maintenance.*®

Authorities exercise tight control over cybercafés and other public access points, which are licensed
by the Ministry of Culture in cooperation with other state entities. > Consolidating these helps
increase the efficiency of surveillance and censorship.40

By 2012, chains had absorbed around 40 percent of cybercafes following a ministry-led push to
eliminate sole-proprietor locations by 2015. Over 10 different government and CCP entities, at
both the national and local levels, are involved in internet censorship, with some instructions
coming straight from the top. The State Internet Information Office was created in 2011 to
streamline  propaganda directives for online content, punish violators, and oversee
telecommunications companies.41 It has since increased controls on online video—particularly
short-form “microfilms” that are commonly used to evade controls on content screened by
mainstream movie theaters or news media*’——and real-name registration for online platforms.*’
Two official regulatory entities, SARFT and the General Administration for Press and Publications
(GAPP), are slated to merge, according to a plan announced in March 201 3.

3 Tania Branigan, “China’s Internet Users Temporarily Blocked from Foreign Websites,” Guardian, April 12, 2012,
http://www.guardian.co.uk/world/2012/apr/12/china-internet-users-foreign-websites.

38 Brian Spegele and Paul Mozur, “China Hardens Grip before Meeting,” Wall Street Journal, November 10, 2012,
http://online.wsj.com/article/SB10001424052970204707104578092461228569642.html.

* These include the Public Security Bureau and the State Administration for Industry and Commerce. “Yi Kan Jiu Mingbai Quan
Cheng Tu Jie Wang Ba Pai Zhao Shen Qing Liu Cheng” [A look at an illustration of the whole course of the cybercafé license
application process], Zol.com, http://detail.zol.com.cn/picture_index 100/index997401.shtml.

%0 “China’s 2013 Internet Café Market Down 13% YoY,” 17173.com, April 28, 2013,
http://www.marbridgeconsulting.com/marbridgedaily/2013-04-

28/article/65634/chinas 2013 internet caf market down 13 yoy.

*1 The State Internet Information Office operates under the jurisdiction of the State Council Information Office. “China Sets Up
State Internet Information Office,” China Daily, May 4, 2011, http://www.chinadaily.com.cn/china/2011-

05/04/content 12440782.htm. See also “New Agency Created to Coordinate Internet Regulation,” China Media Bulletin, May 5,
2011, http://www.freedomhouse.org/article/china-media-bulletin-issue-no-21#3.

*2 Mathew Scott, “Censors Catch Up With China’s ‘Micro Film’ Movement,” Agence France-Presse, July 16, 2012,
http://www.google.com/hostednews/afp/article/ALegM5itjrPwXQFfB7ueKsg1TdiOtltR8w?docld=CNG.09667aa7e67669f6f7d1a
284e78d6eld.cl.

3 See Congressional-Executive Commission on China (CECC), Annual Report 2012 (Washington: CECC, 2012), 50-53,
http://www.gpo.gov/fdsys/pkg/CHRG-112shrg76190/pdf/CHRG-112shrg76190.pdf.

* Alice Xin Liu, “China’s Two Main Censorship Bodies to Merge,” Uncut (blog), Index on Censorship, April 19, 2013,
http://uncut.indexoncensorship.org/2013/04/sarft-gapp-china-censorship/.
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LIMITS ON CONTENT: AN OVERVIEW
MAY 2012—APRIL 2013

Censorship predictably intensified in advance of the leadership transitions at the
November 2012 party congress and the March 2013 National People’s Congress session.
Reports of unrest, such as Tibetans self-immolating, were especially curtailed. The
methods used were generally more precise and less visible than in the past, with the
exception of a campaign against Bloomberg and the New York Times for their probing
reports on wealth accumulation by China’s first families. Instead of filtering out the
individual articles, censors blocked the entire websites, depriving them of readership and
advertising revenue.

Users in China can still access content hosted outside China using circumvention tools, at
least until more companies follow China Unicom, which started severing connections on
which circumvention was detected in December. Meanwhile, microblog users
sometimes find that their posts have become invisible to others, requiring them to repost
to keep their content in the public domain. These customized controls and manipulative

practices are better understood thanks to some meticulous research and reporting

published in 2012 and 2013.

In the past year, digital media also fueled popular participation in key debates over issues
of public interest, such as smog levels in Beijing. But it is becoming harder to assess
whether these movements represent a challenge to the censorship apparatus. They may
be a sign that information authorities are more adept than ever at channeling outbreaks of
discontent away from political issues and into local, finite, social matters.

In keeping with the unmatched size of their online population, Chinese authorities employ the most
claborate system for internet content control in the world. Government agencies and private
companies employ thousands of people to monitor, censor, and manipulate content, from news
reports to social-network pages. Routine censorship can be reinforced surrounding politically
sensitive events, or just in response to the latest hot topic. Even this heavily censored and
manipulated online environment, however, provides more space for average citizens to express
themselves and air their grievances against the state than any other medium in China.

Content with the potential to delegitimize CCP rule is systematically censored. Criticism of top

leaders or policies, both present and past, is almost always controlled—a category that
encompasses the legacy of Mao Zedong, the 1989 military crackdown on student-led protests in
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Beijing, and the Korean War. Independent evaluations of China’s human rights record or CCP
policies toward ethnic minorities and the banned Falun Gong spiritual group are also off-limits,* as
are dissident initiatives that challenge the one-party regime. Names of established dissidents are

frequently blocked, to prevent them gaining a wider following.

These standing taboos are supplemented by evolving, almost daily directives on negative
developments or budding civic movements over issues like environmental pollution, food safety, or
police brutality. Analysts increasingly agree that content control is aimed at suppressing nascent
collective action, rather than comprehensively banning critical speech.46 Individuals with significant
social capital or a high international profile, which would allow them to mobilize mass support, are
more likely to be censored.*” As a result, censors can be remarkably tolerant of frustration vented
at local governments or discussion of politically oriented terms like “dernocracy.”48 The prevalence
of this term and others, like “freedom of speech,” has risen in the Chinese blogosphere.49 While that
marks some progress toward openness, it also corresponds to a shift in CCP discourse. Censors
first relaxed filters on the word “democracy” in 2005 after leaders redefined democratic governance

as “the Chinese Communist Party governing on behalf of the people.”50

Chinese authorities are not transparent about censorship. International critics who question limits

1 .
”!) to defiance,

on content receive responses ranging from denial (“the Chinese internet is open
manifest in the phrase “internet sovereignty,” meaning the right to practice censorship within
Chinese borders. Domestically, leaders cite the need to curb pornography, gambling, rumors, and
other harmful practices to justify content restrictions, though political topics are targeted at least as
forcefully. Ironically, while burgeoning internet access has not overcome information controls, it
has shone a light on the processes involved. Chinese freelance journalist Shi Tao was sentenced to
ten years in prison in 2005 for e-mailing propaganda department directives to an overseas news
website;*’ today, similar directives are routinely leaked online. Internal copies of a 2010 speech

outlining internet management were circulated in online forums, allowing users to compare them

A study conducted in 2011 by scholars at Carnegie Mellon found that up to 53 percent of microblog posts generated from
Tibet were deleted. Byron Spice, “Carnegie Mellon Performs First Large-Scale Analysis of ‘Soft’ Censorship Media in China,”
Carnegie Mellon University, March 7, 2012,

http://www.cmu.edu/news/stories/archives/2012/march/march7 censorshipinchina.html.

46 “Preventing the organization of protests is as important, if not more important, than preventing users from reading
unapproved content.” Jedidiah R. Crandall et al., “ConceptDoppler: A Weather Tracker for Internet Censorship,” Conference
Paper for the 14™ ACM Conference on Computer and Communications Security, October 29-November 2, 2007,
http://www.csd.uoc.gr/~hy558/papers/conceptdoppler.pdf; King, Pan, and Roberts, “How Censorship in China Allows
Government Criticism but Silences Collective Expression.”

47 “Cyberdisappearance in Action,” China Media Bulletin, July 14, 2011,
http://www.freedomhouse.org/sites/default/files/inline_images/Cyberdisappearance%20in%20Action special feature-
FINAL 0.pdf.

8 King, Pan, and Roberts, “How Censorship in China Allows Government Criticism but Silences Collective Expression.”

9 Ashley Esarey and Xiao Qiang, “Digital Communication and Political Change in China,” International Journal of Communication
5(2011), 298-319, http://ijoc.org/index.php/ijoc/article/view/688/525. Xiao Qiang was an advisor for this report.

*® Richard McG regor, The Party: The Secret World of China’s Communist Rulers (New York: Harper Collins, 2010), 20.
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with the bowdlerized version circulated released to the public.53 Criticism of the censorship system
itself, however, is itself heavily censored. >

The CCP’s content-control system consists of three primary techniques: automated technical
filtering, forced self-censorship by service providers, and proactive manipulation:

Automated technical filtering includes the best-known layer of the censorship
apparatus: the blocking of foreign websites commonly referred to as China’s “Great
Firewall.” The term implies a solid boundary, and in some cases, whole domain names or
internet protocol (IP) addresses are blocked. “Web throttling,” which slows the loading of
pages to render services nearly useless, is employed as well. Internet users reported slowed
broadband speeds and narrow bandwidth characteristic of web throttling during the month
5

of the 2012 party Congress.5

More common, however, is the authorities’ use of deep-packet inspection technologies to
scrutinize traffic, both the user’s request for content and the results returned, for an ever-
evolving blacklist of keywords. If one is detected, the technology signals both sides of the
exchange to temporarily sever the connection. This granular control renders censorship less
noticeable to users, firstly because specific pages can be blocked within otherwise approved
sites, and secondly because the interruption appears to come from the source of the
information, not a third-party intrusion.’®

Of course, some censorship is designed to remind users that certain content is out of
bounds.’” One study redefines the Great Firewall as a panopticon, arguing that it need not
block everything if the knowledge of monitoring suffices to promote the self-censorship that
is pervasive among Chinese internet users. Other research suggests that security forces are
most secretive when they are also conducting surveillance to uncover who is accessing
banned content—particularly if that data can subsequently be used to justify detention or
some other violation of the user’s rights.58

Filtering is heterogeneous and often inconsistent, depending on timing, technology, and
geographical region. ISPs reportedly take different approaches to the placement of filtering
devices, which are not only in border routers, but also in the backbone and even in

>3 Human Rights in China, “How the Chinese Authorities View the Internet: Three Narratives,” China Rights Reform Issue No. 2
(2010), http://www.hrichina.org/crf/article/3240.

> King, Pan, Roberts “How Censorship in China Allows Government Criticism but Silences Collective Expression.”

%5 “In Tandem with Slower Economy, Chinese Internet Users Face Slower Internet This Week,” China Tech News, November 6,
2012, http://www.chinatechnews.com/2012/11/06/18835-in-tandem-with-slower-economy-chinese-internet-users-face-
slower-internet-this-week.

*®Ben Wagner, “Deep Packet Inspection and Internet Censorship: International Convergence on an ‘Integrated Technology of
Control,”” Global Voices Advocacy, June 25, 2009, http://advocacy.globalvoicesonline.org/2009/06/25/study-deep-packet-
inspection-and-internet-censorship/.

*" The animated cartoon police officers Jingjing and Chacha, who appeared on Chinese computer screens to wag fingers at
wayward users around the country in 2008, served as visible reminders of official oversight.

58 Villeneuve, Breaching Trust.
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provincial-level internal networks, a development that would potentially allow
interprovincial filtering. »

China Mobile, China Telecom, and China Unicom extend automated technical keyword
filtering to the mobile realm, monitoring text messages and deleting pornographic or other
“illegal” content.®” Users report that their correspondents receive blank messages in place of
subject matter that contained apparently banned keywords. It is not clear exactly what
content triggers deletion.®'

The blanket blockage of select web applications isolates the Chinese public from an
international network of user-generated content—and domestic internet firms from
competition. The video-sharing platform YouTube and the social-media sites Facebook,
Twitter, Google+, and Foursquare are consistently blocked. Like a number of other
services, Twitter was initially available and widely used, then blocked in 2009 in advance of
the 20th anniversary of the Tiananmen Square massacre, once its potential for galvanizing
collective action became apparent. It remains popular among Chinese users who are familiar
with circumvention tools.®> More recent blocks on applications like Google’s cloud storage
service, Drive, were effected immediately.63 Users of other international applications that
remain unblocked complain of sporadic disruptions. Users of the online document-sharing
service SlideShare, which is owned by the U.S.-based professional networking site
LinkedIn, reported it was temporarily inaccessible in July 2012.%* LinkedIn itself had been
1.6

blocked for two days in February 201

Forced self-censorship by service providers, makes commercial success contingent on
compliance with content regulations. International web applications, once blocked, are
quickly replaced by homegrown equivalents. Hundreds of millions of users are attracted to
these domestic video-sharing websites, social-networking tools, and e-mail services.® As

part of their licensing requirements, the companies must ensure that banned content is not
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Measurement, Springer, 2011, 133-142, http://pam2011.gatech.edu/papers/pam2011--Xu.pdf.
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& Steven Musil, “Google Drive Crashes into China’s Great Firewall,” Cnet, April 25, 2012, http://news.cnet.com/8301-1023 3-
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posted or circulated; those that fail risk temporary or permanent closure.®” Software for
both censorship and surveillance is often built into their applications. For example, instant-
messaging services such as Tom-Skype and QQ include programming that downloads

updated keyword blacklists regularly.68

In addition to automated keyword filters, human censors delete postings on blogs,
microblogs, comment sections of news items, and bulletin-board system (BBS) discussions
before they appear to the public or shortly thereafter.®’ Experts say staff receive as many as
three censorship directives per day by text message, instant message, phone call, or e-
mail.” Local propaganda offices recruit volunteers to identify and report potentially
undesirable content on social networks. !

Online news portals that operate without a press license are limited to reposting content
that has already been approved by censors, rather than producing their own.”? Propaganda
directives to internet-based outlets often include specific instructions to amplify content
from state media.”” The search engine Baidu, which accounts for nearly 80 percent of
China’s search market,” similarly manipulates the results it offers based on government
instructions, not only removing proscribed material, but also favoring state-approved
information over content from nongovernmental or foreign sources. In July 2012, after
internet users began circulating short documentary-style videos on social networks to avoid
restrictions on news broadcasts and movies, regulators ordered online video service
providers to start deleting any items that failed adhere to “correct guidance,” a euphemism
for censorship orders.”

&7 One, Fanfou, lost market share after a 2009 shutdown lasted several months. Melanie Lee, “Clampdown Rumored as Chinese
‘Twitter’ Sites Blocked,” Globe and Mail, August 23, 2012, http://m.theglobeandmail.com/technology/clampdown-rumored-as-
chinese-twitter-sites-blocked/article1368400/?service=mobile.

&8 TOM-Skype is a joint venture between Skype and Chinese wireless service TOM Online. Vernon Silver, “Cracking China’s
Skype Surveillance Software,” Bloomberg, March 8, 2013, http://www.businessweek.com/articles/2013-03-08/skypes-been-
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Microblogging services, offered by Sina, Tencent, Sohu, and other companies, saw an
astonishing 300 percent growth during their peak development period from 2010 to 2011.
With more than half of China’s internet users registered for a microblog account by January
2013,7¢ these fast-paced networks and their rambunctious user base pose a unique challenge
to censors trying to rein in sensitive discussion. The CCP established party branches in the
offices of four microblog providers in February 2012, according to news repor‘ts.77
Company executives also benefit from political connections and patronage.78

Sina Weibo, benefiting in part from the vacuum left by the 2009 ban on Twitter, had
accumulated 400 million registered accounts by November 2012,” though only 46 million
are active.” Unlike on Twitter, Weibo users can develop elaborate discussion threads in
response to each post, all of which are lost if the original post is censored. The comment

function can also be independently shut off to prevent isolated posts from gaining traction.®!

Sina employs both automated and human monitors to manage Weibo content. Their
methods include deleting individual posts or accounts, often with 24 hours of an offending
post, but sometimes long after publication;82 making published posts visible only to the
account owner; and sending personal warnings.83 In addition, researchers counted over 800
terms filtered from Weibo search results at various times, including “Cultural Revolution”
and “propaganda departrnent.”84 Activists and other users with large followings come under
particular scrutiny.85

78 Not all accounts are active. “Di 31 Ci Zhongguo Hulianwangluo Zhuangkuang Tongji Baogao” [The 31st Statistical Report on
China’s Internet Development,” China Internet Network Information Center, January 15, 2013,
http://www.cnnic.cn/hlwfzyj/hlwxzbg/hlwtjbg/201301/t20130115 38508.htm.
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force-change-they-have-tread.
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crackdown/2013/01/03/f9fd92c4-559a-11e2-89de-76c1c54b1418 story.html.
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Microblog Post Deletions,” Paper for 22" USENIX Security Symposium in Washington D.C. in August 2013,
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Despite these efforts, the company has frequently fallen afoul of propaganda authorities.
When the CCP’s purge of Chongqing party chief Bo Xilai in early 2012 prompted
unconfirmed online reports of a failed coup, comment functions were temporarily disabled
on both Sina and Tencent microblogs. State media reported that the companies were
“punished for allowing rumors to spread.”86 Sina subsequently closed several accounts for
alleged rumor-mong:{ering.87 It also launched new user guidelines and a points-based system
that assigned demerits to users who published banned content, leading to warnings and
eventual account closure, while rewarding those who engaged in unspecified “promotional
activities.” The intervention may have taken a toll on the company’s market share. Rival
microblog service Tencent announced 540 million registered users—with 100 million
active daily—at the end of 201 2.%

Foreign service providers must agree to self-censor in return for access to the immense
Chinese market, and most comply. In 2012, New Tang Dynasty Television—a Chinese-
language, New York—based broadcaster established by Falun Gong practitioners—reported
that U.S. technology giant Apple had removed applications created by the station from its
online App Store in China in July, on the grounds that their content was “illegal in China.””
In Chinese-language versions of Apple’s voice-controlled artificial intelligence system Siri,
the system reportedly declined to answer questions related to the Tiananmen Square
massacre, such as a query about “June,” and in one test it refused even to direct the user to
Tiananmen Square.” China accounted for 20 percent of Apple’s sales in the first quarter of

2012, and the country is its second-biggest market after the United States.”

International service providers that refuse to censor content face an uncertain future. In
2010, Google lost significant market share when it began redirecting mainland users to its
uncensored Hong Kong—based search engine. The company explained that it had made the
decision after suffering sustained attacks on its intellectual property by military-grade
hackers traced to Chinese computers.93 By doing so publicly, and drawing attention to the
way the same hackers had targeted Gmail accounts used by journalists and human rights

& «China’s Major Microblogs Suspend Comment Function to ‘Clean up Rumors,”” Xinhua News, March 31, 2012,
http://english.peopledaily.com.cn/90882/7775525.html.

87 «Boxun News Site Attacked Amid Bo Xilai Coverage,” Committee to Protect Journalists, April 25, 2012,
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8 Experts believe “promotional activities” involve reporting other users or promoting progovernment content. See, “China,”
OpenNet Initiative, August 9, 2012, https://opennet.net/blog/2012/05/sina-weibo-updates-user-contract-more-content-
restrictions; “Sina Weibo Introduces ‘User Contract,”” Caijing, May 9, 2012, http://english.caijing.com.cn/2012-05-
09/111842544.html.

8 “Tencent Microblog Registered User Base Hits 540 Min,” Yangcheng Evening News, January 21, 2013, available at
http://www.marbridgeconsulting.com/marbridgedaily/archive/article/62820/tencent _microblog registered user base hits 5
40 mIn#When:12:00:00Z.
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o “Apple’s Digital Assistant Flunks Test on Taboo Topics,” China Media Bulletin, June 21, 2012,
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activists focused on China issues, it also increased transparency about censorship.94 Google
retained its Chinese license and continued its less politically sensitive operations, like the
AdSense advertising service and the Android mobile operating system, largely unimpeded.95
Yet its flagship search engine has foundered in comparison with domestic competitors. In
2012, it began notifying Chinese users on which keywords were likely to trigger
connectivity problems.96 By 2013, it had turned off this notification function, which some
users reported was itself subject to censorship.”” If private companies choose not to alert
readers about blocked content, censorship decisions remain both arbitrary and opaque.
There are no formal avenues for appeal.

Chinese companies expanding overseas may have difficulty serving users accustomed to
fewer online controls. In 2012, users of Tencent’s messaging program WeChat complained
that the service was applying China’s censorship rules in Singapore and Thailand.”®

Proactive manipulation is the third primary method of content control in China, and
Chinese authorities view cyberspace as a field for “ideological struggle.”99 Since 2005,
propaganda units at all levels have trained and hired web commentators to post
progovernment remarks and lead online discussions. ' They also report users who have
posted offending statements, target government critics with negative remarks, or
deliberately muddy the facts of a particular incident, such as an account of police abuse. "’
Recent reports estimate the number of paid propaganda workers in the tens of hundreds of
thousands.'” These methods are not always effective. Many commenters are more
concerned about filling their quota and impressing their bosses than mounting a convincing
argument, and web users are wary of content manipulation. Companies also pay for positive
comments to promote their products —known in public relations circles as astroturfing—

which further erodes public trust in online content.'®

% Alexandra Stevenson, “Google’s China Market Share: Declining,” Beyondbrics (blog), Financial Times, April 22, 2011,
http://blogs.ft.com/beyond-brics/2011/04/22/googles-china-market-share-declining/#axzz2KjOUxcN8.

% Loretta Chao, “Chinese Regulators Renew Key License for Google,” Wall Street Journal, September 7, 2011,
http://online.wsj.com/article/SB10001424053111904836104576556203077777200.html.

% Alan Eustace, “Better Search in Mainland China,” Inside Search (blog), Google, May 31, 2012,
http://insidesearch.blogspot.co.uk/2012/05/better-search-in-mainland-china.html.

o7 “Google Turns Off China Censorship Warning,” BBC, January 7, 2013, http://www.bbc.co.uk/news/technology-20932072.
% «China’s Tencent Accused of Censoring App Users Abroad,” China Media Bulletin, January 24, 2013,
http://www.freedomhouse.org/cmb/78 012413#5.

% Oiwan Lam, “China: The Internet as an Ideology Battlefield,” Global Voices Advocacy, January 6, 2010,
http://advocacy.globalvoicesonline.org/2010/01/06/china-internet-as-an-ideology-battlefield/.

190 navid Bandurski, “Internet Spin for Stability Enforcers,” China Media Project, May 25, 2010,
http://cmp.hku.hk/2010/05/25/6112/.

1ol Propaganda workers are colloquially known as the 50 cent party, after the amount they are reportedly paid per post, though
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Government employees also engage citizens in online discussions. In 2012, an official Sina
report said 50,000 Weibo accounts were operated by government ministries and public
officials.'™ Even Hu Jintao, who famously avoided unscripted encounters with the press
during his presidency, engaged a cherry-picked audience of People’s Daily readers in a live

web chat in 2008.'%

The past year also offered an intriguing glimpse of CCP officials apparently wielding
censorship tools against their opponents within the party ahead of the leadership shuffle. In
mid-2012, Baidu returned fleetingly open results related to the 1989 crackdown and other
human rights abuses associated with former president Jiang Zemin and his supporters.
Observers speculated that President Hu’s rival CCP faction was relaxing controls to
embarrass its adversaries.'*® Meanwhile, leftist websites that had been supportive of Bo and

his neo-Maoist rhetoric were shut down after his ouster.'"’

Despite the technical filtering, enforced self-censorship, and manipulation, the internet is a primary
source of news and forum for discussion, particularly among the younger generation. Chinese
cyberspace is replete with online auctions, social networks, homemade music videos, a large virtual
gaming population,108 and spirited discussion of some social and political issues. Overtly political
organizations, ethnic minorities, and persecuted religious groups remain underrepresented, though
they have used the internet to disseminate banned content, and overseas media and human rights
groups report sending e-mail to subscribers in China with news, instructions on circumvention
technology, or copies of banned publications. Civil society organizations involved in charity,
education, health care, and other social and cultural issues often have a vigorous online presence.

The word “netizen”—a direct translation of the Chinese wangmin, or citizen of the internet—
conveys the legitimate sense of civic engagement associated with online exchanges. Microblogs have
amplified these dynamics and generated a strong sense of empowerment among many Chinese

users, censorship notvvithstanding.109

Whereas Chinese citizens traditionally trek to the seat of
power to present their grievances, microblogs and other internet technologies offer a way to

overcome the geographic, financial, and physical challenges of such petitioning. Moreover, despite
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the leadership’s dread of collective action, officials frequently yield to public pressure. Weibo users
forced the authorities to start addressing air pollution in 2013 by raising their concerns in multiple
cities and provinces.'"” In January, the CCP dismissed leftist Central Compilation and Translation
Bureau Director Yi Junqing after an ex-lover blogged about their affair, drawing widespread
opprobrium, in what the New York Times characterized as the latest in a “spate of scandals appearing

. »ll1
online.

Online protests against official wrongdoing have gained considerable momentum and media
visibility in the microblog era. One county-level party chief allegedly removed his expensive watch
before appearing in photographs with Premier Li Keqiang in April 2013, perhaps to avoid becoming
the latest local cadre to be censured for luxury spending. Internet users caught the tan line on his
wrist and quickly found earlier photos that showed him with what seemed to be a designer
timepiece.112 In 2012, the story of a journalist’s suspension for exposing officials’ luxury cigarette
habit in the city of Wei’an, published on his personal microblog, drew more attention than his
original report.113 Also that year, Chinese netizens expressed outrage over a case of compulsory
abortion after photographs were posted online.'" Censors do intervene if these stories and
campaigns gain too high a profile or implicate overall CCP governance. After a disastrous storm in
Beijing in mid-2012, resident microblog users complained about official rescue efforts and
expressed fury when the municipality solicited donations for disaster relief. These comments were
deleted in the tens of thousands, and flood-related search terms were blocked, despite an obvious

threat to public safety.115

The transformative effect of online activism in China is undeniable, and yet the solutions that result
from these high-pressure encounters typically fall short of systemic reform or democratic decision
making. Consequently, they fail to ensure meaningful accounta‘bility.116 After the Beijing floods, the
city’s mayor announced his resignation, but he was quickly promoted to Beijing party secretary.117
One year earlier, a deadly high-speed train collision in Wenzhou was first reported by Weibo users

who circulated real-time reports, calls for help, and photos.118 But in 2012, censors obstructed

1o Epstein, “Small Beginnings.”

Madeline Earp, “Shallow Victory for China’s Journalists, Protestors,” Committee to Protect Journalists, July 5, 2012,
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12 qura Zhou, “Watch Imprint on Quake Official’s Wrist Goes Viral on Internet,” South China Morning Post, April 24, 2013,
http://www.scmp.com/news/china/article/1221756/watch-imprint-quake-officials-wrist-goes-viral-internet.

13 Earp, “Shallow Victory for China’s Journalists, Protestors.”

114 «pgorced Abortion Stirs Netizen Outcry, Husband Missing after Interview,” China Media Bulletin, June 28, 2012,
http://www.freedomhouse.org/article/china-media-bulletin-issue-no-62#2.

1ns “Beijing Flood Criticism Erupts Online amid Media Controls,” China Media Bulletin, June 26, 2012,
http://www.freedomhouse.org/cmb/66 072612#3.

116 According to one study, censors stopped blocking names of villages whose residents were protesting as soon as traditional
media reported on the provincial authorities’ response, even though tensions had not yet fully died down and the effectiveness
of the response had yet to be shown. In other words, reports on protests in the context of an ostensibly benevolent response
from party officials are not perceived as a threat worthy of censorship. See, “Finish Study Analyzes Keyword Censorship during
Mass Incidents,” China Media Bulletin December 13, 2012, http://www.freedomhouse.org/cmb/77 121312#5.

17 Gong Lei, “Beijing Gets New Party Chief,” Xinhua, July 3, 2012, http://bit.ly/MH2XOG.

Sharon LaFraniere, “China Finds More Bodies, and a Survivor, in Trains’ Wreckage,” New York Times, June 25, 2011,
http://www.nytimes.com/2011/07/26/world/asia/26wreck.html; Michael Wines and Sharon LaFraniere, “Baring Facts of Train
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news coverage of the anniversary, and a promised investigation into the cause of the disaster had yet

. . . 119
to contact i1ts victims.

Mobilization can also have a negative impact. Online thugs terrorizing officials for alleged
corruption may look like a positive development, until the same forces attack ordinary internet
users over a perceived insult. Nationalism and xenophobia are prominent components of Chinese
cyberspace, though censorship targeting rational dissent instead of inflammatory discourse arguably
magnifies their impact. In September 2012, censorship directives were either withheld or ignored
following anti-Japanese protests linked to China’s territorial dispute with Japan over the
uninhabited Diaoyu or Senkaku Islands in the East China Sea. Many commentators interpreted the
lack of censorship as a tacit endorsement of the protests, which escalated and turned violent until
censors reentered the fray with a modulated message that successfully curtailed news coverage and
discussion.'”® But the rioters are as likely to have influenced policymakers as any of the other
competing military and foreign affairs agendas during the crisis because of the domestic security
implications if they were not contained, according to the Canberra-based scholar Geremie

121
Barmé.

As high-profile events like these draw more attention to China’s pervasive information controls,
censors find themselves pitted against not just political activists, but also ordinary citizens. It is
common for users to counter censorship with humorous neologisms that substitute for banned
keywords.122 This forces censors to work overtime, temporarily filtering seemingly innocuous

Vocabulary hke “river ,”1 23 « »124

tomato,” ~" or “porridge.”125 These overactive controls impinge further
on daily life—jasmine flower sales, for instance, were affected when the word “jasmine” was
blocked due to its association with Tunisia’s 2011 democratic revolution'**—and inspire further
acts of creative online rebellion. This version of the Chinese internet does not resemble a repressed
information environment so much as “a quasi-public space where the CCP’s dominance is being
constantly exposed, ridiculed, and criticized, often in the form of political satire, jokes, videos,

songs, popular poetry, jingles, fiction, Sci-Fi, code words, mockery, and euphernisms.”127

119

m
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122 The surname of former Chinese leader Jiang Zemin means “river.”

The Chinese word for “tomato” is a homonym for the phrase “western red city,” a reference to Chongging and its purged
party boss, Bo Xilai. Madeline Earp, “Chinese Censors Target Tomatoes amid Bo Xilai Scandal,” Committee to Protect
Journalists, July 5, 2012, http://cpj.org/blog/2012/04/chinese-censors-target-tomatoes-amid-bo-xilai-scan.php.

125 “Porridge” evoked the Southern Weekly anticensorship protest by referring to a common southern Chinese delicacy.
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The number of internet users who challenge information controls to access political content—
rather than to download pornography or pirated movies—appears to be growing. Exact numbers of
people actively combatting censorship are difficult to calculate. Internet expert Xiao Qiang put the
activist community at two or three million in a mid-2013 estimate.'”® Others look for indicators
like the number of Chinese users who continue to access Twitter, which can only be reached via
circumvention software since its 2009 ban. However, those counts vary wildly, from thousands to
35 million; experts have dismissed the latter as vastly inflated. 129

The ad hoc techniques these users commonly adopt to flout censors include opening multiple blogs
on different hosting sites and circulating banned information directly through peer-to-peer
networks, which bypass central servers. Text transformed into image, audio, or video files evades
keyword sensors. Software developers, both domestic and overseas, also offer technologically
sophisticated tools like virtual private networks (VPNs), which direct the user’s traffic—usually
using an encrypted connection—through a server outside the firewall to circumvent technical
filtering.

International news reports noted spikes in usage of these tools at politically important moments in
early 2012—such as Bo Xilai’s ouster—when heavy censorship was in place. 3% Circumvention tool
developers independently corroborated this for Freedom House. Significantly, developers said the
baseline number of users increased as first-time users who adopted the tools during a crisis
continued to use them, even after it dissipated.131

The growth in the use of such tools has spawned attempts to block them. In 2011, internet security
experts noticed activity indicating that Chinese ISPs may have been testing a new system for
identifying the type of encrypted services often used by circumvention tools. '’ By December 2012,
China Unicom was reportedly cutting connections when it detected VPN usage.133 Even when not
actively disrupted, encryption may attract surveillance. While dozens of China-based companies, as
well as overseas firms, promote an evolving roster of commercial circumvention tools, not all are
transparent about user privacy. In the words of internet freedom expert Rebecca Mackinnon, “most
people are focused simply on accessing banned websites and aren’t thinking about surveillance.”"**

This leaves a growing community vulnerable to invasive rights violations.

128 pebecca MacKinnon, “The Shawshank Prevention,” Foreign Policy, May 2, 2012,
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Mysterious Scans on Encrypted Connections,” Forbes, November 17, 2011, http://onforb.es/u9pxP2.
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VIOLATIONS OF USER RIGHTS

VIOLATIONS OF USER RIGHTS: KEY FINDINGS
MAY 2012-APRIL 2013

A 2012 amendment to the Criminal Procedure Law took effect in January 2013. While
not all its provisions were negative, the amendment did appear to strengthen the legal
grounds for detaining suspects incommunicado if they were suspected of anti-state
activity—a category that includes individuals like Cao Haibo, a cybercafé employee
sentenced in a closed trial in November 2012 to ecight years in jail for discussing
democracy online. Other online activists faced physical attacks, interrogation and house
arrest.

Many were deprived of due process: After 2013 unrest in Xinjiang, at least twenty
individuals were sentenced because they “used the Internet, mobile phones and digital
storage devices” to incite terrorism, local reports alleged, without elaborating. Also in
2013, as international concern at the rising number of self-immolations in Tibet mounted,
the Times reported at least a dozen Tibetans detained for inciting and publicizing suicides,
including sending photographs of burning bodies overseas via mobile phone. International
monitoring groups documented unprecedented levels of surveillance targeting Tibetans,
including searches of mobile devices. Police surveillance powers were bolstered by new
rules encouraging users to register their real names online in December 2012. Some

Beijing businesses offering internet were told to install government spyware or

disconnect.

Several U.S-based media outlets revealed in January 2013 that Chinese hackers had
infiltrated their computers and staft email accounts, while analysts traced several hackers
operating globally to physical locations in China—in one case, to a specific military
location in Shanghai—and revealed an escalation in their technical sophistication. Less
well-documented is the exposure faced by Chinese web users. A Chinese military report
in May 2012 said nearly 9 million Chinese computers were infected with malicious
viruses, while international hackers claimed responsibility for illegally accessing China
Telecom’s vast stores of personal data.

Article 35 of the Chinese constitution guarantees freedoms of speech, assembly, association, and
publication, but such rights are subordinated to the CCP’s status as the ruling power. In addition,
the constitution cannot, in most cases, be invoked in courts as a legal basis for asserting rights. The
judiciary is not independent and closely follows party directives, particularly in politically sensitive
freedom of expression cases. China lacks specific press or internet laws, but government agencies

CHINA
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issue a variety of regulations to establish censorship guidelines. Regulations—which can be highly
secretive—are subject to constant change and cannot be challenged by the courts.

Prosecutors exploit vague provisions in China’s criminal code, laws governing printing and
publications, and state secrets legislation to imprison citizens for online activity such as blogging,
downloading censored material from overseas, or sharing information by text message, e-mail or
social media platforms. Recent legislative amendments fall short of international standards for
protecting defendants, and in some cases strengthen police power. In 2010, the National People’s

135 obliging telecommunications operators and ISPs to

Congress amended the State Secrets Law,
cooperate with authorities investigating leaked state secrets or risk losing their licenses." Since
authorities can retroactively classify content to justify a prosecution under this law, its formalized
extension to the digital realm is deeply problematic. An amendment to the Criminal Procedure
Law that took effect in 2013 bolstered the legal grounds for detaining suspects in undisclosed
locations in cases pertaining to national security—a category that includes online offenses against
the state. It did introduce a review process for allowing police surveillance of suspects’ electronic
communications, which the Public Security Ministry allows in a range of criminal cases, but the
wording of the amendment was vague about the procedure for that review."”” In addition, local
officials periodically use criminal defamation charges to detain and in some cases imprison whistle-

blowers who post corruption allegations online."®

Trials and hearings lack due process, often amounting to little more than sentencing
announcements, and detainees frequently report abuse in custody, including torture and lack of
medical attention.'*’

Reporters Without Borders documented a total of 69 netizens in Chinese jails as of February
2013."° Individuals sentenced during the coverage period included Cao Haibo, a cybercafé
employee who received eight years in jail 2012 for promoting democracy online. "' Long-term
detainees include 2010 Nobel Peace Prize winner Liu Xiaobo, who is serving an 11-year sentence
on charges of “inciting subversion of state power” for publishing online articles, including the

133 “Zhong Hua Ren Min Gong He Guo Zhu Xi Ling, Di Er Shi Ba Hao” [Presidential order of the People’s Republic of China, No.

28,” April 29, 2010, http://www.gov.cn/flfg/2010-04/30/content 1596420.htm.

136 Jonathan Ansfield, “China Passes Tighter Information Law,” New York Times, April 29, 2010,
http://www.nytimes.com/2010/04/30/world/asia/30leaks.html.

137 L uo Jieqi, “Cleaning Up China’s Secret Police Sleuthing,” Caixin, January 24, 2013, http://articles.marketwatch.com/2013-01-
24/economy/36525447 1 police-abuse-police-investigations-police-officers.

138 Justin Heifetz, “The ‘Endless Narrative’ of Criminal Defamation in China,” Journalism and Media Studies Centre of the
University of Hong Kong, May 10, 2011, http://coveringchina.org/2011/05/10/the-endless-narrative-of-criminal-defamation-in-
china/.

139 see for example, “Tortured, Dissident Christian Lawyer Talks about His Ordeal,” Asianews.it, September 15, 2011,
http://www.asianews.it/news-en/Tortured,-dissident-Christian-lawyer-talks-about-his-ordeal-22641.html;

Paul Mooney, “Silence of the Dissidents,” South China Morning Post, July 4, 2011,

http://pjmooney.com/en/Most Recent Articles/Entries/2011/7/4 Silence of The Dissidents.html.

190 “world Report: China,” Reporters Without Borders, http://en.rsf.org/report-china,57.html. Unreported cases may put the
total number of jailed internet users considerably higher.

%1 «China Internet Cafe Worker Cao Haibo Jailed,” BBC, November 1, 2012 http://www.bbc.co.uk/news/world-asia-china-
20172104 Cao’s sentence was reported in November after a May trial.
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prodemocracy manifesto Charter 08.'*? Though these represent a tiny percentage of the overall
user population, the harsh sentences have a chilling effect on the close-knit activist and blogging
community and encourage self-censorship in the broader public.

Members of religious and ethnic minorities face particularly harsh treatment for transmitting
information abroad and accessing or disseminating banned content.'” In the aftermath of ethnic
violence in Tibet in 2008 and Xinjiang in 2009, local courts imposed prison sentences on at least 17
individuals involved in websites that reported on Tibetan or Uighur issues, often in closed trials.'**
Many details of the charges and sentences were not reported even to the defendants’ families, but at
least two Uighur website managers, Memetjan Abdulla and Gulmire Imin, were jailed for life.
After more unrest in Xinjiang in 2013, at least 20 individuals were sentenced because they
supposedly “used the Internet, mobile phones and digital storage devices to organize, lead and
participate in terror organizations, provoke incidents, and incite separatisrn.”145 Also in 2013, as
international concern at the rising number of self-immolations in Tibet mounted, the New York
Times reported that at least a dozen Tibetans had been detained for allegedly inciting and publicizing
the protests, including by sending photographs overseas via mobile phone.146 A Tibetan-language
notice apparently posted by public security officials in Gansu Province warned that circulating
and “SMS texts” would result in

» « o

emails and audio files,’
147

banned content including “websites,
severe beating, according to Reporters Without Borders.

Three other extrajudicial measures used to punish internet users are detention in “reeducation
through labor” camps, house arrest, and covert detention.

¢ Reeducation through labor
Public security officials can sentence suspects to up to four years in work camps without
trial, an unpopular procedure that has drawn increasing calls for reform.'® State media have
become unusually vocal regarding the system’s potential for abuse." In November 2012,
Chongqing village official Ren Jiayu, a 25-year-old who had been sentenced to two years’
reeducation through labor for pseudonymous microblog comments about Bo Xilai, was

192 5haron Hom, “Google and Internet Control in China: A Nexus between Human Rights and Trade?” (testimony, U.S.

Congressional-Executive Commission on China, Washington, DC, March 24, 2010), http://www.gpo.gov/fdsys/pkg/CHRG-
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3 Falun Gong practitioners are often given harsh sentences for online communications, according to Patrick Poon, Executive
Secretary and Director of Hong Kong Office of the Independent Chinese PEN Centre, who communicated with Freedom House
by e-mail.

144 «Attacks on the Press in 2011: China,” Committee to Protect Journalists, http://www.cpj.org/2012/02/attacks-on-the-press-
in-2011-china.php
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27,2013, http://www.nytimes.com/2013/03/28/world/asia/china-sentences-20-for-separatists-acts-in-restive-region.html.
196 «Tibetans Held for Mobile-Phone Dalai Lama Images,” China Media Bulletin, December 6, 2012,
http://www.freedomhouse.org/cmb/76 120612#5.

147 Reporters Without Borders, “Authorities Openly Threaten Those Who Circulate Information with ‘Torture,”” news release,
March 29, 2012, http://en.rsf.org/chine-authorities-openly-threaten-those-29-03-2012,42216.html.

%8 Dui Hua, “Reform of China’s ‘Re-Education Through Labor’ System is Slow Work in Progress,” Dialogue no. 36, August 29,
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released early after generating widespread online support; the event, and a CCTV interview
with the former inmate, attracted over 1.5 million comments on Sina Weibo."* This minor
success may reflect nothing more than the change in Bo Xilai’s political fortunes. In early
2013, however, in a possible prelude to centralized reform, state media reported that
provincial authorities in Yunnan and Guangdong were preparing to abolish reeducation
through labor."" The official Xinhua news agency later backtracked, saying the media had
“read too much” into these developments. The status of the reform effort remains unclear;
some experts still view a major overhaul as unlikely.

e House arrest
This features invasive surveillance at the detainee’s home, where internet and mobile phone
connections are often severed to prevent the individual from contacting supporters and
journalists. This is apparently intended to reduce external interest in the detainee’s welfare,
though it can have the opposite effect. Liu Xia, who is married to Liu Xiaobo, has been
isolated at home since his incarceration, but this has generated repeated attempts to contact
her, and Associated Press journalists evaded her surveillance detail to interview her in
2012." While there are several cases of long-term house arrest, it can be adjusted
arbitrarily over time. In September 2012, academic and blogger Jiao Guobiao was first
banned from traveling to an overseas conference and placed under strict house arrest for
several days, then arrested and detained for two weeks after publishing an online article
about the disputed Diaoyu (Senkaku) Islands, and finally released, to continued
surveillance.'”® Some groups compile tallies of dissidents known to be held under house
arrest, but there are no statistics available to show which of them may have been targeted

specifically for their online activity. 154

e Covert detention
State agents can abduct and hold individuals in secret locations without informing their
families or legal counsel. This long-standing practice, which initially lacked a legal
foundation, came into the spotlight in 2011 as authorities reacted to the threat of Arab

130 oiwan Lam, “China: Campaign to End the Unconstitutional Re-Education Through Labour System,” Global Voices, October
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Xinhua News, January 30, 2013, http://english.peopledaily.com.cn/90882/8113531.html.

152 |solda Morillo and Alexa Olesen, “China Nobel Wife Speaks on Detention,” Associated Press, December 6, 2012,
http://bigstory.ap.org/article/ap-exclusive-detained-china-nobel-wife-speaks-out. International news reports also follow well-
known individuals like Tibetan blogger Tsering Woeser, who is periodically placed under house arrest, most recently in June
2013. See, “Tibetan Writer Woeser Again Placed under House Arrest,” Radio Free Asia, June 20, 2013,
http://www.rfa.org/english/news/tibet/arrest-06202013171541.html.
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Spring—style protests.155 Among dozens of cases reported that year, prominent artist and
blogger Ai Weiwei was abducted and held from April to June 2011 and subsequently fined
for alleged tax evasion."”® In 2012, as noted above, the National People’s Congress enacted
an amendment of the Criminal Procedure Law that strengthened the legal basis for
detaining suspects considered a threat to national security in undisclosed locations, among
other changes. In response to public feedback, a clause was added requiring police to inform
a suspect’s family of such a detention, though they need not disclose where and why the
suspect is being held. Despite this improvement, the amendment maintained vague

language that is open to abuse by police and security agents.157

Internet users have occasionally fallen victim to forced psychiatric detention, a measure used to
commit individuals to mental institutions and prevent them from seeking redress for injustice or
engaging in other unwelcome behavior. The whereabouts of at least one detainee, Li Qidong, who
officials hospitalized in Liaoning in 2009 after he criticized the government in online articles, are

158
not known.

Law enforcement officials frequently summon individuals for questioning in relation to online
activity, an intimidation tactic referred to euphemistically online as “being invited for tea.”"™
Activists have also been instructed to travel during times of political activity or heightened public
awareness of their cause. Security agents sent photojournalist Li Yuanlong on a “forced vacation”
from his native Guizhou Province in 2012, after he published shocking photographs of children who
had died of exposure on a popular website, prompting calls for accountability from local schools

and officials.'®°

Internet users sporadically report encountering violence as a result of online activity. In August
2012, masked men raided the offices of a Hong Kong citizen-journalism platform and destroyed
computers, apparently in retaliation for the site’s coverage of local politics. Hu Jia, a dissident who
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is active online, reported that security agents beat him during an eight-hour detention in March

2013, on the day before Xi Jinping took office as president.'®

Users hoping to avoid repercussions for their online activity face a rapidly dwindling space for
anonymous communication as real-name registration requirements expand online, among mobile
phone retailers, and at public internet facilities. The authorities justify real-name registration as a
means to prevent cybercrime, though experts counter that uploaded identity documents are
vulnerable to theft or misuse,'® especially since some verification is done through a little-known

government—linked contractor.'®

In December 2012, the CCP’s governing Standing Committee approved new rules to strengthen
the legal basis for real-name registration by websites and service proviclers.164 The rules threatened
violators with “confiscation of illegal gains, license revocations and website closures,” largely
echoing the informal arrangements already in place across the sector. ' Comment sections of major
news portals, bulletin boards, blog-hosting services, and e-mail providers already enforce some
registration.166 The MIIT also requires website owners and internet content providers to submit
photo identification when they apply for a license, whether the website is personal or corporate.167
Nevertheless, the new rules are significant in extending regulation to the e-commerce and business
sectors, which typically benefit from more freedom than their counterparts in the news media, civil
society, or academia. The rules oblige these providers to gain consent for collecting personal
electronic data, as well as outline the “use, method, and scope” of its collection; yet they offer no
protection against law enforcement requests for these records.'® Chinese providers are required to
retain user information for 60 days, and provide it to the authorities upon request without judicial

oversight or informing the user.'®’
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Yi Chen Ding Ju” [Internet Society of China: Real Name System for Bloggers is Set], Xinhua News, October 22, 2006,
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Microblog providers have struggled to enforce identity checks. Online reports of Sina Weibo users
trading defunct identification numbers to facilitate fake registration indicated that the requirements
were easy to circumvent.'™ Sina’s 2012 report to the U.S. Securities and Exchange Commission
anxiously noted the company’s exposure to potentially “severe punishment” by the Chinese
government as a result of its failure to ensure user compliance.

When social-media sites offer online payment systems, many users voluntarily surrender personal
details to enable financial transactions. Mobile phone purchases have required identification since
2010, so providing a phone number is a common way of registering with other services.'”" In fact,
one analyst estimated that approximately 50 percent of microblog users had unwittingly exposed

their identities to providers by 2012, simply by accessing the platform from their mobile phone.172

Implementation of the real-name policy may continue to vary, not just because it is hard to enforce,
but also because registration makes it harder for the state’s hired commentators to operate
undetected. One study reported that some officials openly encourage commentators to use
pseudonyms and fake ID to hide their affiliation with the propaganda department.173

Real-name registration is just one aspect of pervasive surveillance of internet and mobile phone
communications in place in China. Rapidly developing phone technology offers new opportunities
for the surveillance state. A 2011 Beijing city initiative to produce real-time traffic data by
monitoring the location of the city’s 17 million China Mobile subscribers sparked concern from
privacy experts, who said it could be used to trace and punish activists.'” The timeline for the
program’s implementation is not known.

The deep-packet inspection technology used to censor keywords can monitor users as they try to
access or disseminate similar information. Private instant-messaging conversations and text
messages have been cited in court documents. One academic study reported that queries for
blacklisted keywords on Baidu automatically sent the user’s IP address to a location in Shanghai
affiliated with the Ministry of Public Security.175 Given the secrecy surrounding such capabilities,
however, they are difficult to verify.

Police periodically try to force mandatory surveillance software on organizations and individuals,
with mixed success. Cybercafes check photo identification and record user activities, and in some

0c, Custer, “How to Post to Sina Weibo without Registering Your Real Name,” Tech in Asia, March 30, 2012,

http://www.techinasia.com/post-sina-weibo-registering-real/.

Y1 “Shou Ji Shi Ming Zhi Jin Qi Shi Shi, Gou Ka Xu Chi Shen Fen Zheng” [Mobile phone real name system implemented today, SIM
card purchasers have to present their ID documents], News 163, October 1, 2010, http://bit.ly/alyYL4.
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Da Kao” [Internet Clean-Up Regulations Conceal Obscure Issues. Weibo’s New Real-Name Registration Rule Poses Challenge for
Telecom Operator], Net.China.com.cn, March 15, 2012, http://net.china.com.cn/txt/2012-03/15/content 4875947.htm.
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regions, surveillance cameras in cybercafés have been reported transmitting images to the local
police station.'”® However, users successfully resisted attempts at mandatory installation of
antipornography software known as Green Dam Youth Escort in 2009, after experts voiced privacy
and censorship concerns. Some Beijing companies were threatened with disconnection in 2012 if
they failed to install government-designated software capable of logging web traffic, blocking sites,
and communicating with local police servers.'”” A similar effort to force businesses offering
wireless internet access in Beijing’s Dongcheng district to purchase expensive surveillance
equipment in 2011 caused some to disconnect rather than pay.178 Others ignored the directive
without repercussions.

As with censorship, surveillance disproportionately targets individuals and groups perceived as
antigovernment. Reports citing anonymous government officials noted that a camera grid system
known as “Skynet” may have “a camera on every road in Tibet” as part of the effort to contain self-
immolations.'” A Tibetan rights group reported police inspections of mobile phones for banned
content in Lhasa in March 2013."*° A June 2013 report by Human Rights Watch put these activities
in the context of a three-year campaign by 5,000 teams of CCP personnel conducting surveillance

throughout the Tibetan Autonomous Region. 181

Beyond regional flashpoints, the national “Safe Cities” program offers security officials an advanced
system for monitoring public spaces across China.'® The “social stability maintenance” budget that
supports these programs surpassed China’s defense budget in 2012.'8

Both international and local firms jockey for lucrative surveillance-related equipment contracts in
China. During 2011, two lawsuits were filed in U.S. courts against the American technology
company Cisco Systems, asserting that there was evidence the firm had customized its surveillance
equipment to assist Chinese security agencies in apprehending Falun Gong practitioners and

democracy activists. Cisco denied the allegations, and the cases were pending as of May 2013.1%
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2013, http://www.rfa.org/english/news/china/students-06132013105142.html.
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Uniview Technologies, a Chinese firm that offers software allowing police to share images between

jurisdictions in real time, is owned by the U.S. private equity company Bain Capital.185

China is a key global source of cyberattacks, responsible for nearly a third of attack traffic observed
by the content delivery network Akamai in a 2012 worldwide survey. "% The survey traced the
attacks to computers in China using IP addresses, meaning the machines themselves may have been
controlled from somewhere else. In January 2013, following the precedent set by Google’s
revelation of hacking in 2010, the New York Times announced that Chinese hackers had infiltrated its
computer systems and obtained staff passwords in the wake of the paper’s censored expose¢ on
wealth amassed by then premier Wen Jiabao’s family.'®” The revelation prompted similar reports of
hacking from Bloomberg, the Wall Street Journal, and the Washington Post. '™

The scale and targets of illegal cyber activity lead many experts to believe that Chinese military and
intelligence agencies either sponsor or condone it, though even attacks found to have originated in
China can rarely be traced directly to the state. However, the geographically diverse array of
political, economic, and military targets that suffer attacks reveal a pattern in which the hackers
consistently align themselves with Chinese national goals. In one 2012 example, the Indian
Express reported that hackers based in China had targeted computer systems of India’s Eastern Naval
Command headquarters in Visakhapatnam.'”’ The most convincing documentation of a state
connection was reported by U.S.-based cybersecurity firm Mandiant in February 2013, after the
company traced sophisticated attacks on American intelligence targets to a military unit in

190

Shanghai .

Hackers, known in Chinese online circles as heike (dark guests), employ various methods to
interrupt or intercept online content. Both domestic and overseas groups that report on China’s
human rights abuses have suffered from distributed denial-of-service (DDoS) attacks, which
temporarily disable websites by bombarding host servers with an unmanageable volume of traffic.
In a development that echoes the trajectory of China’s overall information control, hackers
increasingly intimidate service providers into cooperating with them. A massive DDoS attack on
the exile-run Chinese-language news website Boxun in 2012 threatened the entire Colorado-based

hosting company, name.com, and was accompanied by an e-mailed demand that the company
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disable Boxun for good.191 Name.com resisted and helped Boxun switch servers, but hackers with
the power to bring down whole businesses may well find other companies more compliant.

Another well-documented tactic is spear-phishing, in which targeted e-mail messages are used to
trick recipients into downloading malicious software by clicking on a link or a seemingly legitimate
attachment.'”? In a 2012 analysis, the U.S.-based computer security firm Symantec linked the group
responsible for the 2010 Google breach-—dubbed “the Elderwood gang” after a signature coding
parameter—to a series of “watering hole” attacks, in which the hackers lay in wait for a self-
selecting group of visitors to specific websites. The targeted sites included defense companies as
well as human rights groups focused on China and Tibet; one of the sites was Amnesty International
Hong Kong.193 Most concerning, according to Symantec, were the gang’s frequent “zero day”
attacks, which exploit previously unknown vulnerabilities in the source code of programs that are
widely distributed by software giants like Adobe and Microsoft. Groups that can pull off these
attacks are scarce, since uncovering security loopholes requires huge manpower and technical
capability, or internal corporate access to the source code itself. Yet the Elderwood gang
“seemingly has an unlimited supply” of zero-day vulnerabilities at its fingertips.

Chinese web users have also been victims of cybercrime perpetrated by hackers both inside and
outside the country. Tibetans, Uighurs and other individuals and groups subject to monitoring have
been frequently targeted with e-mailed programs that install spyware on the user’s device. * Other
attacks affect the broader population. In 2012, a military source reported that 8.9 million
computers in China were infected with Trojan-horse viruses controlled from overseas IP
addresses.'” The hacker group SwaggSec announced in 2012 that it had broken into the database of
the state-owned China Telecom, and that the company neglected to make a public statement or
change its passwords. China Telecom subsequently confirmed the attack, but said any stolen data
had “little value.” However, a Chinese internet security expert acknowledged that China’s internet
was vulnerable, as many business owners and government officials lack the skills and awareness

needed to defend themselves against cyberattacks.196
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Authoritarian regimes around the world look to Chinese methods of information control as a
model, but activists can do the same. Anticipating what methods of censorship and control may be
coming down the pipeline in China would be valuable for governments and internet users seeking
to safeguard online freedoms against further encroachment. It is notoriously difficult to make
accurate forecasts about China, but here are some technological developments worth watching:

® Cross-platform censorship: While online content has traditionally been separated from
both telephony and radio and television broadcasting, experts say the three platforms are
increasingly being brought under the same management and regulated by the same agencies.
This could potentially streamline censorship and provide a more direct way of throttling

dissent.

¢ Interprovincial filtering: At least one academic study has found evidence that internet
censorship technology had been installed at the provincial level. Experts wonder whether
this would enable officials to manipulate the information flowing between provinces—a
more subtle and long-term alternative to total blackouts in areas of unrest.

e Targeting circumventors by usage pattern: Circumvention tools like VPN
technology serve a broader commercial market in China, as well as users transmitting
apolitical content like pirated movies. Rather than blocking the tools entirely, experts
believe, censors are seeking to refine controls in order to block only circumventors with a

specific usage pattern that indicates censorship evasion.

Ironically, this last example may provide some hope for online freedoms in China. So long as
internet users defy censorship by creating content that current technology cannot trace or delete,
propaganda agents and intermediary companies can adjust their methods in response. But if censors
themselves are seeking to carve out exceptions, and grant privileges to pro-government or
commercial groups, internet users benefit from what one study termed “collateral” freedom, “built
on technologies and platforms that the regime finds economically or politically indispensable.”197
Collateral freedom is a poor substitute for full and free access to information and communication
technologies. But the existence of such a phenomenon is proof that internet control runs counter to
the public interest. By attempting to develop a partial, selective censorship apparatus, the CCP is
acknowledging that internet freedom is central to China’s success as a modern nation—and keeping

doors open that netizens will continue to exploit.
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KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

Cuba’s eagerly anticipated high speed ALBA-1 fiber optic cable, which was expected to
increase data transmission speeds on the internet 3000 fold, was connected in early
2013; however, access was limited to select government offices rather than being
extended throughout Cuba (see OBSTACLES TO ACCESS).

The government imposed tighter restrictions on e-mail in the workplace, installing a
platform that blocks “chain letters critical of the government” (see LIMITS ON
CONTENT).

In 2012 and 2013, the government continued its practice of employing a “cyber militia”
to slander dissident bloggers and to disseminate official propaganda (see LIMITS ON
CONTENT).

Arbitrary detentions and intimidation of bloggers increased in late 2012 (see
VIOLATIONS OF USER RIGHTS) .
Travel restrictions were loosened in early 2013 and some high-profile bloggers, such as
Yoani Sanchez, were granted permission to leave Cuba for the first time in years (see
VIOLATIONS OF USER RIGHTS).
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INTRODUCTION

Cuba, which bore witness to another crackdown on bloggers and citizen journalists in late 2012,
has long ranked as one of the world’s most repressive environments for information and
communication technologies (ICTs). High prices, exceptionally slow connectivity, and prodigious
government regulation have resulted in a pronounced lack of access to applications and services
other than e-mail. Most users can access only a government controlled intranet, rather than the
global internet. Despite a handful of changes in Cuba’s ICT landscape over the past year—including
an increase in mobile phone penetration and the activation of the highly anticipated ALBA-1 fiber
optic cable in January 2013—access to the internet and other ICTs remains limited. Nevertheless, a
growing community of bloggers has consolidated their work, creatively using online and offline
means to express opinions and spread information about conditions in the country.

Although the government appeared to loosen its restrictions on online media by unblocking a
number of blogs in 2011, this period of opening was short-lived, as illustrated by a rash of arbitrary
detentions in November and December 2012. Progovernment blogs that dared to be too critical of
government policy were blocked, and phone numbers associated with the “speak-to-tweet”
platform, widely used by activists to publicize human rights violations, were shut down. Such
activity is not uncommon in Cuba; however, in 2013, the number of blocked websites remains
more or less the same as it was in 2012. At least a dozen bloggers have been arrested, several
nonviolent activists have been publicly beaten, and one citizen journalist was held without formal
charges for six months before his eventual release (see Violations of User Rights). Surveillance
remains extensive, extending to government-installed software designed to monitor and control

office e-mail accounts as well as many of the island’s public internet access points.1

OBSTACLES TO ACCESS

Internet access in Cuba is complicated by weak infrastructure and tight government control. While
recent years have seen an expansion in the number of internet and mobile phone users, the ICT
sector remains dominated by government firms. Restrictions on private enterprise were eased
under the 2012 update of Cuba’s economic model. Proposed reforms did not extend to
liberalization of the communications sector, however.’

According to the National Statistics Office, there were 2.6 million internet users in Cuba in 2011,
representing 23.2 percent of the population.3 The latest data from the International

'Radio Surco, “Prestaciones Efectivas para Redes Informaticas” [Effective Features for Computer Networks], April 11, 2009,
http://www.radiosurco.icrt.cu/Ciencia.php?id=415 (site discontinued); Danny O’Brien, “The Malware Lockdown in Havana and
Hanoi,” CPJ Blog, June 8, 2010, http://cpj.org/blog/2010/06/the-malware-lockdown-in-havana-and-hanoi.php.

% Nick Miroff, “Cuba is Reforming, but Wealth and Success are Still Frowned Upon,” Business Insider, September 4, 2012,
http://www.businessinsider.com/cubas-economic-transition-2012-9.

® National Office of Statistics and Information (ONEI), Tecnologia de la Informacién y la Comunicaciones en Cifras, Cuba 2011
[Information and Communication Technology, Cuba 2011] (Havana: ONEI, June 2012), http://bit.ly/15BVDBc.
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Telecommunication Union (ITU) places Cuba’s internet penetration at 25.64 percent as of 2012.*
The vast majority of users cannot access the internet proper, but are instead relegated to a tightly
controlled government-filtered intranet, which consists of a national e-mail system, a Cuban
encyclopedia, a pool of educational materials and open-access journals, Cuban websites, and
foreign websites that are supportive of the Cuban government.5 Experts estimate that
approximately 5 percent of Cubans periodically have access to the world wide web via government
institutions, some foreign embassies, and black market sales of minutes by those permitted to have
such accounts.® The National Statistics Office claimed a 46 percent gain in internet users in 2011,
but only an 8 percent increase in networked computers, confirming the high percentage of people
using shared computers and the lack of development in Cuba’s ICT sector. Similarly, there was
only a 3 percent increase in the number of domains registered, indicating that few governmental
organizations are creating new websites.”

In 2000, the Ministry of Informatics and Communication (MIC) was created to serve as the
regulatory authority for the internet. Its Cuban Supervision and Control Agency oversees the
development of internet-related technologies.® Despite a January 2010 government announcement
that national bandwidth had been expanded, there is still no broadband service and the limited
number of Cubans with internet access face extremely slow connections, making the use of
multimedia applications nearly impossible. ’ According to statistical findings from an April 2012
Google Analytics study, Cuba has the slowest connection speed in the Western Hemisphere and is
among the worst in the world; globally, its only peers are Liberia and Sierra Leone.' Access over
the intranet is similarly slow due to weak domestic infrastructure.

The Cuban government continues to blame the U.S. embargo for the country’s connectivity
problems, saying it must use a slow, costly satellite connection system and may only buy limited
space. President Barack Obama eased some aspects of Washington’s prolonged trade sanctions in
2009, however, allowing U.S. telecommunications firms to enter into roaming agreements with
Cuban providers and to establish fiber-optic cable and satellite telecommunication facilities linking
the United States and Cuba.'' Official media ignored this important change in the U.S. legal
framework, however, and Cuban leaders reiterated their demand for a complete end to the
embargo.

* International Telecommunication Union (ITU), Statistics: Percentage of Individuals Using the Internet, 2000-2012, ITU, June 17,
2013, http://www.itu.int/en/ITU-D/Statistics/Documents/statistics/2013/Individuals_Internet 2000-2012.xls.

> ETECSA: Empressa de Telecomunicaciones de Cuba S.A., accessed August 28, 2010, http://www.etecsa.cu/.

6 Emerging Frontiers (blog), “In Cuba Mystery Shrouds Fate of Internet Cable,” May 23, 2012,
http://emergingfrontiersblog.com/2012/05/23/in-cuba-mystery-shrouds-fate-of-internet-cable/.

7 Larry Press, “Updated Cuban ICT statistics,” The Internet in Cuba (blog), July 26, 2012,
http://laredcubana.blogspot.com.es/2012/07/updated-cuban-ict-statistics.html| (No figures have yet been released for 2013).

8 For the website of The Ministry of Informatics and Communications see: http://www.mic.gov.cu/.

o Amaury E. del Valle, “Cuba, La Red Sigue Creciendo” [Cuba, the Network Continues to Grow], Juventud Rebelde online, January
6, 2010, http://www.juventudrebelde.cu/suplementos/informatica/2010-01-06/cuba-la-red-sigue-creciendo/; See also: Larry
Press, “Past, Present, and Future of the Internet in Cuba,” in Papers and Proceedings of the Twenty-first Annual Meeting of the
Association for the Study of the Cuban Economy (ASCE) (Miami: ASCE, August 2011), http://bit.ly/w4nQPU.

'° Google Analytics (blog), Blogspot, last modified April 19, 2012, http://bit.ly/IBvg5p.

1 “Fact Sheet: Reaching Out to the Cuban People,” The White House: Office of the Press Secretary, April 13, 2009,
http://www.whitehouse.gov/the press office/Fact-Sheet-Reaching-out-to-the-Cuban-people.
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The bilateral relationship was also affected by a 2009 incident that directly touched on the lack of
open internet access in Cuba. On December 4, the Cuban authorities arrested Alan Gross, an
American independent contractor who was in the country to set up individual satellite-based
internet connections as part of a U.S. government—funded project. In March 2011, Gross was
sentenced to 15 years in prison for committing an act “against the independence or territorial
integrity of the state.”'? He is currently serving his sentence in a Cuban prison.

In February 2011, Cuban officials celebrated the installation of a 1,600 km (1,000 mile) undersea
fiber-optic cable laid between Cuba and Venezuela at a cost of approximately $72 million.” The
cagerly anticipated cable, known as ALBA-1, was expected to increase data-transmission speeds
3,000 fold, but more than two years after installation the government remains silent on its
activation.'* In the absence of official information, rumors began to spread about technical
problems and corruption scandals.” There was also speculation that Cuban authorities had grown
wary of increasing internet access due to the role of social media in the Arab Spring pro‘ces‘cs.16 On
January 24, 2013, there was finally evidence that the cable had been connected. While the
development is significant, ETECSA has announced that the opening of the line will be gradual
(predictably limited to select government offices at first) and that infrastructure must still be
enhanced in order to facilitate widespread use of the ‘cechnology.17

Prohibitively high costs also place internet access beyond the reach of most of the population. A
simple computer with a monitor averages around CUC 722 ($722) in retail outlets, or at least
CUC 550 ($550) on the black market." By comparison, the average monthly Cuban salary is
approximately CUC 16 (816)."” Even an internet connection in a hotel costs between CUC 6 and
12 ($6-12) per hour.”® Computers are generally distributed by the state-run Copextel Corporation,
yet only 31 percent of Cubans report having access to a computer. Of those with access, 85 percent
noted that the computers were located at work or school.”

12 Ellery Roberts Biddle, “Cuba: US Contractor Sentenced to 15 Years in Prison,” Global Voices, April 4, 2011,
http://globalvoicesonline.org/2011/04/04/cuba-us-contractor-sentenced-to-15-years-in-prison/.

3 Ministerio de Educacién Superior, “Cable de Fibra Optica Une Venezuela, Cuba y Jamaica” [Fiber Optic Cable Unites
Venezuela, Cuba, and Jamaica], accessed August 13, 2012, http://bit.ly/1bhCqDV; E/ Pais, “Llega a Cuba el Cable Submarine de
Fibra Optica para Ofrecer Internet de Banda Ancha” [Underwater Fiber Optic Cable Arrives in Cuba to Offer Broad Band
Internet], February 10, 2011, http://internacional.elpais.com/internacional/2011/02/10/actualidad/1297292404 850215.html.
% curt Hopkins, “Cuba’s Internet Capacity to Increase 3,000x,” ReadWriteWeb (blog), February 13, 2011,
http://www.readwriteweb.com/archives/cubas _internet capacity increased by 3000 percent.php; International
Telecommunication Union (ITU) News Release, “ITU Hails Connectivity Boost for Cuba,” February 11, 2011,
http://www.itu.int/net/pressoffice/press releases/2011/CM03.aspx.

YEmerging Frontiers (blog), “In Cuba Mystery Shrouds Fate of Internet Cable,” May 23, 2012,
http://emergingfrontiersblog.com/2012/05/23/in-cuba-mystery-shrouds-fate-of-internet-cable/.

'8 Nick Miroff, “In Cuba, Dial-Up Internet is a Luxury,” National Public Radio, December 14, 2011, http://n.pr/vFmLh1.

Y ggc online, “Cuba First High-Speed Internet Connection Activated,” January 24, 2012, http://bbc.in/V0ggOM.

8 will Weissert, “Cubans Queue for Computers as PC Ban Lifted, But Web Still Outlawed,” Irish Examiner online, May 5, 2008,
http://bit.ly/197EZdn.

19Agence France-Presse, “Mobile Phone Use Booms in Cuba Following Easing of Restrictions,” April 24, 2008.

20Tracey Eaton, “Cuban Dissident Blogger Yoani Sanchez Tours the United States,” Florida Center for Investigative Reporting,
March 20, 2013, http://fcir.org/2013/03/20/cuban-dissident-blogger-yoani-sanchez-tours-the-united-states/.

! National Statistics Office (ONE), Republic of Cuba, Tecnologias de la Informacidn y las Comunicaciones en Cifras: Cuba 2009
[Information and Communication Technologies in Figures: Cuba 2009] (Havana: ONE, May 2010), http://bit.ly/19esVBI.
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Cubans can legally access the internet only by providing identification for on-site computer use at
government-approved institutions, such as the approximately 600 Joven Club de Computacion
(Youth Computer Clubs) and points of access run by ETECSA.?” While some ETECSA kiosks in the
main cities of Havana and Santiago advertise internet access, field research has found that the kiosks
often lack computers, instead offering public phones for local and international calls with prepaid
phone cards. In June 2009, the government adopted a new law (Resolution No. 99/2009) allowing
the Cuban Postal Service, which is under the domain of the Ministry of Computers and
Communications, to establish cybercafes at its premises and offer internet access to the public.”’
Since then, a small number have been slowly established.”*

There are only two ISPs in Cuba: CENIAI Internet and ENET (ETECSA). Both are owned by the
state, though Telecom Italia previously held shares of ETECSA. In February 2011, the state-owned
company Rafin S.A.; a financial firm known for its connections to the military, bought Telecom
Italia’s 27 percent stake for $706 million.” As a result, the telecom company is now completely
owned by six Cuban state entities. Cubacel, a subsidiary of ETECSA, is the only mobile phone
carrier in Cuba.

Although the Cuban government began to allow the limited creation of private cooperatives by
computer science graduates in 2012, tight internet restrictions, along with prohibitively high
computer and software pricing, have resulted in a nonexistent official hardware and software
market. A black market for such commodities does exist, but given the inherent challenges, Cuban
ICT liberalization is mostly rhetoric and will likely have little impact on those in the

. . 26
communications sector.

The Cuban government continues to control the legal and institutional structures that determine
who has access to the internet and how much access will be permitted.27 This regulation extends to
the sale and distribution of internet-related equipment. In early 2008, after a nearly decade-long
ban, the government began allowing Cubans to buy personal computers. Cuban officials or “trusted
journalists” can now legally connect to an ISP with a government permit. Approved access to the
internet, which is typically restricted to e-mail and sites related to one’s occupation, is granted to
doctors, professors, and government officials, whose offices are linked by an online network called
Infomed. Home connections are not yet allowed for the vast majority of Cubans.

The government claims that all schools have computer laboratories, but in practice, internet access
is usually prohibited for students or limited to very short periods of access, certain e-mail accounts,
or supervised activities on the national intranet. Students at the Latin American School of Medicine

2 Eor the club system’s website, see: http://www.cfg.jovenclub.cu/.

2 Resolution No. 99/2009 was published in the Official Gazette on June 29, 2009.

** ps of May 2013, no new points of access had been established.

% Jerrold Colten, “Telecom Italia Sells Etecsa Stake to Rafin SA For $706 Million,” Bloomberg, January 31, 2011,
http://www.bloomberg.com/news/2011-01-31/telecom-italia-sells-etecsa-stake-to-rafin-sa-for-706-million.html.
% Various Authors, “Se Buscan Socios,” Juventud Rebelde digital edition, December 15, 2012,
http://www.juventudrebelde.cu/cuba/2012-12-15/se-buscan-socios/.

" Ben Corbett, This Is Cuba: An Outlaw Culture Survives (Cambridge, MA: Westview Press, 2002), 145.
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in Havana, for example, are reportedly granted only 40 minutes a week of internet access,
rendering online research or accessing academic journals infeasible.?®

Despite the many barriers, Cubans still find ways of connecting to the internet through both
authorized and unauthorized points of access. Some are able to break through infrastructural
blockages by building their own antennas, using illegal dial-up connections, or developing blogs on
foreign platforms. The underground economy of internet access also includes account sharing, in
which authorized users sell access to those without an official account for one or two convertible
pesos (CUC) per hour. Some foreign embassies allow Cubans to use their facilities, but a number of
people who have visited embassies for this purpose have reported police harassment. There is also a
thriving improvisational system of “sneakernets,” in which USB keys and data discs are used to
distribute material (articles, prohibited photos, satirical cartoons, video clips) that has been
downloaded from the internet or stolen from government offices.

Cuba still has the lowest mobile phone penetration rate in Latin America, but the number is rising
quickly. According to official reports, as of the end of 2012, 1.5 million Cubans—about 11 percent
of the population—had mobile phones, a dramatic increase since 2009 when that figure was
approximately 443,000.% Following its March 2008 easing of restrictions on mobile phone
purchases, during 2011 and 2012 the government reduced the sign-up fee by over 50 percent—
although it still represents three months’ wages for an average worker. As the number of mobile
phone users has grown, ETECSA has begun implementing small changes to terms of service, such as
charging the caller rather than the recipient (receiving phone calls from within Cuba is now free)
and cutting the cost of text messages in half.*® In 2012, ETECSA also reduced daytime cellphone
rates from CUC 0.60 to CUC 0.35 per minute.’'

%8 Graham Sowa, “Why Students in Cuba Need Internet,” Havana Times, May 23, 2011,
http://www.havanatimes.org/?p=44073.

2 Marc Frank, “More Cubans Have Local Intranet, Mobile Phones,” Reuters, June 15, 2012,
http://www.reuters.com/article/2012/06/15/net-us-cuba-telecommunications-idUSBRE§5D14H20120615; See also: (1)
“ETECSA Mobile Phone Users Cross Million Mark,” Cubastandard.com, July 14, 2010
http://www.cubastandard.com/2010/07/14/etecsa-mobile-phone-users-cross-million-mark; (2) “Cuban Cellphones Hit One
Million, Net Access Lags,” Reuters, July 7, 2011, http://www.reuters.com/article/2011/07/07/us-cuba-telecom-
idUSTRE76661920110707; (3) Amaury E. del Valle, “Cuba Aumenta Cantidad de Teléfonos Fijos y Méviles” [Cuba Increases
Quantity of Fixed and Mobile Telephones], Juventud Rebelde online, December 26, 2011,
http://www.juventudrebelde.cu/ciencia-tecnica/2011-12-26/cuba-aumenta-cantidad-de-telefonos-fijos-y-moviles/; (4)
International Telecommunication Union (ITU), “Mobile-Cellular Telephone Subscriptions,” 2011, accessed July 13, 2012,
http://www.itu.int/ITU-D/ICTEYE/Indicators/Indicators.aspx#. For analysis (in Spanish): Emilio Morales, “Cuba: Teléfonos
Celulares y Llamadas Costosas” [Cuba: Cellphones and Expensive Calls], Café Fuerte, January 17, 2012,
http://cafefuerte.com/cuba/noticias-de-cuba/economia-y-negocios/1474-cuba-telefonos-celulares-y-llamadas-costosas.

3 Americas View (blog), “Telecoms in Cuba: Talk is cheap,” The Economist online, January 24, 2012,
http://www.economist.com/blogs/americasview/2012/01/telecoms-cuba.

* For changes implemented by ETECSA, see: Camila Diaz Molina, “Se Extenderan los Plazos de Vigencia de Lineas de Celular en
Cubacel,” [ Effective Period of Cubacel Cell Lines to be Extended] Cubacelular.org, December 16, 2012,
http://www.cubacelular.org/2012/12/se-extenderan-los-plazos-de-vigencia-de.html; and Camila Diaz Molina, “Cubacel Anuncia
Nueva Tarifa para el Servico de Teléfono Mévil en Cuba,” Cubacelular.org, January 12, 2013,
http://www.cubacelular.org/2013/01/cubacel-anuncia-nueva-tarifa-para-el.html.
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Cuba has roaming agreements with 342 carriers in 139 countries,*” and 2.2 million people used
these services in Cuba in 2010.** The island’s mobile network reportedly covers 78 percent of
Cuban territory, with further expansions planned.z’4 Most mobile phones do not include internet
connections, but it is possible to send and receive international text messages and photographs with
certain phones. Phones that utilize Global Positioning System (GPS) technology or satellite
connections, however, are explicitly prohibited by Cuban customs regulations.35 Additional
restrictions are placed on modems, wireless faxes, and satellite dishes, which require special

permits from the MIC in order to enter the country. 36

At times of heightened political sensitivity, the government has used its complete control of the cell
phone network to selectively obstruct citizens’ communications. During a March 2012 visit to the
island by Pope Benedict XVI, bloggers and dissidents reported that their cell phones were not
Working.37 One independent journalist who investigated the situation found that calls were being
automatically redirected to a phone number belonging to the Ministry of Interior.*® All calls from
dissidents’ cell phones are monitored and the service is cut regularly to those working as freelance
journalists or voicing views the government does not approve via citizen journalism. In October
2012, during the criminal trial concerning the wrongful death of long time civil rights activist
Oswaldo Paya, dissident blogger Yoani Sanchez’s phone was reportedly disconnected and her
Twitter account was reportedly blocked.*”

The Cuban government zealously pursues those who violate telecommunications access laws, and
government technicians routinely “sniff” neighborhoods with their handheld devices in search of
ham-radios and satellite dishes. In December 2012, the official newspaper Granma explicitly warned
against “counterrevolutionary” and subversive use of illegal nets.*® In an extensive report entitled:
“Violations of the Cuban Telecommunications System,” Granma detailed the criminal investigation
of two highly profitable cyber-networks illegally using ETECSA’s fixed and mobile market
channels. The investigation is still in progress, but the information provided by the MIC and the
Attorney General alleges that the illegal networks began operating in 2009 and were responsible for
a loss of revenue for ETECSA totaling three million dollars. The defendants, who are being
prosecuted for illegal economic activity and fraud, face fines coupled with sentences of three to ten

years in prison.

32 Camila Diaz Molina, “Roaming Internacional para Usarios de Cubacel,” [International Roaming for Users of Cubacel]
Cubacelular.org, November 10, 2012, http://www.cubacelular.org/2012/11/roaming-internacional-para-usuarios-de.html.
BCuba Standard, “Syniverse Holding Back $2.5m in Cuban Roaming Charges,” Cubastandard.com, October 21, 2011,
http://bit.ly/1azWEaY, (These figures reflect the most recent data available)

3 Nick Miroff, “Getting Cell Phones into Cuban Hands,” Global Post, May 17, 2010,
http://www.globalpost.com/dispatch/cuba/100514/cell-phone

% See: Cuban Customs Website (Aduana General de la Republica de Cuba): http://bit.ly/1hbJFOI.

% See: Cuban Customs Website (Aduana General de la Republica de Cuba).

¥ Hispanically Speaking News, “Silenced During Papal Visit, Cuban Bloggers, Dissidents Speak Out (VIDEO),” April 7, 2012,
http://bit.ly/15Cqt7h.

3 Juan O. Tamayo, “Cuba Diverts Dissidents’ Phone Numbers in Pope Crackdown,” The Miami Herald online, March 30, 2012,
http://www.miamiherald.com/2012/03/30/2723658/cubas-interior-ministry-left-fingerprint.html.

110 online, “Cuban Dissident Blogger Yoani Sanchez Arrested,” October 5,2012, http://bbc.in/WuwI9Z.

40 Sheyla Delgado Guerra, “El ‘Enredado’ y Costoso Saldo de la llegalidad,” [The “Tangled” and Expensive Balance of Illegality]
Granma online, December 7, 2012, http://www.granma.cubaweb.cu/2012/12/07/nacional/artic07.html.
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LIMITS ON CONTENT

Rather than relying on the technically sophisticated filtering and blocking used by other repressive
regimes, the Cuban government limits users’ access to information primarily via lack of technology
and prohibitive costs. With the exception of unauthorized points of access in old Havana, Voice
over Internet Protocol (VoIP) is blocked in Cuba, and social media applications, including
Facebook and Twitter, are largely unavailable. Late 2012 and early 2013 witnessed tighter
restrictions on e-mail in the workplace, along with an increase in the disabling of dissident websites
and blogs. The cost of access to technologies that facilitate information sharing continues to be high;
nonetheless, there is a vibrant community of bloggers in Cuba who utilize the medium to report on
conditions within the country.

The websites of foreign news outlets—including the British Broadcasting Corporation (BBC), Le
Monde, and El Nuevo Herald (a Miami-based Spanish-language daily)—are readily available; however,
extremely slow connection speeds impede access to content.*' The sites of some human rights
groups, such as Human Rights Watch and Freedom House, remain largely accessible, but Amnesty
International’s website was recently blocked in Cuba.* For the most part, dissident news websites
such as Payolibre, and independent journalism sites hosted on overseas servers, such as Cubanet,
fall into the category of restricted access. The Association for Freedom of the Press (SIAPA) is also
blocked, as are the websites of dissident organizations with a presence on the island (such as Damas
de Blanco, MCL and UNPACU), which remain inaccessible from government-sponsored youth
computer centers.” Revolico, a platform for posting classified advertisements, continues to be
blocked, despite the apolitical nature of its content.*

Social-networking platforms such as Facebook and Twitter were recently blocked at some
universities and government institutions, but may be accessed with consistent monitoring but
varying reliability from some cybercafes and hotels. YouTube, by contrast, remains inaccessible
from all points of access. The government has also increased control over the use of e-mail in
official institutions, installing a new platform that restricts spam and specifically prevents the

transmission of “chain letters critical of the government.”45

While ETECSA does not proactively police networks and delete content, there are reportedly cases
of bloggers removing posts after being threatened by officials for publishing views criticizing
government actions.*® Cases of self-censorship and removal have increased in recent months,

“ Reporters Without Borders News Release, “Free Expression Must Go with Better Communications, Says Reporters Without
Borders as Blogs Prove Hard to Access,” March 31, 2008, http://bit.ly/16K5E9s.

2 As reported by a source in Havana who wishes to remain anonymous.

*3 For Bitdcora Cubana see: http://cubabit.blogspot.com/; For the website of Asociacion pro Libertad de Prensa (the Association
for Freedom of the Press) see: http://prolibertadprensa.blogspot.com/.

* Marc Lacey, “A Black Market Finds a Home in the Web’s Back Alleys,” New York Times online, January 3, 2010,
http://www.nytimes.com/2010/01/04/world/americas/04havana.html; Peter Orsi, “Cuba’s Next Step on Capitalist Road:
Advertising,” Boston.com, June 16, 2012, http://bo.st/KR3Kch.

* Café Fuerte, “Cuba Anuncia Cambio de Platforma Estatal para Correos Electronicos,” [Cuba Announces Statewide Change to
Email Platform] Cafefuerte.com, August 31 2012, http://bit.ly/RgHp8C.

*® For examples, see: Café Fuerte, “Malestar por Cambio de Edificio del Partido Comunista en Camagtiey,” [Upset over Change
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extending to blogs that published only moderate criticism of the government but were deemed
“revolutionary” and subsequently blocked or disabled in late 2012. Furthermore, the wording of
certain government provisions regarding content regulation is vague and allows a wide array of
posts to be censored without oversight. Resolution 179 (2008), for example, authorizes ETECSA
to “take the necessary steps to prevent access to sites whose contents are contrary to social
interests, ethics and morals, as well as the use of applications that affect the integrity or security of
the state.”’

Beginning in 2007, the government systematically blocked core internet portal sites such as Yahoo,
MSN, and Hotmail. As of 2013, these sites remain blocked in some government institutions,
although they are largely accessible from hotels. Cuban authorities also restricted access to Cuban
and foreign websites that contained independent reporting or views critical of the government.
Among the continuously blocked sites were the Bitdcora Cubana blog and the Voces Cubana
platform, which hosts approximately 40 blogs including Yoani Sanchez’s well-known Generacion Y.
While most of these sites and international portals were unblocked without explanation in February
2011, in late 2012 several other self-declared “pro-revolution” blogs were almost disabled.
Facilities of access were severely restricted, and as a result bloggers from the targeted sites (which
included University of Matanzas’ student-run La Joven Cuba, and Elaine Diaz's La Polemica Digital)
were able to publish only two or three posts.” La Joven Cuba was blocked until April 2013 but is
now accessible. Content on La Polemica Digital remains available, however blog activity is
sporadic.”’ In both cases, the associated bloggers were subject to intimidation, resulting in self-
censorship.

Unable to completely suppress dissident activity on the internet through legal and infrastructural
constraints, the authorities have taken a number of countermeasures, including dominating
conversations within the medium itself. The Cuban government maintains a major presence on
social networks via “Operacion Verdad,” (Operation Truth), its veritable cyber militia of
approximately 1,000 trusted students from the University of Computer Sciences (UCI) who were
recruited to promote the government’s agenda and to slander dissident bloggers and independent
journalists.”® In February 2013, Yoani Sanchez interviewed blogger Eliecer Avila, a former UCI
student—and leader of Operacion Verdad.”! Referring to the group as the “kilobyte police,”

to Communist Party Building in Camagtiey] Cafefuerte.com, July 27, 2012, http://cafefuerte.com/cuba/noticias-de-
cuba/sociedad/2050-malestar-por-cambio-de-edificio-del-partido-comunista-en-camagueey; and £/ Yuma (blog), “LIC, The
Orwellian ‘Memory Hole,” & Google Cache,” Blogspot, July 8, 2012, http://bit.ly/RPbiC0.

7 sociedad Interamericana de Prensa, Inc., (Inter American Press Association), “Cuba,” in Reports and Resolutions, accessed
January 28, 2013, http://www.sipiapa.com/v4/det_informe.php?idioma=us&asamblea=22&infoid=346.

*® £l Yuma (blog), “La Blogosfera Cubana: 2012 Year in Review,” [The Cuban Blogosphere: 2012 Year in Review] Blogspot,
December 19, 2012, http://elyuma.blogspot.com.es/2012/12/la-blogosfera-cubana-2012-year-in-review.html; and Elaine Diaz,
La Polemica Digital (blog), [The Digital Controversy] Wordpress.com, http://espaciodeelaine.wordpress.com/

* The site’s most recent activity was a “last post” published in August 2012 accompanied by one more exceptional post in
December 2012.

*® committee to Protect Journalists (CPJ), After the Black Spring, Cuba’s New Repression (New York: July 6, 2011),
http://cpj.org/reports/CPJ.Cuba.Report.July.2011.pdf. See also: Cambios en Cuba [Changes in Cuba] (blog):
http://cambiosencuba.blogspot.com/; Yohandry’s blog: http://yohandry.wordpress.com/; and the official blogger’s platform
CubaSi: http://www.cubasi.cu.

*1 Miriam Celaya, “The Internet Has its Own Soul: Eliecer Avila in a Revealing Interview,” Translating Cuba (blog), February 21,
2013, http://translatingcuba.com/category/authors/eliecer-avila/.

CuBA



FREEDOM ON THE NET 2013

Sanchez stated that the interview “corroborated” theories that State Security had created blogs to

“denigrate and discredit the citizen who criticizes the system.n”

During the same month, video of a government training on social media appeared on the internet.
In the footage, which was apparently leaked, a Cuban official warns agents of the potential threat
that activist bloggers pose, alluding to the possibility that a popular blogger like Yoani Sanchez
could organize protests in Havana similar to those that occurred in Iran in 2009. >3 He concludes by

saying that the government must respond to these threats.

The government has also launched its own copycat versions of popular websites, such as Wikipedia
and Facebook, and by some accounts, is delaying full connectivity of the ALBA-1 cable until the
sites are fully operational so that content can be closely controlled.”* The online encyclopedia
Ecured, unveiled in December 2010, uses similar software and layout to its international
counterpart, Wikipedia. However, a cursory review indicates that it is updated by only a small
number of people, rather than an interactive community, and that it consists of 78,000 articles
compared to several million on Wikipedia. Attempts to create an editor profile using an “.edu” or
Gmail email account were reportedly rejected.”” The government is preparing a portable version of
EcuRed to be installed in cell phones in 2013.°° In December 2011, a social-networking website
called Red Social, accessible only from Cuba’s intranet, was launched. Its layout matched Facebook
so closely that some questioned whether it was a violation of copyright. According to one local
blogger, however, shortly after its launch it no longer appeared to be functioning, possibly a
reflection of the lack of server capacity to maintain it.*’

In Cuba, the obstacles to sharing information are significant—the majority of citizen journalism is
done offline, often by hand or typewriter, and uploaded and published once or twice a week. The
financial cost of freedom of expression is also great; the tools that facilitate contribution to media
outlets, such as paid internet access cards and international phone calls, are prohibitive and present
a major obstacle.

While there is no exact count of blogs produced in Cuba, Blogs Cubanos reports that there are now

*2yoani Sanchez, “Operation Truth,” Translating Cuba (blog), February 11, 2013, http://bit.ly/1bj2Ati.

3 «Coral Negro,” “La Ciber Policia en Cuba” [The Cyber Police in Cuba], Vimeo (Video), posted January 31, 2011),
http://vimeo.com/19402730; English transcription: http://translatingcuba.com/?p=7111; See Also: “Acuse de Recibo: ¢Quién es
el Ciberpolicia?” [Acknowledgement of Recepit: Who is the Cyber Policeman?], Pendltimos Dias, February 5, 2011,
http://www.penultimosdias.com/2011/02/05/acuse-de-recibo-18/.

*In May 2012, Venezuela’s minister of science and technology told media that the cable was operational, but that it was up to
the Cuban government to employ it. Some experts reported that internet speeds had improved in the Ministry of Interior or
other government offices, adding to speculation that the government is using the cable in part to provide Venezuelan officials
with acess to Cuban government databases, while deliberately postponing access to the cable for average users. See:
“Venezuela: Fiber-optic Cable to Cuba is Working,” Businessweek, May 24, 2012, http://www.businessweek.com/ap/2012-05-
24/venezuela-fiber-optic-cable-to-cuba-is-working; Larry Press, “Hard Data on the Idle ALBA-1 Undersea Cable,” The Internet in
Cuba (blog), May 22, 2012, http://laredcubana.blogspot.com.es/2012/05/hard-data-on-idle-alba-1-undersea-cable.html.

55 Larry Press, “Ecured is Not Open like Wikipedia,” The Internet in Cuba (blog), December 21, 2011,
http://laredcubana.blogspot.com/2011/12/ecured-is-not-open-like-wikipedia.html.

%% Cuba Debate online, “EcuRed Se Cuela en los Celulares” [EcuRed Aneaks into the Cell], December 27, 2012,
http://www.cubadebate.cu/noticias/2012/12/27/ecured-se-cuela-en-los-celulares.

*"The Philandrist (blog), “The Cuban Facebook Imitation Saga — Red Social (Social Network),” December 6, 2011,
http://thephilandrist.wordpress.com/2011/12/06/the-cuban-facebook-imitation-saga-redsocial/.
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more that 1,600, including sites such as Retazos and Convivencia.*® Independent websites hosted
outside the country, such as La Polemica Digital, Havana Times, and Estado de Sats, provide the few
who are able to access the net with a much richer and more robust selection of news sources and
perspectives than those available from state-run media. Regional radio stations, magazines, and
official newspapers are also creating online versions, though these are state-run and do not accept
contributions from independent journalists. Some of these official sites recently installed
commentary tools that foster discussion and allow readers to provide feedback, albeit censored.

In recent years, blogger Yoani Sanchez has become the most visible figure in an independent
movement that uses new media to report on conditions that violate basic freedoms. As of March
2013, Sanchez’s followers on Twitter totaled over 455,280, though only 26 percent were from
within Cuba.’® Sanchez and other online writers—including Claudia Cadelo, Miriam Celaya,
Orlando Luis Pardo, Reinaldo Escobar, Laritza Diversent, and Luis Felipe Rojas—have come
together on the Voces Cubanas blogging platform to portray a reality that official media ignores.
Despite the government’s open disapproval—in 2011, the daughter of President Raual Castro’s,

Mariela, publicly referred to the bloggers as “despicable parasites”60

—the movement has garnered
broad support throughout society. In order to further promote freedom of expression, Sanchez has
begun hosting Twitter workshops in her home, a bold move that has resulted in a crop of over 100

new Twitter users in Cuba.

Young people are increasingly using Twitter and mobile phones to document repression and voice
their opinions. In a world where internet access is highly restricted, tweeting directly by SMS or a
“Speak-to-Tweet” platform offers an alternate avenue for communicating with the outside world.
The Speak-to-Tweet platform “Hablalo Sin Miedo” (Speak without Fear) enables Cuban residents to
call a phone number in the United States and record anonymous messages describing government
abuses or other grievances. The messages are automatically converted into posts shared via Twitter
and YouTube.®" Ata cost of US $1.10 per tweet, Hablalo Sin Miedo is expensive; nonetheless, it is
proving effective in allowing activists to denounce repressive acts and human rights violations.®’
Although the government has caught on to the phenomenon, establishing a Twitter presence of its
own and blocking two phone numbers that ensure the operation of the “Speak-to-Tweet” platform

in October and December 2012, new numbers have since been established.®®

%8 “Blogs Cubanos — Top Alexia Cuba,” Blogs Cubanos (blog), January 19, 2013,
http://blogscubanos.wordpress.com/2013/01/19/blogs-cubanos/.

*® Yoani Sanchez’s Twitter page, accessed March 22, 2013, https://twitter.com/#!/yoanisanchez/; See also: Nelson Acosta and
Esteban Israel, “Cuba Unblocks Access to Controversial Blog,” Reuters, February 8, 2011,
http://ca.reuters.com/article/topNews/idCATRE7175YG20110208; Monica Medel, “Bloggers Celebrate as Cuba Unblocks Their
Sites,” Journalism in the Americas (blog), http://knightcenter.utexas.edu/blog/bloggers-celebrate-cuba-unblocks-their-sites.

&0 Jeff Franks, “Castro Daughter, Dissident Blogger Clash on Twitter,” Reuters, November 8, 2011,
http://www.reuters.com/article/2011/11/09/us-cuba-twitter-castro-idUSTRE7A806Y20111109.

®1 Hablalo Sin Miedo, “Acerca de” [About us], accessed August, 13, 2012, http://www.hablalosinmiedo.com/p/como-
funciona.html.

62Tracey Eaton, “Cuban Dissident Blogger Yoani Sanchez Tours the United States,” Florida Center for Investigative Reporting,
March 20, 2013, http://fcir.org/2013/03/20/cuban-dissident-blogger-yoani-sanchez-tours-the-united-states/.

%juan 0. Tamayo, “Regimen Cubano Bloquea Llamadas de Denuncia,” El Nuevo Herald online, December 7, 2012,
http://www.elnuevoherald.com/2012/12/07/1359290/regimen-cubano-bloguea-llamadas.html.
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Cuban legal structure is not favorable to internet freedom. Surveillance is widespread and dissident
bloggers are subject to punishments ranging from fines and searches to confiscation of equipment
and detentions. The constitution explicitly subordinates freedom of speech to the objectives of a
socialist society, and freedom of cultural expression is guaranteed only if such expression is not
contrary to the Revolution.®*

The penal code and Law 88, known as the “Clamp Law,” set penalties ranging from a few months
to 20 years in prison for any activity considered a “potential risk,” “disturbing the peace,” a

“precriminal danger to society,”

counterrevolutionary,” or “against the national independence or
economy.”65 In 1996, the government passed Decree-Law 209, which states that the internet
cannot be used “in violation of Cuban society’s moral principles or the country’s laws,” and that e-
mail messages must not “jeopardize national security.”66 In 2007, a network security measure,
Resolution 127, banned the use of public data-transmission networks for the spreading of
information that is against the social interest, norms of good behavior, the integrity of people, or
national security. The decree requires access providers to install controls that enable them to detect
and prevent the proscribed activities, and to report them to the relevant authorities. Furthermore,
access to internet in Cuba generally requires identification with photo ID, rendering anonymity

nearly impossible.

Resolution 56/1999 provides that all materials intended for publication or dissemination on the
internet must first be approved by the National Registry of Serial Publications. Resolution 92/2003
prohibits e-mail and other ICT service providers from granting access to individuals who are not
approved by the government, and requires that they enable only domestic chat services, not
international ones. Entities that violate these regulations can be penalized with suspension or

revocation of their authorization to provide access.

Despite constitutional provisions that protect various forms of communication and portions of the
penal code that establish penalties for the violation of the secrecy of communications, the privacy of
users is frequently violated. Tools of content surveillance are likewise pervasive. Under Resolution
17/2008, ISPs are required to register and retain the addresses of all traffic for at least one year.67
The government routes most connections through proxy servers and is able to obtain all user names
and passwords through special monitoring software Avila Link, which is installed at most ETECSA
and public access points. In addition, delivery of e-mail messages is consistently delayed, and it is
not unusual for a message to arrive without its attachments.

% Article 53, available at http://www.cubanet.org/ref/dis/const 92 e.htm, accessed July 23, 2010; See also: Article 39, d),
available at http://www.cubanet.org/ref/dis/const 92 e.htm, accessed July 23, 2010.

85 Committee to Protect Journalists, “International Guarantees and Cuban Law,” March 1, 2008, http://bit.ly/1hbJO4p.

&6 Reporters Without Borders, “Going Online in Cuba: Internet under Surveillance,”

http://www.rsf.org/IMG/pdf/rapport gb md 1.pdf.

" “Internet en Cuba: Reglamento para Los Proveedores de Servicos de Acceso a Internet” [Internet in Cuba: Regulations for
Internet Service Providers], CubanosUsa.com, December 18, 2008, http://bit.ly/19NNMfx.
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Under Radl Castro, the Cuban government appears to have shifted its repressive tactics from long-
term imprisonment of bloggers to extralegal detentions, intimidation, and harassment.®® In 2005
and 2007, two correspondents for Cubanet were charged with “precriminal social danger” and
“subversive propaganda,” and were sentenced to prison terms ranging from four to seven years.
Both were released as part of a broader pardon of prisoners in December 2011. Bloggers are still
routinely summoned for questioning, reprimanded, and detained, however, and late 2012 ushered
in a resurgence of detentions.®

On November 7, authorities arrested numerous civil rights activists, including Yoani Sanchez and at
least 12 others. Among those detained were Laritza Diversent, an attorney who runs the blog
Jurisconsulto de Cuba, and Antonio Rodiles, curator of Estado de Sats. Diversent and many others were
released shortly after detention, but Rodiles was held in police custody for over three weeks.
Authorities gave no statement concerning the reason for his release, but Twitter users speculate
that it may have been related to the hunger strike he began shortly after his arrest.”’ As it is very
difficult to distinguish between independent blogging and political activism in Cuba, it is impossible
to accurately pinpoint which offence triggered the detentions.

Examples of arrests and intimidation of independent journalists and bloggers in Cuba are not hard
to find. Calixto Martinez, a prisoner of conscience and journalist for online news site Hablemos Press,
was arrested for allegedly disrespecting the Castro administration. In accordance with Cuban law,
which permits detainments of up to six months without charge, no formal charges were filed
against Martinez, who was held in solitary confinement in response to a hunger strike he began after
his September 2012 irnprisonrnent.71 He has since been released. Independent journalist Hector
Julio Cedefio Negrin, detained while photographing police harassment of taxi drivers, was

imprisoned for 12 days before being placed under house arrest.”’

In March 2012, during the Pope’s visit to Cuba, dozens of bloggers were placed under house arrest
or detained and held throughout the Pope’s three-day stay, after which they were released.” On
December 9, 2012, on the eve of International Human Rights Day, some 44 members of the
nonviolent opposition group Ladies in White were publicly beaten and arrested, reportedly without

% Committee to Protect Journalists (CPJ), After the Black Spring, Cuba’s New Repression, July 6, 2011,
http://www.cpj.org/reports/2011/07/after-the-black-spring-cubas-new-repression.php.

69 Daisy Valera, “This Cuban Woman and Her Online Indiscipline,” Havana Times online, March 11, 2012,
http://www.havanatimes.org/?p=64077; Steven L. Taylor, “Cuba vs. the Bloggers,” PoliBlog, December 6, 2008,
http://www.poliblogger.com/index.php?s=cuba+bloggers; Marc Cooper, “Cuba’s Blogger Crackdown,” Mother Jones,
December 8, 2008, http://www.motherjones.com/politics/2008/12/cubas-blogger-crackdown.

70 Biddle, Ellery Roberts “Cuba: Democracy Advocate Rodiles Released; Blogger Diversent Remains Detained,” 5 December
2012, http://bit.ly/11Qsook.

n Amnesty International Press Release, “Cuban Journalist Named Prisoner of Conscience,” Amnesty.org, January 30, 2013,
http://www.amnesty.org/en/for-media/press-releases/cuban-journalist-named-prisoner-conscience-2013-01-30; Amnesty
International Press Release, “Prisoner of Conscience on Hunger Strike,” Amnesty.org, March 14, 2013,
http://www.amnesty.org/en/library/asset/AMR25/002/2013/en/f2ef351c-54ab-43cb-a99e-
0c39b3e9adab/amr250022013en.html

2 cuba Democracia y Vida, “Cuban Independent Journlaist Hector Cedeno Negrin Arrested for Doing His Job,” February 8,
2013, http://www.cubademocraciayvida.org/web/article.asp?artID=20125

73 Hispanically Speaking News online, “Silenced During Papal Visit, Cuban Bloggers, Dissidents Speak Out” (VIDEO),
http://bit.ly/18zX2HO0.
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any sort of provocation.74 Although these beatings were related to activism rather than online

content, such abuse stands as a warning to the wider community of oppositionists.

In late 2012 and early 2013, online activity continued to be cause for repression. In December
2012, blogger and writer Angel Santiesteban Prats received a five-year jail sentence on trumped-up
charges of “home violation” and “injuries” at the end of a summary trial.”” The winner of major
literary prizes, Santiesteban was arrested in connection with his political views several times prior
to the trial. Such harassment increased after Santiesteban’s creation of the blog “The children no
one wanted,” in which he criticized the government. In January 2013, 25 year old blogger Daisy
Valera was fired from her post as a nuclear chemist after searching the internet for information on

Cuba and posting comments critical of the government on the Havana Times platform.76

Despite the abuses suffered by dissidents, 2013 brought a notable loosening of travel restrictions.
As part of immigration reform, bloggers previously denied exit visas, including Yoani Sanchez,
Orlando Luis Pardo, and Eliecer Avila, were allowed to travel abroad. In early 2013, Sanchez, who
was finally permitted to leave Cuba after having been denied an exit visa 21 times in the past five
years, began an 80-city, 12-country tour, with the aim of brining awareness to Cuba’s active civil

society and blogosphere.77 Her speeches have since received international attention.

" John Suarez, “Dozens of Ladies in White and Other Activists Beaten and Arrested Leaving Santa Rita Church Today,” Cuban
Exile Quarter (blog), Blogspot, December 9, 2012, http://cubanexilequarter.blogspot.com/2012/12/dozens-of-ladies-in-white-
and-other.html

75Mary Jo Porter and Heffner Chun, site managers, “Angel Santiesteban,” Translating Cuba: English Translation of Cuban
Bloggers, April 23, 2013, http://translatingcuba.com/category/authors/angelsantiesteban; See also: Angel Santiesteban, “Prison
Diary VI: Inside View of the Trial,” Translating Cuba: English Translation of Cuban Bloggers, March 28, 2013,
http://translatingcuba.com/prison-diary-vi-the-inside-view-of-the-trial-angel-santiesteban/.

76 Daisy Valera, “Unemployed at 25 in Cuba,” Havana Times, January 6, 2013, http://www.havanatimes.org/?p=85460

""Monika Fabian, “Cuban Dissident Yoani Sanchez on the Power of the Hashtag,” ABC News/Univision Online, March 18, 2013,
http://abcnews.go.com/ABC Univision/News/cuban-dissident-yoani-sanchez-embarks-world-tour/story?id=18749528
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— POLITICAL/SOCIAL CONTENT BLOCKED: No
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ECUADOR

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

The Organic Law on Communications—proposed during the coverage period and later
approved—tasks website owners with “ultimate responsibility” for all content. This
law, combined with government pressure, resulted in the removal of the reader
comments sections from two prominent news sites (see LIMITS ON CONTENT).

A new telecommunications act issued in July 2012 established the right to privacy and
security for ICT users, while also authorizing the National Telecommunications
Council to track IP addresses without judicial order (see VIOLATIONS OF USER
RIGHTS).

Reports of advanced surveillance technology in Ecuador were confirmed by Speech
Technology Center, a Russian tech company, in December 2012. The company
revealed that it had completed the installation of a biometric identification system
capable of generating and storing both “voiceprints” and facial recognition data in
Ecuador (see VIOLATIONS OF USER RIGHTS).

In August 2012, Ecuador extended diplomatic asylum to WikiLeaks founder Julian

Assange, a decision that attracted worldwide attention in part because it appeared to

contradict the administration’s attitude toward free speech and media freedom (see
VIOLATIONS OF USER RIGHTS).
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EDITOR’S NOTE ON RECENT DEVELOPMENTS

In June 2013, Ecuador’s Organic Law on Communications was passed. The law, which human rights
organizations fear will stifle critical voices in the media, utilizes vague wording, arbitrary sanctions,
and the threat of civil and criminal penalties in an effort to halt the spread of information that
discredits public officials, even when such information is supported with evidence.! The law also
provides for the creation of a new media regulator led by a presidential appointee to prohibit the
dissemination of “unbalanced” information and bans non-degreed journalists from publishing,

effectively outlawing investigative reporting and citizen journalism.

INTRODUCTION

Ecuador, which has historically lagged behind other Latin American nations in terms of
technological growth, has witnessed substantial improvement in internet penetration over the past
two years. Despite recent progress, however, Ecuador still faces challenges related to information
and communication technology (ICT) development. These include: market penetration, especially
in rural areas; high consumer costs; poor quality of ISP service; and high taxes on mobile phones,
particularly those with internet access. While the government has begun a campaign to increase
internet access across the country, opening a number of public internet access centers known as
Infocentros in remote regions, to date there have been no measures predicated on improving
quality of service or lowering access rates.

Although Ecuador’s ICT landscape is in need of further expansion and upgrade, its current capacity
facilitates use of social media platforms such as Facebook and Twitter, and also supports a lively
blogging community. Social media are used for conversations on a wide variety of topics, including
daily news, sports, entertainment, personal interest, and politics. During the February 2013
elections for president and National Assembly, the internet provided a real-time forum for
candidates to launch proposals, solicit votes, discuss issues, and increase the scope of their publicity

campai gns.

While President Correa’s re-election has facilitated continued economic stability via social welfare
programs and other initiatives, media freedom advocates are fearful that the proposed Organic Law
on Communications will exacerbate the restrictions he has already placed on the press. Over the
past few years, newspapers and other traditional media have had serious confrontations with the
government often resulting in lawsuits filed against major media outlets at the behest of the
president. Critics have expressed concern that President Correa’s new term will result in an

! Gina Yauri, “Ecuador Passes Controversial Communications Law,” Global Voices Online, June 19, 2013,
http://globalvoicesonline.org/2013/06/19/ecuador-passes-controversial-communications-law/.
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expanded executive, a less independent judiciary, and continued attacks on the media and political
opposition at the hands of the government.2

In August 2012, Ecuador extended diplomatic asylum to WikiLeaks founder Julian Assange, who
had been staying at the Ecuadorian Embassy in London since June and, as of May 2013, had not yet
left the building for fear of arrest and extradition. Correa’s offer of asylum allows the Ecuadorian
president to temper his administration’s history of media violations by portraying his government as
a defender of free speech.3

OBSTACLES TO ACCESS

|

By the end of 2012, internet penetration in Ecuador had reached an all-time high of 35 percent,4
although some sources within the country cite penetration rates as high as 55 percent.5 This surge
was largely the result of government efforts to increase connectivity nationwide in keeping with the
November 2011 “Digital Strategy 2.0 Ecuador” plan, which set goals for increased internet access
and enhanced technology that included the extension of internet connectivity to 50 percent of
households by 2015.° Developments have largely been on track with projected deadlines, with
Infocentros—community centers that offer free internet access and technological training—among
the most successful initiatives.” Internet cafes are also becoming increasingly common, providing an
alternative means of access for Ecuadorians, most of who use the internet for educational purposes,
communication, and obtaining information.®

Three groups of fiber-optic cable run through Ecuador, offering connectivity to 23 of the country’s
24 provinces: (1) from the north through Colombia towards the Andean region, (2) from the coast
in the province of Guayas, and (3) from the south through the province of El Oro.” Ecuador is
home to 22 internet service providers (ISPs), most of which offer internet service via these points
of connection without activation fees. Of Ecuador’s ISPs, ETAPA and GroupTvCable hold the

2 William Neuman, “President Correa Handily WinsRe-Election in Ecuador,” The New York Times, February 17, 2013,
http://www.nytimes.com/2013/02/18/world/americas/rafael-correa-wins-re-election-in-ecuador.html? r=0.

3 Irene Cassell, “Julian Assange will be Granted Asylum, Says Official,” The Guardian, August 14, 2012,
http://www.theguardian.com/world/2012/aug/14/julian-assange-asylum-ecuador-wikileaks.

* International Telecommunication Union (ITU), Statistics: Percentage of Individuals Using the Internet, 2000-2012, ITU, June 17,
2013, http://www.itu.int/en/ITU-D/Statistics/Documents/statistics/2013/Individuals _Internet 2000-2012.xIs.

® Diario Hoy, “El Acceso a Internet en el Pais Sobrepaso el 54% de la Poblacion durante 2012,” [Access to Internet in the Country
Exceeded 54 Percent of the Population during 2012], Diario Hoy, January 1, 2013, http://www.hoy.com.ec/noticias-ecuador/el-
acceso-a-internet-en-el-pais-sobrepaso-el-54-de-la-poblacion-durante-2012-570287.html.

® Roberta Prescott, “In New Digital Plan, Ecuador Aims for Internet Access to Half of all Households by 2015,” RCR Wireless,
November 16, 2011, http://www.rcrwireless.com/americas/20111116/networks/in-new-digital-plan-ecuador-aims-for-
internet-access-to-half-of-all-households-by-2015/.

’ MINTEL, Infocentros, MINTEL, Republica del Ecuador, coverage through 2012,
http://www.infocentros.gob.ec/infocentros/index.php?option=com content&view=category&I|ayout=blog&id=38&Itemid=56.
& Ecuador Travel Guide, Communications, accessed August 8, 2013, http://www.ecuador-travel-
guide.org/services/Communications.htm.

° Roberta Prescott, “Ecuador Announces US $8.2M Investment in Fiber Optics, RCR Wireless, August 2, 2011,
http://www.rcrwireless.com/americas/20110802/networks/ecuador-announces-us-8-2m-investment-in-fiber-optics/; Specific
information regarding cables provided by interview with Carlos Correa Loyola, March 2013.
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greatest percentage of market share.'” Under a provision prioritizing essential technology,
computers, which range from approximately $800 to$1000, are tax-free when imported from
other countries. As compared to an average wage of $318 per month, however, computers are not
casily affordable.'" For those fortunate enough to own computers, there are multiple subscription
options, ranging from dial-up pay-per-minute plans to cable and radio modems and satellite
connections.'” Broadband (commonly used in urban zones) and satellite connections (often used in
rural areas) have become increasingly popular in recent years, eclipsing dial-up plans.

According to industry estimates, between 33 and 66 percent of internet users have broadband
speeds between 2 to 3Mbps, at a cost of $20 to $25 per month.” In May 2012, Superintendent of
Telecommunications Fabian Brito indicated that the overall average speed of an internet connection
in Ecuador is 128Kbps, although speeds are lower in rural areas. While the price of access is
consistent in both rural and urban settings, representatives from the government’s office of
telecommunications predict a significant decrease in subscription prices across the board along with

. . . . . 14
an attendant increase in connection speed In coming years.

In 2011, mobile penetration in Ecuador was measured at 47 percent, a significant increase from
2010 figures, which came in at 24 percent. Regional variations still persist, however, with the
lowest number of subscribers, 30 percent, found in the Andean highlands of Bolivar, and the
greatest number, 55 percent, found in the province of Pichincha, which counts Ecuador’s capital,
Quito, among its cities. Mobile phone subscriptions vary greatly among income level, with 54
percent of those above the poverty line enjoying active subscriptions as compared to 28 percent of
those below the poverty line. Of those with mobile phones, only 8 percent have smartphones, 36
percent of which are concentrated in the provinces of Guayas, El Oro, and Azuay. Those with post-

graduate degrees are most likely to own smartphones.15

Ecuador is home to three mobile service providers: one state-run operator, CNT, and two private
providers, Claro (CONECEL) and Movistar (OTECEL). The total number of active cellular
accounts exceeds 14 million, distributed as follows: Claro leads the pack with 69 percent of
subscribers, followed by Movistar with 29 percent, and finally, state-run CNT, with almost 2

0| Tiempo, “Internet Aumentara Velocidad” [Internet Speed will Increase], May 17, 2012,
http://www.eltiempo.com.ec/noticias-cuenca/96903-internet-aumentara-velocidad/.

™ £] Digrio, “Correa Anuncia que el Sueldo Basico Aumenta a $318”[Correa Announces that the Base Salary is Increasing to
$318], December 22, 2012, http://www.eldiario.ec/noticias-manabi-ecuador/250696-correa-anuncia-que-el-sueldo-basico-
aumenta-a-318/.

12 Tempest Telecom, Coverage Guide: Ecuador — Dialup Internet Access, accessed August 8, 2013,
http://www.tempestcom.com/guide/guide.aspx?Id=60&view=1.

13CNT, National Corporation of Telecommunications, Products and Services, CNT, 2012,
http://www.cnt.gob.ec/cntwebregistro/04 cntglobal/productos detalle.php?txtCodiSegm=1&txtCodiLine=4&txtCodiProd=348&
txtCodiTipoMovi=0#valDes.

¥ Tiempo, “Internet Aumentara Velocidad” [Internet Speed will Increase], May 17, 2012,
http://www.eltiempo.com.ec/noticias-cuenca/96903-internet-aumentara-velocidad/.

3 INEC, National Center for Statistics and Censuses, “Reporte Anual de Estadisticas sobre Tecnologias de la Information y
Comunicaciones (TICs) 2011” [Annual Report of Statistics about Information and Communications Technologies (ICTs) 2011],
http://www.inec.gob.ec/sitio tics/presentacion.pdf.
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percent of subscribers.'® While some data packages include internet access, Movistar’s full
navigation package imposes certain limitations on the applications subscribers may use.'” Movistar
states that it retains the right to restrict access to certain sites without prior warning, should the
sites generate content that could “affect the proper functioning of its system.” Such vague language
leaves the rationale behind the restriction of certain websites rather opaque, although it appears to
be a policy related to security concerns rather than one driven by censorship.18

Despite their popularity, the Ecuadorian government classifies mobile phones as luxury items. In
addition to being excluded from the tax exemption extended to computers, a June 2012 ruling
(No. 67) issued by the Committee on Foreign Trade (COMEX)" also imposes quotas on the
importation of mobile telephones.20 According to the edict, the limitation is predicated on
preventing further environmental degradation resulting from residual cell phone waste.

Social networks are not widely used in Ecuador. A national survey revealed that as of 2011, only 3
percent of Ecuadorians utilized such platforms, most of whom were concentrated in coastal, urban
areas and held university degrees.21 The Ecuadorian blogosphere has largely followed in the
footsteps of conventional media, witnessing a slight decrease in the quantity of voices represented
in recent years while still supporting discussion on a wide array of issues, including politics, sports,
and daily news. Isolated communities in rural areas have less of a presence online due to
connectivity issues, and therefore less representation in terms of advocating for matters such as
water rights and indigenous land issues, leading to potential marginalization in online communities.

In recent years, the Ministry of Telecommunications (MINTEL) has initiated a handful of projects
predicated on increasing digital literacy and general internet access. To that end, Infocentros have
been installed in 377 (48 percent) of Ecuador’s 810 rural parishes, with a projection of 100 percent
by 2014. 2" As mentioned above, Infocentros provide free access to computers, telephones, and the

'8 SUPERTEL, “Operadoras Reportaron 17.133.539 Lineas Activas de Telefonia Movil Prestadas a Través de Terminales de
Usuario”[Operators Report 17,133,539 Active Mobile Telephone Lines Provided to Users], Superintendencia de
Telecomunicaciones, February 20, 2013,

http://www.supertel.gob.ec/index.php?option=com content&view=article&id=1182%3Aoperadoras-reportaron-17133539-
lineas-activas-de-telefonia-movil-prestadas-a-traves-de-terminales-de-usuario&catid=44%3Aprincipales&ltemid=344.

Y Movistar, “Aplicaciones Restringidas - Plan Full Navegacion” [Restricted Applications — “Full Navigation” Plan], Movistar
Mobile Phone Company, http://movistar.com.ec/pdf/Aplicaciones restringidas IM Full Navegacion.pdf.

8 Movistar, Aplicaciones Restringidas Plan Full Navegacion” [Restricted Applications in Full Navigation Plan], Movistar, accessed
August 1, 2013, http://movistar.com.ec/pdf/Aplicaciones restringidas IM Full Navegacion.pdf.

19 COMEX, “Resolucién N267 del Comité de Comercio Exterior” [Legal Ruling # 67 of the Committee for External Business
Relations], June 11, 2012, http://www.produccion.gob.ec/wp-content/uploads/downloads/2012/09/RESOLUCION-67.pdf

% | a Hora Nacional, “Restricciones de Comercio Limitaran Acceso a Internet” [Trade Restrictions will Limit Access to the
Internet], June 26, 2012, http://www.lahora.com.ec/index.php/noticias/show/1101351932#.UTONgahgbME.

L Carlos Correa Loyola, “Aprobacion de la Ley de Comunicacion en Ecuador y su impacto en Internet” [Approval of the
Communications Law in Ecuador and its Impact on the Internet], Bitacora de Calu (blog), June 17, 2013,
http://calu.me/bitacora/2013/06/17/aprobacion-de-la-ley-de-comunicacion-en-ecuador-y-su-impacto-en-internet.html; See
also: INEC, National Center for Statistics and Censuses, “Reporte Anual de Estadisticas sobre Tecnologias de la Information y
Comunicaciones (TICs) 2011” [Annual Report of Statistics about Information and Communications Technologies (ICTs) 2011],
http://www.inec.gob.ec/sitio_tics/presentacion.pdf.

2 MINTEL, Infocentros — Sobre, MINTEL, Republica del Ecuador, coverage extended through 2012,
http://www.infocentros.gob.ec/infocentros/index.php?option=com content&view=category&Ilayout=blog&id=38&Itemid=56.
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internet, and also offer ICT training.23 During 2012, teams from the National Plan of Digital
Recruitment (PLANADI) utilized Infocentros to train a reported 34,500 people to be technical
managers.24 To date, 445,000 visitors have accessed the internet from such centers in rural
districts. The project appears to be meeting its goals of expanding demand for the internet to rural
areas, as well as increasing the percentage of the population that enjoys digital literacy.

In rural areas, cybercafes, which generally provide internet access at a rate of $1 per hour, are often
relied upon. Such establishments face the same requirements as other businesses, including
registering with the government. In order to utilize the services provided by cybercafes, the
national secretary of telecommunications, SENATEL, requires that users register with the
following: full name, phone number, passport number, voting certificate number, email address,
and home address. Users must also agree to terms that stipulate that all information entered into
the database during use falls under the jurisdiction of SENATEL and the superintendent of
telecommunications, SUPERTEL. If a user infringes on the terms and criminal charges are
applicable to the transgression, the user will be prosecuted under Ecuador’s penal code.”

Ecuador’s backbone is not highly centralized. There have been no reported incidents of the
government placing restrictions on applications from new companies in the ICT sector, however
high registration costs and administrative hurdles can make it difficult to begin operating a new
telecommunications business. New ISPs and mobile companies often face fees as high as $100,000
as well as legal obstacles, each of which can complicate their attempts to enter the market.*® Private
ISPs sometimes engage in bandwidth throttling (the intentional slowing down of internet service)
to specific sites when excessive amounts of bandwidth are being consumed. It appears as though
Ecuadorian ISPs utilize this strategy for traffic management rather than for censorship, however
they are not transparent about such restrictions and there are likewise no laws to protect against
preferential treatment of certain sites in times of high traffic.

Ecuador’s state regulatory agency is called the National Telecommunications Council
(CONATEL).” It is part of the Telecommunications Ministry, the head of which is nominated by
the president and also serves as the head of CONATEL, a process which demonstrates close
alignment with the executive body.” In July 2012, CONATEL issued the Telecommunication
Service Subscribers and Added Value Regulation Act.” Internet subscribers have taken issue with

2 MINTEL, Infocentros — Sobre, MINTEL, Republica del Ecuador, coverage extended through 2012,
http://www.infocentros.gob.ec/infocentros/index.php?option=com content&view=category&Ilayout=blog&id=38&Itemid=56.
2 Alvaro Layedra, MINTEL, reported via Twitter account @alayedra, Twitter, January 2013, https://twitter.com/alayedra.

% SENATEL, Registro de Cibercafes On Line [Registration of Cybercafes Online], Republica del Ecuador, accessed August 6, 2013,
http://www.regulaciontelecomunicaciones.gob.ec/registro-de-cibercafes/.

% AEPROVI, general information available at: http://www.aeprovi.org.ec.

" £ Universo, “Presidente del CNE: Hay que regular a las redes sociales y a eso vamos” [President of CNE: We have Regular
Social Networks], El Universo, October 18, 2012, http://www.eluniverso.com/2012/10/18/1/1355/presidente-cne-hay-regular-
redes-sociales-eso- vamos.html

28 SENATEL, “CONATEL - Consejo Nacional de Telecominicaciones” [CONATEL — National Telecommunications Council], accessed
August 5, 2013 http://www.regulaciontelecomunicaciones.gob.ec/conatel/.

% Carlos Correa Loyola, “Carta Impresa a Domingo Paredes, Presidente del CNE, sobre Intencidn de Regular las Redes Sociales”
[Printed Letter to Domingo Paredes, President of CNE, about the Intention to Regulate Social Networks], Bitdcora de Calu
(blog), October 18, 2012, http://calu.me/bitacora/2012/10/18/carta-impresa-a- domingo-paredes-presidente-del-cne-sobre-
intencion-de-regular-las-redes-sociales.html.
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some of the act’s main provisions, namely: discretionary exemption relating to use of infrastructure
against state security (Article 24.9) and the granting of authority to CONATEL to request users’ IP
addresses without court order (Article 29.9).%

LIMITS ON CONTENT

There have been no widespread instances of blocking or filtering of websites or blogs in Ecuador,
but there has often been restraint of political and government-related content both in print and,
increasingly, online. Attempts to censor statements made in times of heightened political sensitivity
have been witnessed, as have alleged instances of censorship via the overly broad application of
copyright protection principles to content critical of the government. The population is able to
access diverse sources of national and international information, however, anti-government
commentary has been subject to governmental repercussions in recent years.

While access to blogs and social media platforms such as Facebook, Twitter, and YouTube is
generally free and open in Ecuador, during the February 2013 presidential elections, the National
Electoral Council (CNE) announced that it would begin making efforts to police social networks,
though the mechanism by which such censorship would occur are unclear. This attempt led to
online mobilization and protests by web users, which resulted in a guarantee from CNE not to
regulate citizens’ personal expression or opinions on social networks.?!

Another contentious case involves the trial of the Luluconto 10, a group of young social protestors
suspected of planting pamphleteering bombs—mini explosions designed to distribute political
pamphlets in crowded areas. Among the 10 activists who were arrested are a lawyer, a dentist, an
engineer, a young mother, and a law student—all of whom were imprisoned on the day of their
arrest and held without charges for four months. After they were finally brought to trial on
terrorism charges, the group’s defense lawyers were banned from reporting on the case through
social networks.*> The order came on the heels of growing social mobilization advocating for a free
and fair trial, much of which was carried out online, illustrating the impact of social media
networks even in a country in which only a small minority of citizens have such accounts.”’

The Ecuadorian government has periodically sought to block critical content on grounds of
copyright infringement. A controversial 2012 documentary about President Correa was subject to
such treatment when clips of the film were posted on YouTube and Vimeo. The videos were
removed after Spanish anti-piracy firm Ares Rights filed a copyright infringement lawsuit on behalf
of Ecuador’s state-run TV channel, claiming that the documentary included unauthorized images of

30 £1 Comercio, “Jueces Ordenan que Juicio del Caso Luluncoto no se Transmita por Redes Sociales” [Judges Ordered that Case
of Luluncoto is not to be Transmitted by Social Networks], January 23, 2013, http://www.elcomercio.com/seguridad/Jueces-
ordenan-Luluncoto-transmita- sociales 0 852514906.html.

31 Website of CONATEL (National Telecommunications Council), http://www.conatel.gob.ec/.

32 CONATEL, “Resolucion TEL-477-16-CONATEL-2012", [Resolution TEL-477-16-CONATEL-2012], July 11, 2012, available here:
http://www.regulaciontelecomunicaciones.gob.ec/.

* Manuela Picg, “Criminalizing Social Protests,” Al Jazeera, February 14, 2013,
http://www.aljazeera.com/indepth/opinion/2013/02/20132128651511241.html.
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the presiclent.34 Distribution of the documentary has been riddled with problems both within
Ecuador and abroad ever since. After interviewing the filmmaker, Santiago Villa, on an Ecuadorian
radio show, host Andres Carrion was forced to shut down his radio program.z’5 When Villa
attempted to broadcast the documentary on American TV channel American TeVe, he was asked to
make changes to the film’s content, allegedly due to fears of legal reprisal. The documentary is now
available only on the Russian website smotri.*®

The Ecuadorian government has occasionally been accused of manipulating digital media via the use
of progovernment commentators employed to counter opposition voices. In February 2012,
Fernando Balda, a former member of President Correa’s socialist Alianza PAIS political party,
blogged about government “troll centers” dedicated to defending the president and slandering the
opposition on social media. Balda describes a digital “army” tasked with such work, which, he says,
is comprised of workers with pseudonymous Facebook and Twitter accounts. Although
Communications Secretary Fernando Alvarado refuted Balda’s claims,’ reporters at El Comercio
echoed such accusations in March 2012. Citing Balda’s statements as well as complaints made to the
NGO Fundamedios, EI Comercio claims that an investigation into tax records revealed that a number
of accounts associated with inflammatory comments about journalists were in fact not registered to
real people but appear to exist solely to slander journalists on social media pla‘cforms.38 Over the
years, reports have also surfaced of intense government pressure on media outlets to silence critical
opinions during elections and at other times of heightened political interest.”

Although formal rules governing online activity have only been discussed in recent years, self-
censorship has long been encouraged by the ramifications associated with the publication of critical
comments. In January 2013, for example, President Correa ((@MashiRafacl) called for the National
Secretary of Intelligence (SENAIN) to investigate two Twitter users who had published disparaging
comments about him, an announcement which sent a warning to others not to post comments
critical of the president.40 In recent years, the Ecuadorian state has issued complaints and filed court

* Mike Masnick, “Spanish Anti-Piracy Firm Ares Rights History of Censorship by Copyright for Ecuador and Argentina,”
Techdirt.com, June 28, 2013, http://www.techdirt.com/articles/20130628/17335823665/spanish-anti-piracy-firm-ares-rights-
appears-to-specialize-censorship-copyright-latin-american-countries-like-ecuador.shtml.

*Human Rights Ecuador, “Journalist Andres Carrion Forced to Leave Radio After Interview with Author of Correa
Documentary,” Human Rights Ecuador, December 6, 2012, http://www.humanrightsecuador.org/2012/12/06/journalist-
andres-carrion-forced-to-leave-the-radio-after-interview-to-author-of-correa-documentary/.

* Silvia Higuera, “YouTube, Vimeo Remove Documentary on Rafael Correa for Alleged Copyright Infringement,” Knight Center
for Journalism in the Americas, December 19, 2012, https://knightcenter.utexas.edu/blog/00-12416-youtube-vimeo-remove-
documentary-rafael-correa-alleged-copyright-infringement.

37 £ Universo, “Dirigente de SP Revela Supuesto ‘Ejercito’ de Cuentas Falsa en Ecuador” [SP Reveals Alleged ‘Army’ of Fake
Accounts in Ecuador], February 28, 2012, http://www.eluniverso.com/2012/02/28/1/1355/dirigente-sp-revela-supuesto-
ejercito-cuentas-falsas-ecuador.html; Maca Lara-Dillon, “Inedito: Gobierno de Ecuador Habria Montado un ‘Troll Center’”
[Unpublished: Government of Ecuador has Set Up a Troll Center], Pulso Social, March 1, 2012,
http://pulsosocial.com/2012/03/01/inedito-gobierno-de-ecuador-habria-montado-un-troll-center/.

®g Comercio, “El Supuesto ‘Troll Center’ Tuvo en su Mora a El Comercio” [The Alleged ‘Troll Center’ Seen at El Comercio], E/
Comercio, January 3, 2012, http://www.elcomercio.com/politica/supuesto-troll-center-mira-COMERCIO 0 655734472.html.
39 Milton Ramirez, “Ecuador: The Departure of a Television Anchor, Global Voices Online, April 25, 2009,
http://globalvoicesonline.org/2009/04/25/ecuador-the-departure-of-a-television-anchor/; See also: Ecuador Sin Censura,
http://ecuadorsincensura.blogspot.com/2009/04/cero-independencia.html.

0 Fcuador Times, “Rafael Correa Asked the SENAIN to Investigate Twitter Accounts,” Ecuador Times, January 25, 2013,
http://www.ecuadortimes.net/2013/01/25/rafael-correa-asked-the-senain-to-investigate-twitter-accounts/.
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proceedings against certain mainstream media outlets that maintain a digital presence via websites
or social networks, including EI Comercio and La Hora. Critics allege that reporters and journalists
associated with the digital branches of these publications have exemplified a marked shift in tone,
resorting to pro-government expression following state seizures of printing press equipment and
supplies, as well as threats of legal action for online posts.41

After receiving criticism from the government, news site La Hora indefinitely suspended the reader
comments section on its website. Such action was taken in order to avoid “publishing offensive
comments” that might violate a clause in Ecuador’s proposed communications law (since approved)
that imposes “ultimate responsibility” on publishers for any content that “threatens the honor or
name of a good person”™—a clause which extends to the reader commentary section of a
newspaper’s website.*’ Despite La Hora’s efforts, one month later, the newspaper found itself at
the center of a governmental dispute over content. The newspaper was forced by court order to
publish an apology to the government, both on its website and in print, for having published a story
based on data from an independent monitoring center that claimed the government had spent $71
million on propaganda.43

Print and digital news outlet EI Comercio faced similar pressure related to its readers’ comments;
like La Hora, the comments section was ultimately disabled, although in this instance the catalyst
was a letter from President Correa. In July 2012, the president accused El Comercio of censoring
progovernment commentary and allowing only inflammatory, anti-Correa rhetoric from
commentators to be posted on its website. The newspaper subsequently apologized to Correa,
stating that it was an “error [on the part of the newspaper] not to have filtered the offensive
comments to the president.”44 At the president’s request, the comments section has since been shut
down completely.

In Ecuador, social networks have been utilized to coordinate meetings held in real life to organize,
protest, or propose actions. To date, there have been no official governmental constraints on
internet-mediated mobilization; however, the impact of such movements has been limited.
Warnings from the president stating that the act of protesting will be interpreted as “an attempt to
destabilize the government” have undoubtedly discouraged some from participating in protest
movements.*’

* The Telegraph, “Ecuador President Wins Libel Case Against Newspaper,” July 21, 2011, The Telegraph,
http://www.telegraph.co.uk/news/worldnews/southamerica/ecuador/8651676/Ecuador-president-wins-libel-case-against-
newspaper.html.

2 Silvia Higuera, “Government of Ecuador asks Paper to ‘Filter’ Reader Comments,” Knight Center for Journalism in the
Americas, January 30, 2013, https://knightcenter.utexas.edu/blog/00-12744-government-ecuador-asks-paper-“filter”-reader-
comments.

B Diario, “Diario La Hora Publica Sus Disculpaspara el Gobierno,” El Diario, November 14, 2012,
http://www.eldiario.ec/noticias-manabi-ecuador/247818-diario-la-hora-publica-sus-disculpas-para-el-gobierno/; See also: Silvia
Higuera, “Ecuadorian Newspaper Complies with Court Order, Apologizes to Government,” Knight Center for Journalism in the
Americas, November 16, 2012, https://knightcenter.utexas.edu/blog/00-12104-ecuadorian-newspaper-complies-court-order-
apologizes-government.

* E] Comercio, “Correa Da Su Version del Desfile Olimpico” [Correa Gives His Version of the Olympic Parade], July 28, 2012,
http://www.elcomercio.ec/politica/Rafael-Correa-da-version-desfile-Olimpico-juegos-olimpicos 0 745125557.html.

** Carlos Andres Vera, “Protesta Tuitera: #EI8ALasCalles” [Twitter Protest: #EI8ALasCalles], Polificcion (blog), March 6, 2012,
http://polificcion.wordpress.com/2012/03/06/protesta-tuitera-el8alascalles/.

ECUADOR



FREEDOM ON THE NET 2013

VIOLATIONS OF USER RIGHTS

Ecuador’s media freedom standards continue to be contradictory, balancing positive provisions
such as universal access to ICTs with concerning developments relating to user privacy and
manipulation of the press. While President Correa has had a hand in influencing some of the media
via a direct line to reporters, he has also made a show of purportedly supporting free speech
without condition, going so far as to grant diplomatic asylum to WikiLeaks founder Julian Assange
much to the chagrin of some members of the international cornrnunity.46 The incongruity of the
president’s strategy points to a dual desire to limit domestic media while simultaneously asserting a
world image as a supporter of free speech. Ecuador’s new communications law, however, is poised
to overshadow the nation’s foreign policy.

While the Organic Law on Communication does contain some positive provisions, such as
recognizing the right to communication, it also contains numerous articles of concern for advocates
of online expression. One rule greatly compromises user anonymity by forcing media companies to
collect and store user information.*” Another vaguely worded article prohibits “media lynching,”
which appears to extend to any accusation of corruption or investigation of a public official—even
those that are supported with evidence. Websites are also subject to “ultimate responsibility,”
which makes them liable for all hosted content. A new body with oversight authority, to be
appointed by the executive, has also been described in vague language, which may leave the door
open to arbitrary actions against bloggers, journalists, and users of social media.*®

Article 16.2 of Ecuador’s constitution guarantees “universal access to information technologies and
communication.” Article 384 similarly confers the ability to exercise one’s right to
communication, information, and freedom of expression. However, a discretionary loophole in
Resolution TEL-477-16-CONATEL-2012 grants ISPs a wide margin for the implementation of
“actions they deem necessary to the proper administration of the service network,” and by
extension, threatens net neutrality. %0

In July 2012, Ecuador’s Ministry of Telecommunications issued a resolution (The
Telecommunication Service Subscribers and Added Value Regulation Act) establishing a framework
for ICT user rights and ISPs. Among its provisions are articles stating that telecommunications is
considered a “strategic sector” by the Ecuadorian government, and that the state is tasked with the

%l Telégrafo, “Ecuador Concede Asilo Diplomatico a Julian Assange” [Ecuador Grants Diplomatic Asylum to Julian Assange],
August 16, 2012, http://www.telegrafo.com.ec/actualidad/item/ecuador-concede-asilo-diplomatico-a-julian-assange.html.
7 Analia Levin, “Mechanisms of Censorship in Ecuador’s Communication Law,” Global Voices Online, July 22, 2013,
http://advocacy.globalvoicesonline.org/2013/07/22/mechanisms-of-censorship-in-ecuadors-communications-law/.

8 Alejandro Martinez, Ecuador’s Controversial Communications Law in 8 Points,” Knight Center for Journalism in the Americas,
June 20, 2013, https://knightcenter.utexas.edu/blog/00-14071-8-highlights-understand-ecuador’s-controversial-
communications-law.

*® MINTEL, “Autoridades del MINTEL se reunieron con usuarios digitales” [MINTEL Authorities Met with Digital Users],
Ministerio de Telecomunicaciones y Sociedad de la Informacién, August 13, 2012,
http://www.telecomunicaciones.gob.ec/autoridades-del-mintel-se-reunieron-con-usuarios-digitales-2/.

*% see Article 15.6 of CONATEL’s Telecommunication Service Subscribers and Added Value Regulation Act:
http://www.elcomercio.com/seguridad/Jueces-ordenan-Luluncoto-transmita- sociales 0 852514906.html.
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“administration, regulation, control and management” of such technologies, while also being
responsible for ensuring that the public has access to ICTs. Article 14 further establishes a state
guarantee of privacy and security for wusers, prohibiting third party interception of
communications.’' Despite such positive provisions, however, Article 29.9 of the same act
authorizes CONATEL to track IP addresses from ISP customers without judicial order.*’

There are no specific laws criminalizing online content, however, standard defamation laws apply
to content posted online, and are sometimes invoked by the governrnent.53 While lawsuits have
been filed against digital news sites for comments critical of the current administration, detentions
of regular ICT users are not as common. Calls for investigations into Twitter users who post
content critical of the government, have, however, been levied by governmental authorities,
including President Correa, a form of legal intimidation that stands to result in greater self-
censorship online.”* The only recent arrest related to internet activity concerned an activist who
created a fake identity on the government site “Dato Seguro” and posed as the president, allegedly
with the aim of revealing to the public that state information and systems are not sufficiently
secure. Paul Moreno, the man responsible for illustrating the ease of breaching state digital
security, was arrested in Riobamba in November 2012 under accusations of identity theft.>> No
details are available regarding the investigation of Moreno, however, his supporters were very
active on social networks after he was detained (see, for example, tweets under the hashtag
#LiberenAPaulCoyote), a factor that appears to have influenced the judiciary. Moreno was released
four days after his arrest following his publication of a public letter of apology. % Although he was
never brought to trial Moreno commented that during his detention, there were no acts of
intimidation and due legal process was followed.”’

Anonymous communication is not prohibited in Ecuador, nor are there restrictions against citizens
who choose to maintain encrypted communications or use security tools. While the state
guarantees privacy of communications, identification and registration are required to purchase a
new cell phone, a regulation which has come into the spotlight following allegations of widespread
secret state surveillance.

> See Article 14 of CONATEL’s Telecommunication Service Subscribers and Added Value Regulation Act:
http://www.elcomercio.com/seguridad/Jueces-ordenan-Luluncoto-transmita- sociales 0 852514906.html.

*2 Carlos Correa Loyola, “Carta Impresa a Domingo Paredes, Presidente del CNE, sobre Intencidn de Regular las Redes Sociales”
[Printed Letter to Domingo Paredes, President of CNE, about the Intention to Regulate Social Networks], Bitdcora de Calu
(blog), October 18, 2012, http://bit.ly/18|0dBH.

>3 Asamblea Nacional de Ecuador, “Constitucion del Ecuador” [Constitution of Ecuador], Asamblea Nacional de Ecuador,
October 20, 2008, http://www.asambleanacional.gob.ec/documentos/constitucion _de bolsillo.pdf.

** Ecuador Times, “Rafael Correa Asked the SENAIN to Investigate Twitter Accounts,” Ecuador Times, January 25, 2013,
http://www.ecuadortimes.net/2013/01/25/rafael-correa-asked-the-senain-to-investigate-twitter-accounts/.

> Paul Moreno, Viajes [Travel] (Blog), http://paulcoyote.tumblr.com/; Paul Moreno, Twitter page, @paulcoyote; See also: Paul
Moreno, “www.DatoSeguro.gob.ec No es Seguro” [www.DatoSeguro.gob.ec is Not Safe], Ecualug, November 26, 2012,
http://www.ecualug.org/?q=20121126/blog/paulcoyote/wwwdatosegurogobec no es seguro.

5 DINARDAP , “Boletin de Prensa de DINARDAP” [DINDARP Press Bulletin], E/ Comercio, November 30, 2012,
http://www.elcomercio.com/%20politica/Boletin-prensa-DINARDAP ECMFIL20121130 0003.pdf; E/ Universo, “Bloguero
Detenido por Usar Datos del Presidente Correa en Sistema Dato Seguro” [Blogger Detained for Using Data of Presiden in System
Data Insurance], El Universo, November 30, 2012, http://m.eluniverso.com/2012/11/30/1/1355/detiene-tuitero-advirtio-
posibles-fallas-sistema-dato-seguro.html.

7 paul Moreno, Letter Detailing Arrest and Detention, Calu (blog), December 1, 2012, http://calu.me/sandbox/cartapaul.jpg.
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In December 2012, Russian tech company Speech Technology Center revealed that it had been
contracted to provide Ecuador with a nationwide “biometric identification platform” capable of
facial and voice recognition. The controversial database of “voiceprints” and facial features created
by the country allegedly stores information only on known or suspected criminals or “persons of
interest.””® Although the government claims not to listen to phone calls for “political purposes,”
human rights advocates have cautioned that the technology holds the potential for abuse and could
be used to track down political dissidents, advocates, or investigative journalists. >

Instances of verbal and physical harassment against journalists appear to be on the raise. In fact,
verbal threats often come from the president, who uses his weekly sabatina (report) to insult
journalists and others who have displeased him. The president, who has referred to journalists as
“assassins with ink®” has also filed—and won——court proceedings against print journalists who have
made critical comments about him or about presidential orders that resulted in the harming of
civilians. In one landmark case from 2011, newspaper EI Universal was charged $40 million in
damages for publishing a critical article. Emilio Palacio, author of the column, and the directors of
the newspaper were all sentenced to three years in prison. Palacio’s sentence was overturned in
August 2012, but he and his family were already in the process of applying for political asylum in
the United States which was granted the following month.®'

Recent years have also been witness to two murders—one of a photojournalist, and one of an
online reporter. In August 2012, Orlando Gomez Leon, a Quito based journalist from Colombia
who writes for a Colombian weekly newspaper and also serves as an internal editor at print and
digital newspaper La Hora, was the target of intimidation and violence. After contributing to an
article discussing Ecuador’s free speech issues and its contradictory extension of asylum to
WikiLeaks creator Julian Assange, Gomez began receiving threats. Later in the day, he was attacked
by two assailants with a steel bar but managed to drive away unharmed. Given the nature of the
threats he received, which included a warning to “stop saying bad things about Ecuador,” the attack

appears to be connected directly to Gomez’s journalism.62

In April 2013, Fausto Valdivieso, a public relations consultant and journalist of nearly 30 years who
wrote widely on social networks and reported for a small online TV station, was murdered after
numerous threats and a previous attempt on his life a day earlier. Although a link to his journalistic
work has not been proven, his murder occurred while he was investigating issues related to the

8 Ryan Gallagher, “Ecuador Implements ‘World’s First’ Countrywide Facial- and Voice-Recognition System,” Slate, December
12, 2012, http://slate.me/TIE6WV.

%9 Rosie Gray and Adrian Carrasquillo, “Ecuador Defends Domestic Surveillance,” Buzzfeed, June 27, 2013,
http://www.buzzfeed.com/rosiegray/ecuador-defends-domestic-surveillance.

0 Summer Harlow, “Ecuador President Blasts New Media during Speech at Columba University in New York,” Knight Center for
Journalism in the Americas, Septemeber 28, 2011, https://knightcenter.utexas.edu/blog/ecuador-president-blasts-news-media-
during-speech-columbia-university-new-york.

1 Human Rights Ecuador, “Caso El Universal,” accessed August 7, 2013, http://www.humanrightsecuador.org/casos-
destacados/caso-el-universo/?lang=es See also: Emilio Palacio, “Mi Vida en 830 Palabras,” Emilio Palacio en Internet (blog),
September 2011-August 2012, https://sites.google.com/site/emiliopalacioeninternet2/home/trayectoria-de-Emilio-Palacio.

62 Reporters Without Borders, “Colombian Journalist Threatened, Attacked with Steel Bar,” Reporters Without Borders, August
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government. Accordingly, his work has been suspected as one possible motive in the killing.63 The
suspects, currently in custody, are reputed to be members of a criminal drug-trafficking ring.64

Cyberattacks in Ecuador are generally sporadic rather than systematic, although they appear to be
on the rise. These assaults include modifications to webpages (defacements), phishing, the spread of
malware, and DDoS attacks. The websites of independent human rights organizations have
occasionally been subject to disabling attacks and unexplained disruptions, and although their
administrators suspect government involvement, no party has yet taken responsibility. In February
2013, the Twitter accounts of human rights organization Fundamedios (Andean Foundation for
Media Observation and Study) and the online activism site Polificcion were suspended without
explanation.65 Following a press conference held by Fundamedios which detailed the dangers of
arbitrary suspension, the organization’s Twitter account was reinstated in March, 201 3.6

In January 2013, immediately following the publication of an article alleging that President Correa
had two offshore bank accounts in Switzerland, website Bananal.eaks.co was the target of disabling
cyberattacks. Although administrators were able to get the site back up and running one day later,
Bananaleaks says its site was “immediately sabotaged by the Ecuadorian government with DDoS
attacks.”’ Independent media outlets have not been the only targets of such attacks, however. In
August 2012, “hacktivist” group Anonymous hacked into 45 websites belonging to the Ecuadorian
government in protest of Article 29 of CONATEL’s July 2012 resolution allowing government
agencies to request users’ IP addresses.®® Operation #OplnternetSurkishka wreaked utter and
widespread havoc on governmental websites for two days. 69

% For more on Valdivieso’s writings, see: YouTube, Patuchobalcon, last updated August 2011,
http://www.youtube.com/user/patuchobalcon.
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Extra, June 3, 2013, http://www.diario-extra.com/ediciones/2013/06/03/cronica/fausto-valdiviezo-conocia-a-sus-presuntos-
asesinos/; See also: Reporters Without Borders, “Journalist Slain in Guayaquil, a Day after Escaping Earlier Murder Attempt,”
Reporters Without Borders, April 12, 2013, http://en.rsf.org/ecuador-journalist-slain-in-guayaquil-a-12-04-2013,44372.html.
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Government] Europa Press, August 11, 2012, http://www.europapress.es/latam/ecuador/noticia-ecuador-anonymous-hackea-
45-webs-gobierno-ecuatoriano-20120811063017.html.

69 Storify, “#OplnternetSurkishka en Ecuador” [#OplnternetSurkishka in Ecuador], Digital Users of Storify EC, August 2012,
http://storify.com/ecuadorinternet/opinternetsurkishka.
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KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

Authorities repeatedly throttled mobile internet service in the areas around political
protests, preventing activists from communicating through social networks and VolP
services (see OBSTACLES TO ACCESS).

Courts ordered the temporary blocking of YouTube and permanent blocking of
pornography sites, though the decisions have not been implemented (see LIMITS ON
CONTENT).

An unprecedented number of liberal bloggers and online activists have been prosecuted

by special courts for insulting the president. Several users were also charged for
insulting religion over social networks (see VIOLATIONS OF USER RIGHTS).

Administrators of antigovernment and anti-Muslim Brotherhood Facebook groups
were targeted in cases of extralegal abductions and killings (see VIOLATIONS OF USER
RIGHTS).

Senior Muslim Brotherhood officials working in the office of President Morsi
reportedly met with an Iranian spy chief in December 2012 to seck assistance in the
development of new surveillance capabilities outside of the traditional military-
controlled structure (see VIOLATIONS OF USER RIGHTS).




FREEDOM ON THE NET 2013
EDITOR’S NOTE ON RECENT DEVELOPMENTS

This report covers events between May 1, 2012 and April 30, 2013. On July 3, 2013, President
Mohamed Morsi was removed from power by General Abdul Fatah al-Sisi, the Defense Minister and
head of the armed forces. Millions of Egyptians had taken to the streets since June 30 in a protest
coordinated by a grassroots campaign known as Tamarod, the Arabic word for “rebel.” Tamarod, which
is supported by the Egyptian Movement for Change, threatened widespread civil disobedience if Morsi
did not resign by July 2. More significantly, the army issued a 48-hour ultimatum to the country’s
political groups to “meet the demands of the people” and threatened to intervene if the political crisis
was not solved. When Morsi refused to back down, the army took him under detention and appointed
the head of Egypt’s highest court, Adly Mansour, as interim president. Together with religious and
secular opposition leaders, General al-Sisi set out a roadmap for the drafting of a new constitution as
well as the holding of parliamentary and presidential elections. Supporters of Morsi remained camped
out in two large protest sites until August 14, when security forces raided the camps, killing hundreds
in the process. Senior Muslim Brotherhood figures were taken under arrest and a temporary state of

emergency was declared.

INTRODUCTION

Since the internet was introduced in the country in 1993, the Egyptian government has invested in
information and communications technology (ICT) infrastructure as part of its strategy to boost the
economy and create jobs. Until 2008, authorities showed a relaxed attitude toward internet use
and did not censor websites or use high-end technologies to monitor discussions. However, with
the rise of online campaigns to expose government fraud, document acts of police brutality, and
call for large-scale protests, the government began to change its stance. Between 2008 and 2011,
state police admitted to engaging in surveillance, online censorship, and cyberattacks — especially
against sites related to the Muslim Brotherhood and other opposition movements. '

The significant role of ICTs in the 2011 protests that toppled the 30-year regime of President Hosni
Mubarak led some to label the event as the Facebook’ or Twitter revolution.® After the Supreme
Council of Armed Forces (SCAF) took control of the government, the military administration
maintained many of its predecessor’s tactics by keeping mobile phones, social media, and
opposition activists under vigorous surveillance. Even as several activists and bloggers were
intimidated, beaten, or tried in military courts for “insulting the military power” or “disturbing
social peace,” social networks continued to grow as a democratizing tool. Online, Egyptians
launched debates about the fate of their emerging democracy and exerted pressure on SCAF to end

! Galal Amin, Whatever happened to the Egyptian Revolution, Cairo: Al Shorook, 2013.

2 Abigail Hauslohner, “Is Egypt About to Have a Facebook Revolution,” Time, January 24, 2011,
http://www.nbcnews.com/technology/jon-stewart-questions-egypts-twitter-revolution-125446.

® Helen A.S. Popkin, “Jon Stewart questions Egypt’s ‘Twitter revolution’,” NBC News, January 28, 2011,
http://www.nbcnews.com/technology/jon-stewart-questions-egypts-twitter-revolution-125446.
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decades under emergency rule. On May 31, 2012, the state of emergency was finally lifted* and
one month later, power was officially handed over to a civilian government in a controversial
election that pitted a former Mubarak official with an Islamist candidate.’

After the election of President Mohammed Morsi, a candidate from the Muslim Brotherhood’s
Freedom and Justice Party, Egypt has failed to make any gains in internet freedom. The passage of a
new constitution did not allay concerns over threats to free speech and a record number of citizens
were prosecuted for insulting the president. The rise of Islamist forces has also contributed to an
increase in online blasphemy cases being tried in Egyptian courts, resulting in several users
receiving jail sentences. Countless other web activists and social media users have been harassed and
detained. Police authorities and Muslim Brotherhood thugs engaged in extralegal violence against
liberal activists and revolutionary youths who voice dissent online. Finally, distrust between the
military and the Muslim Brotherhood led the latter to seek Iranian assistance in the development of
parallel security and intelligence arms outside of the existing military-controlled structure. Despite
these obstacles, online journalists and commentators have continued their dynamic role, pushing
the boundaries of free speech and protesting against the undemocratic actions of the civilian
president.

OBSTACLES TO ACCESS

:

The development of Egypt’s ICT sector has been a strategic priority since 1999, when former
president Mubarak created the Ministry of Communications and Information Technology (MCIT)
to lead Egypt’s transition into the information age.6 Since then, ICT use has increased rapidly, with
internet penetration growing from 16 percent in 2007 to 44.1 percent in 201 2.7 Mobile internet,
cither using smartphones or USB modems, accounts for roughly 44 percent of all internet use, with
ADSL use at around 38 percent. Egypt’s mobile phone penetration rate was 113.2 percent in the
first quarter of 2013, amounting to over 94 million mobile subscriptions.”

Although these figures are promising, there are a number of obstacles hindering access to ICTs,
including an adult literacy rate of only 72 percent,9 poor telecommunications infrastructure in rural
areas and urban slums, and flagging economic conditions. Moreover, ICTs and online culture are
often viewed with suspicion and women’s access to technology has become a growing concern after

* “Egypt state of emergency lifted after 31 years,” BBC News, May 31 2012, http://www.bbc.co.uk/news/world-middle-east-
18283635.

® Osman El Sharnoubi, “Egypt’s President Morsi in power: A timeline (Part I),” AhramOnline, June 28 2013,
http://english.ahram.org.eg/News/74427.aspx.

® “Historical Perspective,” Ministry of Information and Communication Technologies, Accessed April 16, 2013,
http://www.mcit.gov.eg/TeleCommunications/Historical Prespective.

7 “Percentage of Individuals Using the Internet” and “Mobile-cellular subscriptions,” International Telecommunications Union,
accessed July 23 2013, http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

8 Ministry of Information and Communication Technologies, “Information and Communications Technology Indicators” March
2013, available at http://mcit.gov.eg/Indicators/indicators.aspx, accessed July 23 2013.

® United Nations Development Program, “Egypt, Country Profile: Human Development Indicators,” accessed July 23, 2013,
http://hdrstats.undp.org/en/countries/profiles/EGY.html.
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the revolution. '° In some cases, marginal religious figures have issued ‘fatwas’ against women using

the internet without the presence of a male chaperone.11

Broadband prices in Egypt are relatively cheap if compared to neighboring Arab Countries.
However, with more than 25 percent of the Egyptian population living under the national poverty
line, internet access is not universally affordable.'” As an indication of what prices are like, a 2
Mbps connection costs $11 per month for a download limit of 4 GB, whereas an unlimited plan
costs $30 per month."” In an index that compares ICT prices to gross national income (GNI) per
capita, Egypt ranks 77" out of 161 countries."

Recent investment in telecommunications infrastructure has been limited since the revolution. The
country’s economic crisis halted plans for a fourth mobile operator license and many foreign
investment projects have ceased due to the increase in violence and political instability. Moreover,
several training programs and collaborations with international and private entities were halted."”
Many cybercafés and ISPs have closed down upon increased threats to their operations and
continued pressure from the government and non-state actors. ' Frequent electricity blackouts also
disrupted internet access in major cities.

Documents recovered from the Ministry of Interior after the fall of the Mubarak regime revealed
how the Egyptian government centralized internet infrastructure and fiber-optic cables into highly-
controllable “chokepoints.”"” In addition, virtually all of Egypt’s telecommunications infrastructure
is owned by Telecom Egypt, a state-owned company. Egypt’s five main ISPs lease lines from
Telecom Egypt and resell bandwidth to over 200 smaller ISPs. The arrangement makes it easy to
suspend internet access or decrease speeds, as was the case during the 2011 revolution. From
January 27 to February 2, 2011, authorities disabled the country’s Border Gateway Protocol
Routes, shutting down all internet traffic in less than one hour." Telecommunications companies
were then ordered to cut mobile internet and text-messaging service under the terms of strict
agreements they had signed with regulators. At the time, state intelligence agencies claimed that

% Ahmed EI Gody, 2008, “New Media New Audience New Topics and New forms of Censorship in the Middle East” in Philip Seib
New Media New Middle East New York: Palgrave

" Sanaa Al Tawila, 2013, The most vocal Women Fatwas http://bit.ly/19MveMJ, accessed June 11, 2013

2 world Bank, “Data—Indicators: Poverty Headcount Ratio at $2 a Day,” http://data.worldbank.org/country/egypt-arab-
republic?display=default, accessed June 13, 2013

3 “Home ADSL Price List,” TE Data, accessed July 24, 2013, http://www.tedata.net/eg/en/Home-ADSL/Home-ADSL-Prices-List.
14 “Measuring the Information Society,” International Telecommunication Union, 2012, http://www.itu.int/en/ITU-
D/Statistics/Documents/publications/mis2012/MIS2012 without Annex 4.pdf.

> B. 0. Adegbemi Onakoya, A. Sheriffdeen Tellaand M. Adenike Osoba Investment in Telecommunications

Infrastructure and Economic Growth British Journal of Economics, Management & Trade 2(4): 309-326, 2012
www.sciencedomain.org/download.php?f=1354167302.pdf.

'8 Asma Alsharif and David Stamp, “Egyptian reassurance may fail to woo investment dollars,” CNBC, March 21, 2013,
http://www.cnbc.com/id/100578204.

7 James Glanz and John Markoff, “Egypt Leaders Found ‘Off’ Switch for Internet,” The New York Times, February 15, 2011,
http://www.nytimes.com/2011/02/16/technology/16internet.html? r=2&pagewanted=all&.

8 Erica Chenoweth, “Backfire in the Arab Spring,” Middle East Institute, September 1, 2011,
http://www.mei.edu/content/backfire-arab-spring.

19 lljitsch van Beijnum, “How Egypt did (and your government could) shut down the internet,” Ars Technica, January 30, 2011,
http://arstechnica.com/tech-policy/2011/01/how-egypt-or-how-your-government-could-shut-down-the-internet/.
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“foreign intelligence [was] using communication technologies to plan terrorist actions.” Steps to
limit bandwidth and temporarily cut off service in targeted areas were also taken by the interim
SCAF administration and, more recently, under President Morsi.

Mobile users and activists have complained of throttled internet speeds in areas of protests, most
likely due to government efforts to limit their ability to organize and document police brutality.ﬂ
In November and December 2012, during demonstrations outside the president’s office and clashes
on Mohamed Mahmoud Street, users reported the temporary cutting off of Voice over Internet
Protocol (VolP) applications and mobile internet access more generally. A more widespread
disruption to connectivity occurred in March 2013 during heightened protests against President
Morsi and the Muslim Brotherhood. However, Egypt’s National Telecommunications Regulatory
Authority clarified that the disruption was due to a cut in an undersea cable that also affected
internet speeds across the region.22 The poor legal and regulatory environment has led to several
campaigns calling for a boycott of government-linked ISPs”® and for the establishment of an
independent entity to monitor the ICT sector.”*

Mobile service providers and ISPs are regulated by the National Telecommunication Regulatory
Authority (NTRA) and governed by the 2003 Telecommunication Regulation Law. The NTRA’s
board is chaired by the ICT minister and includes representatives from the defense, finance, and
interior ministries; the state security council; the presidency; workers’ unions; as well as public
figures, experts, and other military figures.25 Officially, the NTRA is responsible for regulating the
telecommunications industry26 and furthering ICT development through projects like the “eMisr”
National Broadband Plan outlined in late 2011.>” The NTRA also conducts analysis of the
telecommunication market and publishes research to encourage investment. However, there have
been some reports revealing the NTRA’s ties to online control and surveillance activities. Through
its control of the mobile subscriber database, it has been accused of monitoring mobile and social

media applications, such as WhatSApp.28

2 Ameera Fouad, “Saying no to mobile phones,” Al-Ahram Weekly Online, Issue No. 1083, February 2-8, 2012,
http://weekly.ahram.org.eg/2012/1083/eg402.htm.

L Al Wafd, ”Cairo Police Chief: No power cutoff in Tahrir Square” 24 November 2012 http://www.alwafd.org/ lai-

2 5 5/10-4180/311559- ¢yl puaa-b alll- (o dipp Jad YL AWl il

22 Ahmed EI Bermawy “Urgent: Internet Cable major cutoff” Al Tahrir newspaper22 March 2013
http://tahrirnews.com/news/view.aspx?cdate=22032013&id=d0e2c3c4-cdf4-4d9b-a444-d438f00dcac8

3 Campaign for Fair Internet Use http://www.almstba.com/vb/t12717.html.

" The People demand Fair Internet https://www.facebook.com/KefayaSer2a.

% “About Us: NTRA Board: Board Members,” National Telecommunication Regulatory Authority, accessed April 16, 2013,
http://www.tra.gov.eg/english/DPages DPagesDetails.asp?ID=175&Menu=5.

% «pAhout Us: NTRA Board: NTRA Function & Role,” National Telecommunication Regulatory Authority, accessed April 16, 2013,
http://www.tra.gov.eg/english/DPages DPagesDetails.asp?ID=176&Menu=5.

2 “eMisr National Broadband Plan,” National Telecommunication Regulatory Authority,
http://www.tra.gov.eg/emisr/Presentations/Plan _En.pdf.

8 Ahmed El Bermawy “NTRA deny monitoring social media and sms” Masress, January 20, 2013,
http://masress.com/dostor/65762.
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LIMITS ON CONTENT

While the Egyptian government does not block unfavorable or controversial websites, it does
manage to place significant limits on online content through more nuanced means. There have also
been contentious court decisions to block YouTube and pornography, though so far the MCIT has
refused to implement these on the grounds that they are unfeasible. In the country’s highly-
polarized environment, Egypt’s political parties and social movements vie for online supremacy.
The heads of state media companies were replaced with sympathizers of the Muslim Brotherhood,
who have also built their own formidable online media apparatuses to spread propaganda and rally
supporters. Nonetheless, citizen journalism and social media activism have retained their
importance in the country, where official statements by the presidency, the opposition, and the
military are often made on Facebook before they are presented on traditional sources.

Web 2.0 tools such as YouTube, Facebook, Twitter and international blog-hosting services are
freely available. VoIP services are largely available, even if it is technically illegal to make
international calls from mobile networks under Article 72 of the Telecommunications Law, which
forbids the “by-passing [of] international telephone calls by any means whatsoever.”” Thus, VoIP
calls through services such as Skype and Viber can only officially be placed over fixed-line or Wi-Fi
networks, not through 3G.* However, as mentioned above, VoIP tools are often temporarily
blocked or rendered inaccessible through the throttling of bandwidth.

Egypt’s courts have made a number of high-profile rulings to block online content. In late 2012,
Egypt’s prosecutor-general ordered government ministries to implement a 2009 ban on
pornographic websites. While no action has yet been taken, its feasibility was reportedly debated at
the MCIT. The cost of implementing such a ban is estimated at around EGP 25 million ($4
million), a hefty figure when considering the country’s economic woes.’' Several civil society
organizations have criticized the court decision, stating that the banning of content for cultural or
religious grounds could eventually lead to increased censorship. Nevertheless, several ISPs have
already implemented the court decision on a voluntarily basis, offering a “safe internet service” to
subscribers.

Another controversial court decision involved the banning of YouTube for a month in retaliation to
the site hosting the offensive “Innocence of Muslims” video clip.” The February 9, 2013 order was
not implemented by the MCIT, which claimed the block would be too expensive and did not fall
under the ministry’s legal authority. Appeals were filed by both the ministry and the Association for
Freedom of Thought and Expression in Egypt, a local rights group.33

% “Telecommunication Regulation Law, Law No. 10 of 2003,” February 2003, Arab Republic of Egypt.

30 “Egypt banks VolP services from operators such as Skype,” BBC News, March 24, 2010,
http://news.bbc.co.uk/2/hi/technology/8585998.stm.

3 Ingy Hassieb, “Egypt moves to block access to pornography,” LA Times, April 4, 2013,
http://www.latimes.com/news/world/worldnow/la-fg-wn-egypt-access-pornography-20130404,0,1516553.story.

32 Al Balad “Banning YOUTUBE for 30 days ” http://albaladoman.com/?p=8446.

3 “Egypt telecoms authority says can’t block YouTube,” The Daily Star (Lebanon), February 16, 2013, http://bit.ly/1bXbFaA.
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While the courts have yet to force the blocking or deletion of these sites, users have taken up more
informal tactics to force the deletion of social media accounts or groups that express views to which
they are opposed. Facebook groups like “Ana Asf ya Rayes” have had their accounts suspended by
Facebook users sympathetic to the Muslim Brotherhood, citing fabricated copyright or terms of use
violations.** The group had also received threats after calling for protests against the Brotherhood’s

acquisition of power.35

In a separate tactic, online posts and comments are also censored by webmasters and page
moderators. The editors of state media websites deliberately delete posts that are critical toward
the government and actively drum up support for state policies. This echoes the degree of self-
censorship exercised in traditional media, where journalists employ a sense of caution when
tackling subjects such as the presidency, the military, and Muslim-Christian relations. Nonetheless,
the generation of online activists and bloggers that has grown from the January 25 revolution has
become increasingly vociferous in their coverage of sensitive subjects.

As social media has exploded, so too have attempts by political parties, the military, and the
government to communicate and often spread propaganda on their official Facebook and Twitter
accounts. All emerging political parties, social movements, government offices, and military bodies
have started to actively participate in online discussions on the state of the coun‘tlry.36 The
popularity of social media has also galvanized the spread of gossip and rumors, further polarizing
the country’s politics.

More unofficially, armies of micro-bloggers writing in English and Arabic have steered online
discussions in favor of the Morsi government, 37 reportedly with control and even payment from
the Muslim Brotherhood.®® Several pro-Muslim Brotherhood figures have been installed into
leadership positions within the media and telecommunication industries, including Salah Abdel
Maksoud, the former director of Morsi’s presidential campaign who was later appointed
Information Minister. Online media outlets have hinted at the mounting pressure they receive from
the government,39 the Muslim Brotherhood, Salafists, and their sympathetic groups to regulate
content.*” In addition, Islamists have created a “Committee for the Promotion of Virtue and
Prevention of Vice,” modeled after their counterparts in Saudi Arabia, to monitor access to ICTs
and ensure “moral” use of the internet, particularly at cybercafés.41 A Facebook page linked to the

*E Fagr “The suspension of Ana Asf ya Rays and the Brotherhood”
http://new.elfagr.org/Detail.aspx?nwsld=301412&secid=1&vid=2.

* Mohamed ashour "Our page is closed, we got threats of beat and dragging in the streets from the Brotherhood” 14 March
2013 Al Watan news http://www.elwatannews.com/news/details/146611.

% “Internet in Eypt: from an Opposition avenue to a political playground,” DW.de, March 21, 2012, http://dw.de/p/14N4s.
37 see for example: "Twitter Discussions & Trends,” Isqat Al-Nizam, last modified March 5, 2012, accessed June 30, 2012,
http://wiki.aucegypt.edu/isqatalnizam/index.php/Twitter Discussion %26 Trends.

38 Nady Atef “Youth of Egypt create their own website to Defend the brotherhood,” El Gomaa, December 12, 2012,
http://www.elgomaa.com/article.php?id=82640, and Sshar Khamis et al. “Beyond Egypt’s ‘Facebook Revolution’ and Syria’s
‘YouTube Uprising’: Comparing Political Contexts, Actors and Communication Strategies,” Arab Media and Society
http://www.arabmediasociety.com/articles/downloads/20120407120519 khamis gold vaughn.pdf, accessed 12 June 2013.
39 Revolution Youth It is not safe to work as a journalist in Egypt under Brtherhood rule” http://bit.ly/GzrozK.

“° Diaa Rashwan “Journalism is in real threat” http://www.copts-united.com/article.php?1=4108&A=88186, and “National
Movement warns from journalism siege”, Masrawy, http://bit.ly/1fDhUmA.

*! Katerina Nikolas, “Egypt unleashes Islamic morality police force,” Digital Journal, March 3, 2013, http://bit.ly/1fX6NCu.
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committee was closed in July 2012 after its members claimed responsibility for the killing of a

student in Suez.*

The Muslim Brotherhood’s online strength was clear during the May-June 2012 presidential
election. Users linked to the Brotherhood’s Rassd News Network (RNN) provided live updates and
published a Google spreadsheet of the election results before all ballots were counted.”’ Several
entities accused the Muslim Brotherhood and Freedom and Justice Party (FJP) micro-bloggers of
manipulating the election by pushing voters towards an acceptance of Morsi as the new president.44

After the elections, the FJP continued to invest in digital strategies to manipulate popular opinion.*
RNN has grown from a Facebook pageAr6 to become one of the main online news portals in post-
Mubarak Egypt.47 In addition, a leaked document from the office of the president revealed a policy
in which news was first circulated to media outlets sympathetic to the Brotherhood.* Similar

techniques were used by Morsi’s predecessors.

Online news websites have begun to replace traditional news sources due to their immediate and
interactive nature, and because they allow for audience participation and cover topics not tackled
by the traditional media. Regionally, Egyptian online news outlets are some of the most visited
websites in the Middle East, representing 45 percent of online news content from the Arab
world.* Through state media and independent news outlets, Egyptians can access a variety of
viewpoints from the different political and social groups of society.

Content from citizen journalism and blogs have even become the raw material for private and
independent media. Egyptian bloggers collect and disseminate information about the arrests of
activists and acts of torture by the government or non-state actors.”” Bloggers such as Alaa Abdel
Fattah, Wael Abbas, Ahmed Doma, and Asmaa Mahfouz have become media celebrities in
recognition of their work. Numerous well-known figures who write under their real names
continue to push the limits of freedom of expression online, even at great risk to their personal
safety.51

2 “Lacebook group shut down after members claim responsibility for Suez death,” Egypt Independent, July 5, 2012,
http://www.egyptindependent.com/news/facebook-group-shut-down-after-members-claim-responsibility-suez-death.

** Anadol “Egypt cancels all Google services within days” http://www.aa.com.tr/ar/rss/132539

* Omar Aysha “How Egypt is Discussing the Presidential Elections on Facebook and Twitter,” Wamda, June 17, 2012,
http://www.wamda.com/2012/06/how-egypt-is-discussing-the-presidential-elections-on-facebook-and-twitter.

** See video “Amr Adibb exposes the network of electronic monitoring and commities of the Brotherhood,” uploaded by user
“benetton zamalek,” July 12, 2012, YouTube, http://www.youtube.com/watch?v=yjmxPNeV6xU.

* The English language page for RNN can be found at https://www.facebook.com/RNN.World.

7 See http://www.rassd.com.

8 AlWatan ”Mistaken message reveals that the president prefers Youm 7 and Al Shurook over the rest of the newspapers”
http://www.elwatannews.com/news/details/148174.

*> Ahmed EI Gody, Journalism in a Network: The Role of ICTs in Egyptian Newsrooms (Orebro: Orebro University Press, 2012).
0 0sama Diab, “New Egypt, new media,” The Guardian, March 10, 2011,
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Egyptian human rights groups and civil society organizations make extensive use of social media and
blogs in order to document human rights violations and expose government hypocrisy. With over
11 million accounts,*’ Egyptians represent a quarter of all Facebook users in the Arab world.*?
Furthermore, groups like “The Egyptian Movement for Change” (Kefaya), the 6" of April
Movement, and Shayfenkom (“We Can See You”) have been successful in rallying for political causes
through the use of social-networking sites.”* The “No Military Trials for Civilians” campaign has
been successful in garnering support, using Google Spreadsheets to chronicle hundreds of instances
of arbitrary detention in military courts since the revolution.”’ Finally, the “Morsi Meter” website
gained notoriety as it evaluated the first 100 days of President’s Morsi’s term of office and his lack
of success in meeting a number of promises he made upon being elected.®

VIOLATIONS OF USER RIGHTS

Violations against users continued to grow between May 2012 and April 2013, with several
bloggers and activists threatened, beaten, harassed, and killed. The government prosecutes and
intimidates users through the continued use of Mubarak-era laws to silence dissent.’” The number
of lawsuits related to insulting the office of the president skyrocketed in the first six months of
President Morsi’s term, eclipsing the total number of citizens that were convicted during former
president Mubarak’s entire 30 years in office.’® In another trend, blasphemy charges continue to
pose a threat in the post-Mubarak period, with several users arrested and charged for insulting
religion. Most worryingly, the period from May 2012 through April 2013 has seen an increase in
extralegal abductions and targeted killings, with several administrators of Facebook groups
reportedly singled out and shot by snipers during protests. These actions are reflective overall of
the deteriorating environment in Egypt, in which documented attacks on journalists have gone up
tremendously since the January 2011 revolution, including three deaths and 42 cases of temporary
detentions.” In line with some observers’ perceptions that the Muslim Brotherhood sought to
transform existing state structures in an attempt to remain in power, senior officials in the office of
President Morsi staged a high-profile meeting with Iran’s spy chief, in which they reportedly sought
Iranian assistance in developing new security and intelligence arms. The move was interpreted by
some as an attempt to build surveillance capabilities directly under control of the president, thereby
reducing institutional reliance on the military.

2 “study: Egypt ranks 19" in Facebook users,” July 31, 2012, http://www.egyptindependent.com/news/study-egypt-ranks-
19th-facebook-users.

>3 “Egypt, the Biggest Facebook User Population in the Region,” MCIT, November 28, 2012,
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> Naayem Saad Zaghloul, Electronic Mass Communication in Egypt: Reality and Challenges (Cairo: Egyptian Cabinet,
Information and Decision Support Center, February 2010), 38.
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Although President Morsi and the Muslim Brotherhood-led government pay tribute to concepts
such as free speech and freedom of the press in their rhetoric, the reality has proven otherwise.
While freedom of expression and religion are guaranteed by the Egyptian constitution, it is
forbidden to insult religion or religious prophets. Similarly, media freedom is guaranteed, though
the press must respect individuals’ privacy, the essential elements of state and society, and the
requirements of national security. Censorship is officially forbidden except for times of war or
“public mobilization.” The constitution also grants the right to privacy and states that no
telecommunications activity can be intercepted or inspected without a court order.®

Local civil rights advocates have argued that any new constitutional rights are inexistent in practice,
due to the continued presence of restrictive laws such as the Press Law, the Law on the Protection
of the Nation and Citizens, the Law on Security of National Unity, the Publications Laws, the
Telecommunications Law, and the Emergency Law. While the emergency law was not renewed on
May 31, 2012, the president retains broad powers to confiscate, suspend or shutdown all means of
communication during emergencies.

A series of actions by President Morsi have weakened the independence of the judiciary, leading to
the harsh application of existing laws against political opponents of Morsi.®' In November 2012,
President Morsi established a special court and prosecution office for crimes such as insulting state
authorities, destroying public property, blocking transportation flows, as well as “press crimes,
intimidation and terrorizing.”62 At the same time, Morsi published a constitutional declaration
which prohibited the judiciary from challenging his authority or appealing his decrees. Morsi also
contravened existing laws by dismissing the public prosecutor before his term had ended.®

The new prosecutor has been blasted by local civil society organizations for consistently and
disproportionately targeting liberal activists, members of Egypt’s independent media, and online
users who criticize the president.64 A case was launched against video blogger Ahmed Anwar in
March 2013 over a satirical video he uploaded one year previously, in which he made fun of the
police.65 He was charged with insulting the Ministry of Interior, “abuse of the internet,” and

provocation, liable to a fine ranging from 20,000 to 100,000 Egyptian pounds ($2,900 to $14,000)
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8 “Egypt’s top judicial body urges prosecutor to quit,” Reuters, April 7, 2013, http://www.reuters.com/article/2013/04/07/us-
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and possible imprisonment.66 Local rights groups highlighted the case as yet another example of the

. . .. 67
government’s attempts to silence its critics.

In total, 24 cases and complaints of “insulting the president” have been filed in the first 6 months of
Morsi’s time in office, compared to only 4 cases during former president Mubarak’s 30 years in
power. Three of these cases were filed directly by the office of the Egyptian president. Bloggers,
human rights defenders, members of civil society organizations, and journalists have been
summoned by the public prosecutor and investigated under special courts of the state security
apparatus, rather than the normal judiciary,68 in contravention of Article 198 of the new

s 69
constitution.

As mentioned previously, several of Egypt’s high-profile political activists also maintain a social
media presence to interact with followers, document human rights violations, and mobilize
protests. In many cases, their online activities have been key in building a local following and,
conversely, in bringing unwanted attention from the police and security forces. Among many
examples, veteran blogger and human rights activist Alaa Abd al-Fattah was arrested in March 2013
on charges of “provoking violence,” related to clashes between government protestors and Muslim
Brotherhood supporters outside the organization’s headquarters in Mogqattam.” It was reported by
several outlets that Abd El Fattah was detained over a Twitter post by a user under the name
“Princess Joumana” in which he was mentioned, sparking concerns from the government that the
blogger was collaborating with Gulf Arab monarchs against the Brotherhood.” In July 2013, he was
acquitted of all charges.72

On April 30, 2013, state prosecutors in the northern city of Tanta detained popular blogger and
activist Ahmed Douma on charges of insulting the president and disseminating false news.”” One
month later, he was sentenced to six months in prison for calling President Morsi a murderer and a
criminal.”* He was eventually released on July 6, though he remains on trial for inciting violence
during the March 2013 protests outside of the Muslim Brotherhood’s headquarters.75
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The fall of the Mubarak regime has also resulted in a greater openness to prosecute citizens for
religious-based offenses, particularly as Islamist parties have gained in popularity and prominence
amid the state apparatus. In July 2012, Beshoy Kamel was sentenced to six years in jail for allegedly
insulting religion, President Morsi, and a Salafist man’s family over Facebook.” Kamel, a Christian
teacher in the central Egyptian city of Sohag, had previously posted a warning on his Facebook page
that his account had been hacked. Nonetheless, Mostafa Safwat, a local Salafist, filed a complaint
after receiving a private message from Kamel’s account in which his family was allegedly insulted.
Kamel’s conviction was upheld in September 2012."

Ahmed Saber, a computer science graduate and online activist, was sentenced to three years
imprisonment for “defamation of religion” on December 12, 2012." Saber was arrested on
September 13 after an angry mob had showed up at his house and accused him of posting the
“Innocence of Muslims” video which mocks the Prophet Mohammed. After Saber alerted the police
to protect him, he was instead detained and had his personal belongings confiscated without a
warrant.” While investigators found no evidence that he had posted the video, he was prosecuted
for a video found at his home in which he is seen questioning the value of organized religion.80
Prosecutors also charged Saber, an atheist who comes from a Christian family, with fomenting
religious discord through the publication of writings, images, and videos to social networks, such as
81

his Facebook page “Egyptian Atheists.

In a largely symbolic gesture, seven Egyptian citizens of the Coptic faith were sentenced to death in
absentia for their role in the making of the “Innocence of Muslims” video. The sentence was passed
on November 28, 2012, two months after massive protests outside of the American Embassy.
Thousands of Egyptians had marched on the embassy in Cairo in anger over the short, offensive
video, climbing the walls and replacing the American flag with a black flag containing the words,
“There is only one God but God and Mohammed is His messenger.82 All seven of those convicted

were living outside of the country.83

In addition, Gamal Abdou Massoud remains in jail after being sentenced in April 2012 to three
years in jail for posting cartoons to his Facebook page that allegedly insulted Islam and the Prophet
Mohammed. Massoud, a Coptic Christian from the central city of Assiut, was 17 years old at the
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time. The posting of the cartoons led to attacks by groups of Muslims against Christians, who also
saw their homes torched.®

There were also numerous cases in which prominent activists, well-known for their online
activities, were detained for suspicious or weak charges related to their offline activities. Human
rights defender Hassan Mustafa was sentenced to two years imprisonment in March 2013 on
charges of allegedly assaulting a member of the Alexandria Prosecution Office.® Mustafa is an
activist and campaigner who was heavily involved in the rights movement “Hashd” and the online
campaign “We Are All Khaled Said.” Later in March, Mahinour al-Masry and 12 other activists
were arrested on charges related to the storming of the Raml Police Station in Alexandria.
Mahinour al-Masry is a well-known human rights defender and a contributor to the news website
Ahram Online. Clashes had broken out earlier between activists from the Freedom and Justice
Party (FJP) and the al-Dostour (Constitutional) party, after an FJP member objected to being filmed
by activists from the latter party. That same day, photographer Sameh Mashali, a youth activist
known for documenting protests, was arrested. Protestors at the scene claimed that Brotherhood
members had captured Mashali and beaten him before handing him over to the police.86

Extralegal violence by police authorities in Egypt has become commonplace, with reports of
officers using excessive force against demonstrators and secking vigilante justice for attacks on their
colleagues with no respect for the rule of law.¥” In the first six months of President Morsi’s term,
there have been 11 documented cases of targeted abductions and instances of torture reported by
the Al-Nadeem Center for Rehabilitation of Victims and Violence.®* Rights groups have complained
that public prosecutors refuse to investigate these abductions and arbitrary detentions.* Countless
activists have also been targeted and tortured by thugs affiliated to the Muslim Brotherhood or its
political arm, the Freedom and Justice Party (FJP).” Reports indicate the Brotherhood has created
its own parallel security apparatuses to monitor online dissidents, target specific activists at
protests, and attempt to force confessions from individuals held captive in their hidden torture
chambers.” Several key figures in the FJP stated that they hold “recordings” of opposition figures
and have “records” of online dissidents.
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Gaber Salah, known as “Jika,” was shot dead by police during demonstrations on Mohamed
Mahmoud Street in November 2012.7? Salah, a 17-year-old online activist and member of the 6™ of
April Movement,” was the administrator of a Facebook group called, “Together Against the
Brotherhood.” Similarly, Mohamed Hussein Korani (“Christie”), the administrator of the “Ikhwan
are liars” page on Facebook, was assassinated in demonstrations in front of the Presidential palace in
February 2013.7* Several activists claimed that Christic was targeted by pro-government militias
who posted on their Facebook status that they will take revenge against liberals calling for a change
in the new government. Mohamed al-Gendy, an activist from the Popular Current movement that
also administered an anti-Brotherhood Facebook group, was killed on February 4% 2013, It is
widely rumored that al-Gendy died in prison after being tortured by state authorities.”

In Mahalla, a city in the northern Gharbiya Governorate, Mohamed al-Masry reported that he was
kidnapped, beaten, and stabbed by six perpetrators in early March 2013 during an ordeal that lasted
one day. Al-Masry is the administrator of the Facebook page “Generation of Change.” Mohamed
Hassanein, the administrator of “The official page of the union of revolutionary groups” on
Facebook, was abducted and beaten by unidentified assailants that month as well. The body of
activist Sherif El Serafy was found dead on the Cairo Ismailia highway after being kidnapped on his
way to Tahrir square.” El Serafy belonged to a youth group calling itself Black Bloc Egypt, which
was highly active online in criticizing the Muslim Brotherhood and staging protests.97 Eight
members were detained for 45 days in April 2013 for “spreading terrorism and banned ideas
online, possessing firearms, using violence against public servants, and burning down Muslim
Brotherhood ‘buildings.”98 Human rights lawyers and researchers have claimed that these low-
profile activists were targeted by police as part of a wider campaign to intimidate youth activists
while avoiding high-profile news coverage.99

Numerous other activists and citizen journalists have been beaten or killed while participating in or
filming demonstrations. Photographer Mohamed Nabil suffered a broken leg for documenting a
protest outside the Muslim Brotherhood headquarters.100 A video of a veiled woman being slapped

to the ground during the protest went viral on YouTube and led to widespread news coverage.101
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The woman, Mervat Moussa, is a member of former presidential candidate Hamdeen Sabbahi’s

102
Popular Current movement.

Restrictions on anonymity and the use of encryption devices make it easier for these activists to be
monitored and singled out by the authorities. Under Article 64 of the 2003 Telecommunications
Law, the use of encryption devices is prohibited without the written consent of the NTRA, the
military, and national security authorities.'” In addition, cybercafé customers must provide their
names, e-mail addresses, and mobile numbers to receive a personal identification number (PIN) to
access the internet. Further, the Telecommunications Law allows the offices of the Presidency,
Security, Intelligence, and the Administrative Control Authority to obtain citizens’ online
information without prior consent for cases that concern national security. In 2013, disputes
between the military and the presidency, controlled by the Muslim Brotherhood, led to a
politicization of intelligence sharing.

In December 2013, high-level intelligence officials from Egypt and Iran reportedly met in Cairo to
discuss the development of new Egyptian surveillance and security capabilities similar to Iran’s
Islamic Revolutionary Guard Corps (IRGC).'" The meeting took place between Essam al-Haddad,
an advisor to President Morsi, and Qassem Soleimani, Commander of the IRGC Quds Force
responsible for external clandestine operations. Observers noted that Egypt’s Muslim Brotherhood
may have been looking to the IRGC as an example to follow; the IRGC was created in the wake of
the 1979 Islamic Revolution as a counterweight to the power of Iran’s traditional military, which
the late Supreme Leader Ruhollah Khomenei saw as a threat to his power.'” Similarly, the creation
of separate security and intelligence structures, independent from the Egyptian military and under
the direct control of the president, would be an important victory in the ongoing power struggle
between the military — Egypt’s strongest institution — and the Muslim Brotherhood.

Regarding cooperation between state security structures and the private sector, ISPs and mobile
operators are obliged to maintain a database of their customers and to allow the government to
access their databases. After the ending of a grace period issued by the MCIT, customers who do
not have their National ID numbers registered with their phone companies will have their phone
lines cut. The NTRA suggested that it would suspend additional phone numbers for mobile
operators who fail to abide by the new rules.'” In the past, details emerged that mobile operators
Vodafone, Mobinil, and Etisalat had to sign terms of agreement that bound them to cooperate with
government officials when requested to tap any conversation or monitor any discussion. In an
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interview, Mobinil founder Naguib Sawiris stated that under the company’s terms of agreement,

the government had the right to cancel any or all mobile services in the absence of cooperation.107

Documents also revealed that the Egyptian government signed agreements with Canadian, German,
British, and American software companies that allow close monitoring and hacking into activists’
online information. For example, GAMMA and the Boeing/Narus Company supplied the Egyptian
government with software equipment to hack dissidents’ computers, e-mail, and social media
accounts.'” Egyptian security reportedly used software programs like FinFisher to hack computer
systems and perform real-time decryption of social media activities and VoIP communications. '
As an indication of the government’s capabilities, news reports speculated that the authorities only
decided to unblock internet access during the revolution in order to make it easy to monitor

dissidents’ discussions and plans of action online.

Cyberattacks are a widespread concern in Egypt. Several independent outlets, including Youm?7
and El Badil, as well as social media pages have accused the authorities of hacking into their sites
during times of political unrest, especially during the May-June 2012 presidential election and the
March 2013 demonstrations against President Morsi.""” Furthermore, in March 2013, a report
came out indicating that a Pakistani hacker attacked over 200 Egyptian websites, including the site
of a government agency and a university.m The international hacktivist group “Anonymous” also
launched distributed denial-of-service (DDoS) attacks against 30 high-profile Egyptian government

websites in December 2012 in protest of the policies of President Morsi.'"?
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KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

® Estonia continues to be one of the most wired countries in the world, with increasing
internet access and online participation among citizens (see OBSTACLES TO ACCESS).

The appeal of a 2008 court case involving content host liability for comments posted
online is still pending at the European Court of Human Rights (see LIMITS ON
CONTENT).

In 2012, the Ministry of Justice initiated the process of amending Estonia’s penal code

to comply with an EU directive related to the criminalization of hate speech, which
became the topic of significant public debate within Estonia (see VIOLATIONS OF USER
RIGHTS).
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INTRODUCTION

Estonia ranks among the most wired and technologically advanced countries in the world. With a
high internet penetration rate, widespread e-commerce, and e-government services embedded into
the daily lives of individuals and organizations, Estonia has become a model for free internet access
as a development engine for society. When the country regained independence in 1991 after nearly
50 years of Soviet rule, its infrastructure was in a disastrous condition. The country’s new
leadership, however, perceived the expansion of information and communication technologies
(ICTs) as a key to sustained economic growth and invested heavily in their development.

The first internet connections in the country were introduced in 1992 at academic facilities in
Tallinn and Tartu. The national telecommunication monopoly was privatized with the inclusion of
Finnish and Swedish telecommunication companies, and a fiber-optic backbone was built with
modern fixed and mobile communications services. The government subsequently worked with
private and academic entities to initiate a program in 1996 called Tiger Leap, which aimed to
establish computers and internet connections in all Estonian schools by 2000. This program helped
to build a general level of technological competence and awareness of ICTs among Estonians.
Today, with a high level of computer literacy and connectivity already established, the program’s
focus has shifted from basic concerns such as access, quality, and cost of internet services to
discussions about security, anonymity, the protection of private information, and citizens’ rights on
the internet. Children’s safety on the internet is a high priority, and the special program “Targalt
Internetis” (Wiser Internet) is dedicated to country-wide training and awareness-building activities
on internet safety issues for parents and children. In addition, a majority of users conduct business
and e-government transactions over the internet: in 2013, 99.6 percent of banking transactions
were done with e-banking services and 95 percent of people declared their income (D,I(D,C‘cronically.1

Over the past two years, the issue of copyright protection on the internet became a widely debated
topic in Estonia, and various organizations that represent the interests of authors and other
copyright holders have come forward in an effort to remove copyright-protected content from
popular services such as YouTube. Moreover, the issue of legal liability of online forums for the
comments posted by anonymous users continues to be watched by free expression advocates, with
an important ruling by the European Court of Human Rights expected during 2013.

OBSTACLES TO ACCESS

The number of internet and mobile telephone users in Estonia has grown rapidly in the past 20
years. According to statistics from the International Telecommunication Union (ITU), internet

! Estonian Information System’s Authority, “Facts about e-Estonia,” accessed June 15, 2013, https://www.ria.ee/facts-about-e-

estonia/ .
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penetration in Estonia reached 79 percent in 2012 (approximately 994,000 people).” There were
also over 2 million mobile phone subscriptions, translating into a mobile phone penetration rate of
155 percent.3 This figure is commonly attributed to the widespread use of mobile internet access
devices, the growing popularity of machine-to-machine (M2M) services, and the use of more than
one mobile phone by individual Estonians.

The first public Wi-Fi area was launched in 2001, and since then the country has developed a
system of mobile data networks that enable widespread wireless broadband access. In 2011, the
country had over 2,440 free, certified Wi-Fi areas meant for public use, including at cafes, hotels,
hospitals, schools, and gas stations, and the government has continued to invest in public Wi-Fi.* In
addition, a countrywide wireless internet service based on CDMA technology has been deployed
and is priced to compete with fixed broadband access. Three mobile operators cover the country
with mobile 3G and 3.5G services, and as of May 2013, 4G services covered over 95 percent of
Estonian territory. Municipalities in rural areas have been subsidizing local wireless internet
deployment efforts, and the country’s regulatory framework presents low barriers to market entry,

enabling local startups to proliferate.

Estonians use a large variety of internet applications, including search engines (85 percent of users),
e-mail (83 percent of users), local online media, news portals, social-networking sites, instant
messaging, and Voice over Internet Protocol (VoIP) services.” Estonian Public Broadcasting
delivers all radio channels and its own TV production services, including news in real time over the
internet; it also offers archives of its radio and television programs at no charge to users.

The Estonian Electronic Communications Act was passed in late 2004 and a number of
amendments have been added to help develop and promote a free market and fair competition in
electronic communications services.® Today, there are over 200 operators offering such services,
including six mobile phone companies and numerous internet service providers (ISPs). ISPs and
other communications companies are required to register with the Estonian Technical Surveillance
Authority (ETSA), a branch of the Ministry of Economic Affairs and Communications, though there

. ) . 7
1S no reglstratlon fee.

In 2009, the Estonian Internet Foundation was established to manage Estonia’s top level domain,

« 28

.ee.” With its multi-stakeholder foundation, the organization represents the Estonian internet

? International Telecommunication Union (ITU), “Percentage of individuals using the Internet, fixed (wired) Internet
subscriptions, fixed (wired)-broadband subscriptions,” 2012, accessed July 1, 2013, http://www.itu.int/ITU-
D/ICTEYE/Indicators/Indicators.aspx#.

® International Telecommunication Union (ITU), “Mobile-cellular subscriptions,” 2012, accessed July 11, 2013,
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx

* Public Wi-Fi Hotspot database in Estonia, accessed July 30, 2013, http://kaardistajad.wifi.ee/avalik.php.

> Pille Pruulmann-Vengerfeldt, Margit Keller, and Kristina Reinsalu, “1.1.4 Quality of Life and Civic Involvement in Information
Society,” Information Society Yearbook 2009 (Tallinn: Ministry of Economic Affairs and Communications, 2010),
http://www.riso.ee/en/pub/2009it/#p=1-1-4.

® “Electronic Communications Act,” Ministry of Economic Affairs and Communications, accessed March 26, 2009,
http://www.mkm.ee/index.php?id=9576.

7 Estonian Technical Surveillance Authority (ETSA), “Commencement of Provision of Communications Service,” accessed
February 21, 2013, http://www.tja.ee/index.php?id=11703.

& Estonian Internet Foundation, accessed July 30, 2013, http://www.internet.ee/en/.
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community internationally and has succeeded in overseeing various internet governance issues such
as the domain name registration process. After initial concerns over the foundation’s domain
registration pricing policy9 and management capabilities,10 the foundation’s substantive work has
been stabilized in 2012-2013. In February 2012, the Estonian Internet Foundation was admitted to
the Council of European National Top Level Domain Registries (CENTR).

LIMITS ON CONTENT

Restrictions on internet content and communications in Estonia are among the lightest in the
world. YouTube, Facebook, Twitter, LinkedIn and many other international video-sharing and
social-networking sites are widely available and popular. Moreover, 32 percent of Estonians use the
internet for uploading and sharing original content such as photographs, music, and text—the
highest level of shared public communication in Europe.11 Nevertheless, due in part to Estonia’s
strong privacy laws, there are some instances of content removal. Most of these cases involve civil
court orders to remove inappropriate or off-topic reader comments from online news sites.
Comments are similarly removed from online discussion forums and other sites. Generally, users
are informed about a given website’s privacy policy and rules for commenting, which they are
expected to follow. Most of the popular online services have established policies that outline a code
of conduct for the responsible and ethical use of their services and have enforcement policies in
place.

In 2008, a debate over self-censorship and pre-publication censorship took center stage when the
victim of unflattering and largely anonymous comments on a news story filed suit, claiming that
web portals must be held responsible for reader comments and screen them before they become
public.12 Website owners argued that they did not have the capacity to monitor and edit all
comments made on their sites. Nonetheless, the Estonian courts ruled in favor of the plaintiff,
making web portals responsible for all comments posted. The ruling is currently under appeal at
the European Court of Human Rights and a decision is expected later in 2013.

In January 2010, a new law on online gambling came into force, requiring all domestic and foreign
gambling sites to obtain a special license or face access restrictions. As of June 2012, the Estonian
Tax and Customs Board had placed 771 websites on its list of illegal online gambling sites, requiring
Estonian ISPs to block them."’ The list of blocked sites is transparent and is available to the public.

° The activities of the Estonian Internet Foundation are not subsidized from the state budget; the registration fee covers
infrastructure investments, operating costs, and reserve funds.

10 “Marek-Andres Kauts resigns as board member,” Eesti Internet, May 23, 2012,
http://www.internet.ee/news/?year=2012&month=5.

" “|ndividuals Using the Internet for Uploading Self-Created Content to Any Website to Be Shared,” Eurostat, accessed June 11,
2013, http://appsso.eurostat.ec.europa.eu.

12 Kaja Koovit, “Big Businessman Goes to War Against Web Portals,” Baltic Business News, March 18, 2008,
http://www.balticbusinessnews.com/?Publicationld=48694078-50cc-4fel-b3e4-6el10bcbaSecl.

3 The list of restricted websites can be found on the Estonian Tax and Customs Board website: “Ebaseadusliku
kaughasartmangu serverite domeeninimed” [lllegal gaming servers, domain names], Tax and Customs Board, accessed June 10,
2013, http://www.emta.ee/public/Kontroll/Must nimekiri 17.04.2013.pdf .
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In 2012, the removal of online content related to possible copyright infringement on YouTube and
other streaming services increased, resulting in the removal of over 80,000 videos. This process
was greatly facilitated by requests of copyright enforcement organizations representing Estonian
authors." Hundreds of videos have been removed from YouTube for copyright violations even
though some of the videos were posted by the authors themselves who were apparently not aware
of the activities of copyright enforcement organizations representing their rights.15 All of these
requests came from individuals or companies; the Estonian government has not issued any requests
for removal of content on any of Google’s platforms, including YouTube, since at least 2010. e

There are over 70,000 active Estonian-language blogs on the internet, including an increasing
number of group, project, and corporate blogs. The vibrancy and activities of the blogosphere are
frequently covered by traditional media, particularly when blog discussions center on civic issues.
The fact that so many Estonians are both computer literate and connected to the internet has
created unique opportunities for the Estonian government. In addition to hosting virtual trade fairs
and an online embassy, the Estonian president’s office has its own Twitter and Facebook accounts,

and releases messages on its YouTube channel.”

Estonia has the largest functioning public-key infrastructure'® in Europe, based on the use of
electronic certificates maintained on the national identification (ID) card.'” More than 1.2 million
active ID cards are in use, which enable both electronic authentication and digital signing, and over
40 percent of active ID cards have been used for authentication and digital signature purposes.20
The Digital Signature Act, adopted in 2000,% gives an individual’s digital signature the same weight
as a handwritten one and requires public authorities to accept digitally-signed documents. Estonian
ID cards were used to facilitate electronic voting during the parliamentary elections in 2007 and
were used again in the 2009 municipal and European Parliament elections. During the 2011
national parliamentary elections, 140,846 votes were cast over the internet, representing over 20
percent of all votes. In 2013, 95 percent of citizens filed their taxes online, making the web services
offered by the tax department the most popular public e-service. Over 63 percent of internet users
regularly use e-government services, and 77 percent have indicated their satisfaction with such

: 22
SErvices.

14 “Preliminary report,” Project 451, Institute of Digital Rights, accessed June 17, 2013, http://451.ee/en/preliminary-report/.

13 “Autorite Uihing laseb YouYube’ist videoed eemaldada,” ERR News, February 2, 2011,
http://uudised.err.ee/index.php?06223519.

16 Google Transparency Report, “Estonia — Removal Requests,” accessed July 11, 2013,
http://www.google.com/transparencyreport/removals/government/EE/

7 “Estonia Launches Embassy in Virtual World Second Life,” Sydney Morning Herald, December 5, 2007,
http://www.smh.com.au/news/Technology/Estonia-launches-embassy-in-virtual-world-Second-
Life/2007/12/05/1196530704693.html; “Estonian President Launches YouTube Video Blog,” TopNews.in, December 9, 2008,
http://www.topnews.in/estonian-president-launches-youtube-video-blog-297028.

BA public-key infrastructure (PKI) is a system for the creation, storage, and distribution of digital certificates, which are used to
verify that a particular public key belongs to a certain entity. The PKI creates digital certificates that map public keys to entities,
securely stores these certificates in a central repository, and revokes them if needed.

19 See the web portal for the ID-card system, http://id.ee/?lang=en.

0 Ibid., accessed July 15, 2013.

2 “Digitaalallkirja seadus” [Digital Signature Act], Riigi Teataja, accessed May 21, 2013, https://www.riigiteataja.ee/akt/694375.
2 kristina Randver, Kodanike rahulolu riigi poolt pakutavate avalike e-teenustega, Jaanuar 2010 [Citizens’ Satisfaction with the
Provision of Public E-Services, January 2010] (Tallinn: TNS Emor, 2010),

http://www.riso.ee/et/files/kodanike rahulolu avalike eteenustega 2010.pdf.
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Freedom of speech and freedom of expression are protected by Estonia’s constitution and by the
country’s obligations as an EU member state. Anonymity is unrestricted, and there have been
extensive public discussions on anonymity and the respectful use of the internet. Internet access at
public access points can be obtained without prior registration.

The Personal Data Protection Act (PDPA), first passed in 1996, restricts the collection and public
dissemination of an individual’s personal data. No personal information that is considered
sensitive—such as political opinions, religious or philosophical beliefs, ethnic or racial origin,
sexual behavior, health, or criminal convictions—can be processed without the consent of the
individual. The Data Protection Inspectorate (DPI) is the supervisory authority for the PDPA,
tasked with “state supervision of the processing of personal data, management of databases and
access to public information.” The current version of the PDPA came into force in 2008.%* In
2012, the Estonian DPI initiated 595 investigations on both public and private sector practices in
implementing PDPA, an increase of 24 percent from the previous year.25

Estonia is currently in the process of amending the Penal Code to comply with the European
Council Framework Decision 2008/913/JHA’® of 28 November 2008 on “combating certain forms
and expressions of racism and xenophobia by means of criminal law” in order to establish a
framework on hate speech criminalization in the country. In July 2012, the Ministry of Justice
initiated proceedings to amend sections 151 and 152 of the penal code, which would lead to a new
situation regarding hate speech-related legislation in Estonia.”’ This process is still ongoing and has
become the topic of significant public debate within the country.

Estonia launched the Electronic Communications Act on January 1, 2005, aligning itself with EU
legislation and replacing the Telecommunications Act. Since January 2008, electronic
communications companies have been required to preserve traffic and location data for one year, as
defined by the EU Data Retention Directive (2006/24/EC). Companies have been required to
retain data on internet access, telephony, and e-mail since March 2009, and must only retain such
data that becomes known to them in the course of providing communications services. They must
also provide the surveillance agency or security authority with the information at their disposal only
when presented with a court order.”® According to the report of the Estonian Parliament Security
Authorities Surveillance Select Committee that oversees the practices of surveillance agencies and

2 Electronic Privacy Information Center (EPIC) and Privacy International, “Republic of Estonia,” in Privacy and Human Rights
2006: An International Survey of Privacy Laws and Developments (Washington: EPIC, 2007),
http://www.worldlii.org/int/journals/EPICPrivHR/2006/PHR2006-Republic-8.html.

%% Estonian Data Protection Inspectorate, “Inspectorate,” March 14, 2013, http://www.aki.ee/en/inspectorate.

% DPI Annual Reports to Estonian Parliament, accessed June 15, 2013, http://www.aki.ee/et/inspektsioon/aastaettekanded.
% http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32008F0913:en:NOT, accessed May 5, 2013

7 Office of the High Commissioner for Human Rights, “Tenth and Eleventh Periodic Report on the implementation of the
International Convention on the Elimination of all forms of Racial Discrimination in Estonia,” January 2013,
http://www2.ohchr.org/English/bodies/cerd/docs/CERD.C.EST.10-11.docx.

%8 Electronic Communications Act, translation to English, http://www.legaltext.ee/text/en/X90001K2.htm.
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security agencies, there were over 7,400 cases of requests for information based on court orders in
2012, an increase of 9 percent from the previous year.29 The select committee has been established
to exercise supervision over the legality of surveillance and the activities of the Security Police.*
The committee monitors the conformity of the activities of the Security Police Board with the
constitution, the Surveillance Act, and other regulations on security agencies.

There have been no physical attacks against bloggers or online journalists in Estonia, though online
discussions are sometimes inflammatory. Following instances of online bullying, sexual harassment,
and the misuse of social media in 2009-2010, discussions and public awareness campaigns were
launched to involved parents in increasing the protection of children on the internet.’!

Awareness of the importance of ICT security in both private and business use has increased
significantly since the cyberattacks that occurred in the spring of 2007. To protect the country from
future attacks, the government adopted a five-year Cyber Security Strategy in 2008 that focuses on
the development and implementation of new security measures, increasing competence in cyber
security, improving the legal framework, bolstering international cooperation, and raising public
awareness.>> Estonia’s cybersecurity strategy is built on strong private-public collaboration®® and a
unique voluntary structure through the National Cyber Defense League.34 With more than 150
experts participating, the league has simulated different security threat scenarios over the past few
years as defense exercises that have served to improve the technical resilience of Estonia’s
telecommunication networks and other critical infrastructure.

Also in 2008, the North Atlantic Treaty Organization (NATO) established a joint cyberdefense
center in Estonia to improve cyberdefense interoperability and provide security support for all
NATO members. Since its founding, the center has supported awareness campaigns and academic
research on the topic and hosted several high-profile conferences, among other activities.” From
2009, the NATO Cooperative Cyber Defense Centre of Excellence has organized an annual
International Conference on Cyber Conflict, or CyCon, targeting international experts from
governments, the private sector, and academia. CyCon has focused on international cooperation
and the legal, regulatory, military, and paramilitary aspects of cybersecurity, with the goal of
ensuring the development of a free and secure internet.

2 Overview of Parliament Select Committe activities,
http://www.riigikogu.ee/public/Riigikogu/Dokumendid/julgeolekuasutuste jarelevalve erikomisjon 2012 .pdf.
0 “Security Authorities Surveillance Select Committee,” Riigikogu: The Parliament of Estonia, April 4, 2011,
http://www.riigikogu.ee/index.php?id=42701&parent _id=34615.
3 Targalt internetis [awareness portal], accessed June 12, 2013, http://www.targaltinternetis.ee.
32 Cyber Security Strategy Committee, Cyber Security Strategy (Tallinn: Ministry of Defence, 2008),
?3ttp://www.mod.gov.ee/ﬁles/kmin/img/files/Kuber]ulgeoleku strateegia 2008-2013 ENG.pdf.

Ibid.
34 “Estonian Defence League’s Cyber Unit,” Kaitseliit [Defence League], http://www.kaitseliit.ee/en/cyber-unit.
3 “Conference on Cyber Conflict,” Cooperative Cyber Defense Centre of Excellence (CCD COE), accessed July 15, 2013,
http://www.ccdcoe.org/conference2010/.
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ETHIOPIA

2012 2013

INTERNET FREEDOM STATUS Nor | Not poruLATioN: 87 milion 1

FreE | FREE INTERNET PENETRATION 2012: percent

SociAL MEDIA/ICT AprpPs BLOCKED: Yes
Obstacles to Access (0-25) 22 22
— POLITICAL/SOCIAL CONTENT BLOCKED: Yes

Limits on Content (0_35) 27 28 BLOGGERS/ICT USERS ARRESTED: No
Violations of User Rights (0-40) | 26 29 PRESS FREEDOM 2013 STATUS: Not Free
Total (0— 1 00) 75 79

* 0=most free, 100=least free

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

Prior to the announcement of Prime Minister Meles Zenawi’s death in August 2012,
speculation over the state of his health led to an intensified crackdown against the
media and freedom of expression online (see INTRODUCTION).

The Ethiopian government increased its technological capacity to filter, block, and
monitor internet and mobile phone communications, with assistance from the Chinese
authorities (see LIMITS ON CONTENT).

The Telecom Fraud Offences Law, enacted in July 2012, toughened restrictions on
ICTs and extended the anti-terrorism law and criminal code to electronic
communications (see VIOLATIONS OF USER RIGHTS).

Two individuals were prosecuted for their ICT activities, while harsh sentences were
upheld for two imprisoned opposition journalists (see VIOLATIONS OF USER RIGHTS).

The commercial spyware toolkit FinFisher was discovered in Ethiopia in August 2012
(see VIOLATIONS OF USER RIGHTS).
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INTRODUCTION

Ethiopia has one of the lowest rates of internet and mobile telephone penetration in the world, as
meager infrastructure, a government monopoly over the telecom sector, and obstructive telecom
policies have notably hindered the growth of information and communication technologies (ICTs)
in the country. Despite low access, the government maintains a strict system of controls over
digital media, making Ethiopia the only country in Sub-Saharan Africa to implement nationwide
internet filtering. Such a system is made possible by the state’s monopoly over the country’s only
telecom company, Ethio Telecom, which returned to government control after a two-year
management contract with France Telecom expired in December 2012. In addition, the
government’s implementation of deep-packet inspection technology for censorship was indicated
when the Tor network, which helps people communicate anonymously online, was blocked in mid-

2012.

Prime Minister Meles Zenawi, who ruled Ethiopia for over 20 years, died in August 2012 while
secking treatment for an undisclosed illness. Before his death was officially confirmed on August
20, widespread media speculation about Zenawi’s whereabouts and the state of his health
prompted the authorities to intensify its censorship of online content. A series of Muslim protests
against religious discrimination in July 2012 also sparked increased efforts to control ICTs, with
social media pages and news websites disseminating information about the demonstrations targeted
for blocking. Moreover, internet and text messaging speeds were reported to be extremely slow,
leading to unconfirmed suspicions that the authorities had deliberately obstructed telecom services
as part of a wider crackdown on the Ethiopian Muslim press for its coverage of the demonstrations.

In 2012, legal restrictions on the use and provision of ICTs increased with the enactment of the
Telecom Fraud Offences law in September,1 which toughened a ban on certain advanced internet
applications and worryingly extended the 2009 Anti-Terrorism Proclamation and 2004 Criminal
Code to electronic communications.” Furthermore, the government’s ability to monitor online
activity and intercept digital communications became more sophisticated with assistance from the
Chinese government, while the commercial spyware toolkit FinFisher was discovered in Ethiopia in
August 2012.

Repression against bloggers, internet users and mobile phone users continued during the coverage
period of this report, with at least two prosecutions reported. After a long trial and months of
international advocacy on behalf of the prominent dissident blogger, Eskinder Nega, who was
charged with supporting a terrorist group, Nega was found guilty in July 2012 and sentenced to 18
years in prison.

! “p Proclamation on Telecom Fraud Offence,” Federal Negarit Gazeta No. 61, September 4, 2012,
http://www.abyssinialaw.com/uploads/761.pdf.

2 Article 19, “Ethiopia: Proclamation on Telecom Fraud Offences,” legal analysis, August 6, 2012,
http://www.article19.org/resources.php/resource/3401/en/ethiopia:-proclamation-on-telecom-fraud-offences.

® William Easterly et al., “The Case of Eskinder Nega,” New York Review of Books, January 12, 2012,
http://www.nybooks.com/articles/archives/2012/jan/12/case-eskinder-nega/?pagination=false; Committee to Protect
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OBSTACLES TO ACCESS

In 2012, access to ICTs in Ethiopia remained extremely limited and hampered by slow speeds and
the state’s tight grip on the telecom sector. Government investments in expanding access to remote
areas of the country were found to be associated with political motives.

Internet and mobile phone services were introduced in Ethiopia in 1997 and 1999, respectively.4 In
recent years, the government attempted to increase access through investments in fiber-optic
cables, satellite links, and mobile broadband services, investing approximately 10 percent of the
country’s gross domestic product in the telecom sector over the past decade.’

Nevertheless, Ethiopia’s telecommunications infrastructure is among the least developed in Africa
and is almost entirely absent from rural areas, where about 85 percent of the population resides. As
of the end of 2012, internet penetration stood at just 1.5 percent, up slightly from 1.1 percent in
2011, according to the International Telecommunications Union (ITU).® Nevertheless, the number
of fixed broadband subscriptions increased dramatically from 4,600 subscriptions in 2011 to nearly
38,000 subscriptions in 2012, as reported by the Ministry of Communications and Information
Technology, though such subscriptions still only represent a penetration rate of just 0.4 percent.”’

Mobile phone penetration in 2012 was higher at roughly 24 percent with a little over 20.5 million
subscriptions, up from a 17 percent penetration rate in 2011.* Meanwhile, the use of internet-
enabled mobile devices is increasing, particularly in semi-urban arecas.” While all of the above
reflect very slight improvements over 2011, such penetration rates represent extremely limited
access to ICTs by global standards, and an ICT sector that remains far behind the rest of the
world." Furthermore, an adult literacy rate of 30 percent means that the majority of Ethiopians
would be unable to take full advantage of online resources even if they had access to the

Journalists, “Ethiopia Sentences Eskinder, 5 Others on Terror Charges,” July 13, 2012, http://cpj.org/2012/07/ethiopia-

sentences-eskinder-six-others-on-terror-c.php.

* The first use of internet-like electronic communication was in 1993, when the United Nations Economic Commission for Africa

launched the Pan African Documentation and Information Service Network (PADISNET) project, establishing electronic

communication nodes in several countries, including Ethiopia. PADISNET provided the first store-and-forward email and

electronic-bulletin board services in Ethiopia. It was used by a few hundred people, primarily academics, and staff of

international agencies or nongovernmental organizations.

® World Bank, “Chapter 8: Corruption in the Telecommunications Sector in Ethiopia: A Preliminary Overview,” in Janelle

Plummer (ed.), Diagnosing Corruption in Ethiopia, World Bank Publications, 2012,

http://issuu.com/world.bank.publications/docs/9780821395318.

® International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2012,”

http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

” International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2012.”

& International Telecommunication Union ,”Mobile-cellular Telephone Subscriptions, 2000-2012.”

® Markos Lemma, “Disconnected Ethiopian Netizens,” Digital Development Debates (blog), http://www.digital-development-

debates.org/issues/09-prejudice/african-innovation/disconnected-ethiopian-netizens/.

1% lishan Adam, “Ethiopia ICT Sector Performance Review 2009/2010,” Research ICT Africa, 2010,

http://www.researchictafrica.net/publications/Policy Paper Series Towards Evidence-based ICT Policy and Regulation -
Volume 2/Vol%202%20Paper%209%20-%20Ethiopia%20ICT%20Sector%20Performance%20Review%202010.pdf.
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technology.11 Radio remains the principal mass medium through which most Ethiopians stay
informed.

The combined cost of purchasing a computer, initiating an internet connection, and usage charges
makes internet access beyond the reach of most Ethiopians. According to a study by the ITU,
Ethiopia’s broadband internet connections are among the most expensive in the world when
compared with monthly income, second only to the Central African Republic.'? Prices are set by
the state-controlled Ethio Telecom and kept artificially high, though the telecom introduced a new
tariff effective on January 1, 2013 that offers a discount for mobile- and fixed-line international
calls in a move to generate more revenue."’ Other price packages dating from 2011 are still
current.'* These reduced subscription Charges from $80 to $13 and monthly fees from over $200
for unlimited usage to $17-41 for 1-4 GB of use. For comparison, the annual gross national income
per capita at purchasing power parity was $92.50 per month as of the data available during the
coverage period.15 While these tariffs have rendered the service slightly more affordable—though
still relatively expensive—for individual users, cybercafe owners have complained that the lack of

an unlimited usage option could hurt the financial Viability of their business.'®

The majority of internet users rely on cybercafes to access the web, and the number of cybercafes
has grown in recent years, especially in large cities, after a brief period in 200102 during which
the government declared them illegal and forced some to shut down. Since July 2002, new
cybercafes have been required to register for licenses through the Ethiopian Telecommunications
Agency (ETA). Nevertheless, connections are often slow and unreliable. A 2010 study
commissioned by Manchester University’s School of Education found that accessing an online e-
mail account and opening one message took six minutes in a typical cybercafé in the capital, Addis
Ababa, with a broadband connection, and as of 2013, such slow speeds are still standard.'’
Independent sources have noted that uploading an attachment to an e-mail can take more than 10
minutes. Meanwhile, internet access via mobile phones is also beset by slow connection speeds.
According to a 2012 report by the Internet Society, telecom policy issues and poor connectivity are
largely to blame for the country’s low internet speecls.18

" UNICEF, “Ethiopia: Statistics,” accessed July 16, 2012, http://www.unicef.org/infobycountry/ethiopia_statistics.html#67.

12 jonathan Fildes, “UN Reveals Global Disparity in Broadband Access,” BBC News, September 2, 2010,
http://www.bbc.co.uk/news/technology-11162656.

13 “Ethio Telecom Reduces Tariff for International Calls,” Addis Fortune via All Africa, January 7, 2013,
http://allafrica.com/stories/201301081250.html.

14 “Residential Tariff,” Ethio Telecom, accessed July 16, 2012, http://www.ethiotelecom.et/products/residential-tariff.php.

> world Bank, “Gross National Income Per Capital 2011, Atlas method and PPP,” World Bank Databank, 2011, accessed July 18,
2012, http://data.worldbank.org/data-catalog/GNI-per-capita-Atlas-and-PPP-table.

'8 Elias Gebreselassie, “Ethio-Telecom Limits EVDO Internet Access,” Addis Fortune, April 3, 2011,

http://addisfortune.com/Vol 10 No 570 Archive/Ethio-Telecom%20Limits%20EVD0O%20Internet%20Access.htm; “Ethio-
Telecom Unveils Wide-ranging Tariff Changes Across All Services,” TeleGeography, April 5, 2011, http://bit.ly/16PXRqz.

7 Andinet Teshome, Internet Access in the Capital of Africa (School of Education, University of Manchester, 2009); EthioTube
video, posted by “Kebena,” accessed August 06, 2010, http://www.ethiotube.net/video/9655/Internet-Access-in-the-Capital-of-
Africa-Addis-Ababa.

18 Dessalegn Mequanint, “Understanding the Factors that Force Down Ethiopia’s Rankings in the Digital Economy and their
Implications in the ICT Policy and Strategy,” Internet Society, 2012,
http://www.internetsociety.org/sites/default/files/Final%20Report UnderstandingTheFactorsEthiopiaDigitalRankings.pdf.
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While internet access is mostly concentrated in urban areas, the government has sought to increase
access for government offices and schools in rural areas via satellite links. WoredaNet (“network of
district administrations”), for instance, connects over 500 woredas (local districts) to regional and
central government offices, providing services such as video conferencing and internet access.
Similarly, SchoolNet connects over 500 high schools around the country to a gateway that provides
video- and audio-streamed educational programming.]9 Internet speeds within these networks,
however, remain prohibitively slow and outages are common. Moreover, the two projects have
increased the ubiquity of the state as both a service provider and political entity across the country.
A 2012 study by the Open Society Foundation noted that the projects have been used to broadcast
political messages from the central government in Addis Ababa to teachers, students, and district

administrators in the remote parts of the country.20

Ethiopia is connected to the international internet via satellite, a fiber-optic cable that passes
through Sudan and connects to its international gateway, and another cable that connects through
Djibouti to an international undersea cable.” In an effort to expand connectivity, the government
has reportedly installed several thousand kilometers of fiber-optic cable throughout the country in
recent years.22 There are also plans in place to connect Ethiopia to a global undersea cable network
through the East African Submarine Cable System (EASSy) project, which was completed and
launched in July 2010, but its effects on Ethiopia have yet to be seen as of mid-2013.?> Connection
to the international internet is centralized via Ethio Telecom, from which cybercafes must purchase

their bandwidth.

Ethiopia’s centralized backbone makes internet access highly vulnerable to widespread service
disruptions at the hands of the authorities. In July 2012, internet and mobile phone text messaging
speeds were reported to be extremely slow amid a series of weekly uprisings by Ethiopian Muslims
in protest against religious discrimination by the government.24 During this time, some individuals
complained that text messages took days, even weeks, to reach their recipien‘cs.25 Given the role
that social media tools and text messaging services played in organizing the demonstrations, many
blamed Ethio Telecom for deliberately obstructing service and considered the effort as part of a
wider crackdown on the Ethiopian Muslim press for its coverage of the demonstrations.?’
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2 Brian Adero, “WIOCC-EASSy Cable Ready for Business,” IT News Africa, July 23, 2010, http://www.itnewsafrica.com/?p=8419.
2 “Ethiopia’s Muslims Protest Against Being ‘Treated Like Terrorists,”” France 24, July 25, 2012,
http://observers.france24.com/content/20120725-ethiopia-muslims-protest-labeled-terrorists-addis-ababa-muslim-council-
awoliya-mosque-al-ahbash-anawar.

%5 “ETC sucks,” Facebook group, accessed June 17, 2013, https://www.facebook.com/groups/112900380991/.
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The internet was last cut-off in May 2011 in the lead up to planned demonstrations inspired by the
early-2011 anti-government protests in the Middle East,?® though it remains unclear whether the
cause was a deliberate government attempt to restrict communication at a sensitive time, a
technical problem, or sabotage of a fiber-optic cable. Separately, when high-profile international
events, such as African Union meetings, take place in Addis Ababa or other major cities, the
government has been known to redirect much of the country’s bandwidth to the host venues,
leaving ordinary users with even slower connections than usual.

The Ethiopian Telecommunications Agency (ETA) is the primary regulatory body overseeing the
telecommunications sector. Although it was established as an autonomous federal agency, in
practice, the ETA is tightly controlled by the government. In addition, the space for independent
initiatives, entreprenecurial or otherwise, is extremely limited.”” In 2011, the government began
granting permission to private companies that run internet—dependent operations to acquire and use
VSAT links,*® connections previously reserved for governmental and international organizations per
special authorization.’' Under the new directive, private companies are supposedly permitted to
use the technology for their own operations, but bureaucratic redtape significantly hinders the
service.*? Moreover, the directive does not allow companies to provide services to third parties,
enabling Ethio Telecom to maintain its monopoly on public internet access.

Despite repeated international pressure to liberalize telecommunications in Ethiopia, the
government has been reluctant to ease its grip on the sector.”® In ecarly 2013, management of the
state-owned Ethio Telecom fell back into government hands after a two-year management
agreement with France Telecom expired in December 2012.** In addition to this state monopoly,
increasing corruption in the telecommunications sector has been highlighted as a major reason for
poor and unrealizable telecom services in Ethiopia.35 According to a 2012 World Bank report, the
telecommunications sector in Ethiopia has the highest risk of corruption compared to other sectors
assessed, such as land, education, and construction, among others.*®
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China has emerged as a key investor and contractor in Ethiopia’s telecommunications sector,’” and
in October 2012, the government signed new two-year contracts with the Chinese telecom
companies, Zhongxing Telecommunication Corporation (ZTE) and Huawei.” Given allegations
that the Chinese authorities have provided the Ethiopian government with technology that can be
used for political repression—such as surveillance cameras and satellite jamming equipment—in
the past,” the new contracts have led to increasing fears that the Chinese may also be assisting the
authorities in developing more robust internet and mobile phone censorship and surveillance
capacities (see “Violations of User Rights”).

LIMITS ON CONTENT

Ethiopian authorities persistently deny engaging in online censorship,40 but the results of the most
recent independent tests conducted by the OpenNet Initiative (ONI) in 2012, and checked again by
Freedom House in January 2013, indicate otherwise. Both sets of tests found that the Ethiopian
government imposes nationwide, politically motivated internet filtering.41 The blocking of websites
is somewhat sporadic, tending to tighten ahead of sensitive political events. This on again, off again
dynamic continued throughout 2012, especially during the disappearance of Prime Minister Meles
Zenawi and the subsequent announcement of his death in June 2012. There were also indications
that the technical sophistication of the government’s blocking has increased and that periods of
openness are shrinking.

The government’s approach to internet filtering has generally entailed hindering access to a list of
specific internet protocol (IP) addresses or domain names at the level of the international gateway,
though it is believed that the government has been introducing more sophisticated equipment
capable of blocking a webpage based on a keyword in the URL path.42 In May 2012, the Tor

network—an online tool that enables users to browse anonymously—was blocked,* indicating

%7 |saac Idun-Arkhurst and James Laing, The Impact of the Chinese Presence in Africa (London: africapractice, 2007),
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Ethio Telecom had deployed deep packet inspection to enable more sophisticated, selective
filtering of internet traffic.*

The most recent ONI tests conducted from September 17-19, 2012 found that filtering by Ethio
Telecom focuses primarily on independent online news media, political blogs, and Ethiopian
human rights groups’ websites.* Of the 1,375 unique URLs tested, 73 were blocked, including the
online portals, Nazret and Cyber Ethiopia, and the websites of opposition movements such as the
Solidarity Committee for Ethiopian Political Prisoners. Numerous news websites and forums
reporting on the imprisonment of bloggers and journalists, such as EthioMedia, Addis Voice, Addis
Neger, and Ethiopian Review were also found blocked,* in addition to the circumvention and
anonymization tools, Ultrasurf and Psiphon.

While ONI found the websites of international nongovernmental organizations such as Human
Rights Watch, Amnesty International, and Reporters Without Borders—all of which have
criticized the Ethiopian government’s human rights record—unblocked during its September 2012
test, independent tests conducted by Freedom House throughout 2012 found that the websites of
Freedom House, Electronic Frontier Foundation, Human Rights Watch, and Amnesty International
were inaccessible at irregular intervals. Further, another test conducted by Freedom House in early
2013 found that 70 websites related to news and views, 16 websites belonging to different
Ethiopian political parties, 40 blogs, 7 audio-video websites, and 40 Facebook pages were not
accessible in Ethiopia.47 As of April 2013, the above-mentioned websites, as well as those of Ethsat
(an independent exile television station) and Dilethiopia (an opposition website), remained
inaccessible.

International news outlets became increasingly targeted for censorship in the past year. Al Arabiya
and both of Al Jazeera’s Arabic and English websites were both blocked intermittently throughout
2012 and early 201 3,* while the Washington Post became a new target for blocking after the paper
reported on the prime minister’s whereabouts in August 201 2.* The article remained blocked as of
April 2013. An online Forbes article titled, “Requiem for a Reprobate Ethiopian Tyrant Should Not
Be Lionized,” which was written in response to the local and global praise of the late prime
minister’s debatable economic growth achievements, was also effectively blocked in August 2012
and remained so at the time of writing.50

In addition, the website of a Swedish state broadcaster was blocked in September 2012 for
reporting on the release of two Swedish journalists who had been imprisoned for their alleged

* Warwick Ashford, “Ethiopian Government Blocks Tor Network Online Anonymity,” Computer Weekly, June 28, 2012,
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support of the Ogaden National Liberation Front rebel group.51 Certain webpages were also
restricted in response to the series of weekly Muslims protests against religious discrimination by
the government in mid-2012, including the Facebook page and blog of protest organizers titled,
“Dimtsachin Yisema” (“Let Our Voice Be Heard”). Al Jazeera’s main website was blocked after it
published a discussion forum about the continuing Muslim protests.52

In the past year, the authorities have become more sophisticated in their censorship techniques,
electing to block select webpages as opposed to entire websites. There are also worrying suspicions
that the authorities may have learned to block websites hosted on foreign servers. In April 2013,
one local human rights activist group confirmed that their website was blocked, despite being
hosted on both foreign and mirror servers.’’ In addition, some restrictions are placed on mobile
phones, such as the requirement for a text message to obtain prior approval from Ethio Telecom if
it is to be sent to more than ten recipients.54 A bulk text message sent without prior approval is
automatically blocked.

Meanwhile, social media platforms such as Facebook, YouTube, and Twitter are available, though
worries have increased over potential government plans to block social media tools altogether.
These concerns were particularly pronounced following news about Prime Minister Meles
Zenawi’s health in July 2012, which provoked an intensified crackdown against the media.> In
response to the public debate circulating online over the prime minister’s whereabouts, the state-
run Ethiopian television station aired a special program to censure the role of social media in
society, blaming it for spreading false rumors, being destructive to society’s well-being, hampering
productivity, and undermining citizens’ rights.56 The social media curation tool Storify was also

blocked during this period.57

International blog-hosting platforms such as Blogspot have been frequently blocked since the
disputed parliamentary elections of 2005, during which the opposition used online communication
tools to organize and disseminate information that was critical of the ruling Ethiopian People’s
Revolutionary Democratic Front 2% In 2007, the government instituted a blanket block on the
domain names of two popular blog-hosting websites, Blogspot and Nazret, though the authorities
have since become more sophisticated in their censorship techniques, now blocking select pages
such as the Zone9 independent blog hosted on Blogspot,59 as opposed to entire blogging platforms.
Nazret, however, remained completely blocked at the end of the coverage period. Circumvention
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strategies have also been targeted, with the term “proxy” yielding no search results on Google,
according to an independent source. Some speculate that the search is being filtered through the
URL and instantly redirected to a fake Google website. Meanwhile, the terms “sex” or “porn” are
still searchable.

Procedures for determining which websites should be blocked and when are extremely opaque.
There are no published lists of blocked websites or publicly available criteria for how such decisions
are made, and users are met with an error message when trying to access a blocked website. This
lack of transparency is exacerbated by the government’s continued denial of its censorship efforts,
though in September 2012, the director of the Information Network Security Agency (INSA),
Brigadier General Tekleberahan Weldearegay, was quoted in an interview for the government-
owned Amharic-language magazine, Zemen, underscoring the “necessity” of blocking online content
that is harmful to Ethiopian society.60 Meanwhile, the decision-making process does not appear to
be centrally controlled, as various governmental entities—including INSA and Ethio Telecom—
seem to be implementing their own lists, contributing to the phenomenon of inconsistent blocking.

In addition to increasing online censorship, politically objectionable content has been targeted for
removal, often by way of threats from security officials who personally seek out users and bloggers
to instruct them to take down certain content. The growing practice suggests that at least some
voices within Ethiopia’s small online community are being closely watched. In one notable
instance, a video of the late Meles Zenawi being heckled by an activist while in Washington D.C.
for a G8 meeting in early 2012 was taken down shortly after it was posted on online. Searching for
the video on YouTube and elsewhere has yielded no results except for other non-contentious
videos of Zenawi.

Lack of adequate funding represents another challenge for independent online media, as fear of
government pressure dissuades Ethiopian businesses from advertising with politically critical
websites. The authorities also use regime apologists, paid commentators, and pro-government
websites to proactively manipulate the online news and information landscape. Acrimonious
exchanges between commentators on apologist websites and a wide array of diaspora critics and
opposition forces have become common in online political debates. There was a noticeable increase
in the number of pro-government commentators in the past year, especially during the period of
speculation over Meles Zanawi’s disappearance.

Regime critics and opposition forces in the diaspora increasingly use the internet as a platform for
political debate and an indirect avenue for providing information to local newspapers. The domestic
Ethiopian blogosphere has been expanding, in spite of the blocks on blogging platforms since 2005,
though most of the blogging activity on Ethiopian issues still originates in the diaspora.
Furthermore, increased repression against journalists working in the traditional media and a
number of bloggers throughout 2012 has generated a chilling effect in the online sphere. Few
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Ethiopian journalists work for both domestic print media and overseas online outlets as this could

draw repercussions, and many bloggers publish anonymously to avoid reprisals.61

Over the past two years, Facebook has become one of the most popular mediums through which
Ethiopians share and consume information, with the country’s Facebook penetration exceeding its
rate of internet penetration due to increasing access via mobile phones.62 Social media websites
have also become significant platforms for political deliberation and social justice campaigns. For
example, in November 2012 a group of young Ethiopian bloggers and activists based in Addis
Ababa launched a Facebook and Twitter campaign to demand that the government respect the
fundamental freedoms enshrined in the Ethiopian Constitution, though the campaign ultimately
fell on deaf ears. Overall, many civil society groups based in the country are wary of mobilizing
against the government, and calls for protest come mostly from the Ethiopian diaspora rather than
from local activists who fear the government’s tendency toward violent crackdowns against protest

movements.

VIOLATIONS OF USER RIGHTS

During the coverage period, the Ethiopian government’s already limited space for online
expression continued to deteriorate alongside its poor treatment of journalists. In 2012, repression
against bloggers and ICT users increased, with several arrests and at least one prosecution reported.
The Telecom Fraud Offences law enacted in September 2012 toughened the ban on advanced
internet applications and established criminal liability for certain types of content communicated
electronically.  Furthermore, monitoring of online activity and interception of digital
communications intensified, with the deployment of FinFisher surveillance technology against users
confirmed in early 2013.

Constitutional provisions guarantee freedom of expression and media freedom in Ethiopia.64
Nevertheless, in recent years the government has adopted problematic laws that restrict free
expression.65 For one, the 2008 Mass Media and Freedom of Information Proclamation includes a
clause that permits only Ethiopian nationals to establish mass media outlets. The media law also
prescribes crippling fines, licensing restrictions for establishing a media outlet, and powers allowing
the government to impound periodical publications.*®
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http://globalvoicesonline.org/2012/12/11/movement-to-respect-the-constitution-in-ethiopia/.

8% “Constitution of the Federal Democratic Republic of Ethiopia, Article 29,” Parliament of the Federal Democratic Republic of
Ethiopia, accessed August 24, 2010, http://www.ethiopar.net/.
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In 2012, specific legal restrictions on ICT use and provision were enacted with the passage of the
Telecom Fraud Offences law in September,67 which revised a 2002 law that had placed bans on
certain advanced communication applications, such as Voice over Internet Protocol (VolP)—
including Skype and Google Voice—call back services, and internet-based fax services.® Under
the new law, the penalties under the preexisting ban were toughened, increasing the fine and
maximum prison sentence from five to eight years for offending service providers and penalizing
users with three months to two years in prison.”” The government first instituted the ban on VoIP
in 2002 after it gained popularity as a less expensive means of communication and began draining
revenue from the traditional telephone business belonging to the state-owned Ethio Telecom.”
Despite the restriction on paper, many cybercafés still offer the banned service with no reports of

repercussions to date.

The new law also added the requirement for all individuals to register their telecommunications
equipment—including smart phones—with the government, which security officials enforce by
confiscating ICT equipment when a registration permit cannot be furnished at security checkpoints.
Most alarmingly, the Telecom Fraud Offences law extended the 2009 Anti-Terrorism
Proclamation and 2004 Criminal Code to electronic communications.”’ Under the anti-terrorism
legislation, the publication of a statement that is understood as a direct or indirect encouragement
of terrorism, broadly defined, is punishable with up to 20 years in prison.72 Meanwhile, the
criminal code holds any “author, originator or publisher” criminally liable for content allegedly
linked to offenses such as treason, espionage, or incitement, which carries with it the penalty of up
to life imprisonment or death.” The criminal code also penalizes the publication of a “false rumor”

with up to three years in prison.74

In July 2012, the criminal code was applied to digital communication under the Telecom Fraud
Offences law for the first time when Ethiopian Muslim Jemal Kedir was found guilty on charges of
spreading false rumors and fomenting hatred through text messages. Comprised of various
statements protesting against police mistreatment of the Muslim community, the text messages

were used as evidence against Kedir in court, leading to a one-year prison sentence.”’
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Also in July 2012, the well-known dissident blogger Eskinder Nega was found guilty under the
anti-terrorism law and sentenced to 18 years in prison for his alleged links to a terrorist group.76
Such trumped-up charges were based on an online column Nega had published that criticized the
government’s use of the Anti-Terrorism Proclamation to silence political dissent and called for
greater political freedom in Ethiopia, which led to his arrest in September 2011 7 Nega appealed
the verdict at the Federal Supreme Court in early 201 3,” but his 18-year sentence was upheld on
May 2, 2013 amid global observance of World Press Freedom Day.79

In another incident in April 2013, a student at the Addis Ababa University’s Information
Technology Department was arrested and charged with criminal defamation for his Facebook
activity. The 21-year-old, Manyazewal Eshetu, was detained from his home in Addis Ababa after he
had posted a comment on his Facebook page that criticized the “rampant corruption” of another
local university in Arba Minch town, where he was transported after his arrest. At the end of the
coverage period, he remained in prison and had not been prosecuted.80

Given the high degree of online repression in Ethiopia, some political commentators use proxy
servers and anonymizing tools to hide their identities when publishing online and to circumvent
filtering, though the ability to communicate anonymously has become more difficult in the past
year. As discussed above, the Tor Network anonymizing tool was blocked in May 2012, confirming
that the government has deployed deep-packet inspection technology, and Google searches of the
term “proxy” mysteriously yield no results (see “Limits on Content”).

Anonymity is further compromised by SIM card registration requirements, which involve the need
for consumers to provide their full names, addresses, and government-issued identification
numbers upon the purchase of a mobile phone. Internet subscribers are also required to register
their personal details, including their home address, with the government. In early 2013, an insider
leaked worrying details of potential government efforts to draft legislation that seeks to mandate

real-name registration for all internet use in Ethiopia.81

Government surveillance of online and mobile phone communications is a major concern in
Ethiopia, and evidence is emerging regarding the scale of such practices. Increasing Chinese
investment in Ethiopia’s telecommunications sector over the past few years has led to reports of the
government using Chinese technology to monitor phone lines and various types of online
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communication.®” Fears of direct assistance from China were affirmed in June 2012 when the
Ethiopian government openly held an “Internet Management” media workshop with support from
the Chinese Communist Party,83 and spearheaded by a professor from the Chinese Leadership
Acaderny.84 According to an official government press release, the main purpose of the workshop

»

was to learn about China’s experience regarding “mass media capacity building,” “mass media

institution management,” and “internet management.”

In August 2012, Ethiopia was reported to be among a group of 10 countries that possesses the
commercial spyware toolkit FinFisher,” a device that can secretly monitor computers by turning
on webcams, record everything a user types with a key logger, and intercept Skype calls. A leaked
document confirmed that the UK-based company, Gamma International, had provided Ethio
Telecom with the FinFisher surveillance toolkit at some point between April and July 2012.*° In
addition, research conducted by Citizen Lab in March 2013 worryingly found evidence of an Ethio
Telecom-initiated FinSpy campaign launched against users that employed pictures of the opposition
group, Ginbot 7, as bait.”” The Information Network Security Agency (INSA)—which is involved
in surveillance as well as content blockingss—has also reportedly tested tools that can enable its
officials to mask their identities to acquire personal information such as usernames and passwords,
according to internal sources working in the industry.89

In a series of trials of journalists and bloggers throughout 2012 and early 2013, government
prosecutors have presented e-mails and phone calls intercepted from journalists as evidence.” For
example, on January 8, 2013 the Ethiopian Court of Cassation rejected an appeal for acquittal filed
by the award-winning journalist Reeyot Alemu, citing the e-mails she had received from opposition
discussion groups as justification.”’ Reports and photos she had sent to the U.S.-based opposition
news site, Ethiopian Review, were also used against her. Alemu was imprisoned in June 2011 on a
slew of charges under the anti-terrorism law and sentenced to 14 years’ imprisonment in January
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2012. An appeal court reduced her sentence to five years in August 2012; however, because the

Court of Cassation is the last resort for legal appeals, no further recourse is available for acquittal.92

While the government’s stronghold over the Ethiopian ICT sector enables it to proactively monitor
users, its access to user activity and information is less direct at cybercafes. For a period following
the 2005 elections, cybercafe owners were required to keep a register of their clients, but this has
not been enforced since mid-2010. Nevertheless, there are strong suspicions that cybercafes are
required to install software to monitor user activity, which arose after a few incidents were
reported of the authorities arresting users at internet cafes in 2011. The arrests were followed by

government warnings that “Visiting anti-peace websites using proxy servers is a crime.”?

To date, cyberattacks and other forms of technical violence have not been a serious problem in
Ethiopia, partly due to the limited number of users, though the tide may be turning. In March
2013, the independent activist, Abrah Desta, reported via Twitter that his Facebook page was
disabled for an unknown reason, which some observers speculated was the result of criminal
hacking.94 Harassment and intimidation of bloggers and online journalists have also increased over
the past couple of years. For example, independent bloggers have reported instances of being
summoned by the authorities to receive warnings against discussing certain topics online.
Fortunately, there have been no instances of violence against users to date.

%2 committee to Protect Journalists, “Ethiopian Judge Rejects Reeyot Alemu’s Final Appeal,” January 8, 2013,
http://www.cpj.org/2013/01/ethiopian-judge-rejects-reeyot-alemus-final-appeal.php.

93 «TpLF Regime Arresting Internet Café Users in Addis Ababa,” E